Evaluating Case Study and Action Research Reports:

Real-world Research in Cybersecurity

Simon Vrhovec (University of Maribor, Slovenia simon.vrhovec@um.si)

Damjan Fujs (University of Ljubljana, Slovenia damjan.fujs@fri.uni-lj.si)

Luka Jelovčan (University of Maribor, Slovenia luka.jelovcan@student.um.si)

Anže Mihelič (University of Maribor, Slovenia anze.mihelic@um.si)

Abstract: There is a growing number of scientific papers reporting on case studies and action research published each year. Consequently, evaluating the quality of pilling up research reports is becoming increasingly challenging. Several approaches for evaluation of quality of the scientific outputs exist however they appear to be fairly time-consuming and/or adapted for other research designs. In this paper, we propose a reasonably light-weight structure-based approach for evaluating case study and action research reports (SAE-CSAR) based on eight key parts of a real-world research report: research question, case description, data collection, data analysis, ethical considerations, results, discussion and limitations. To evaluate the feasibility of the proposed approach, we conducted a systematic literature survey of papers reporting on real-world cybersecurity research. A total of N = 102 research papers were evaluated. Results suggest that SAE-CSAR is useful and relatively efficient, and may offer a thought-provoking insight into the studied field. Although there is a positive trend for the inclusion of data collection, data analysis and research questions in papers, there is still room for improvement suggesting that the field of real-world cybersecurity research did not mature yet. The presence of a discussion in a paper appears to affect most its citation count. However, it seems that it is not uniformly accepted what a discussion should include. This paper explores this and other issues related to paper structure and provides guidance on how to improve the quality of research reports. Key Words: research outcome, scientific paper, article, journal paper, conference proceedings, assessment, real life, natural settings, context, review, cybersecurity Category: J.4, L.4.0, L.5

1 Introduction

Over the past decade, cybersecurity research has bloomed [Wendzel et al., 2020]. Due to its wide applicability, cybersecurity is related to various other research fields and is being studied from several different perspectives using different research designs and methods. Among the most frequently used research designs for studying real-world phenomena are case study and action research [Fujs et al., 2019]. While action research is typically applied only in certain areas of cybersecurity, such as education, case studies appear in virtually all cybersecurity research areas [Fujs et al., 2019]. Cybersecurity may be considered as an applied discipline aiming to solve pertinent cybersecurity issues in the real-world [Bobowska et al., 2018; Tomažič and Bernik, 2019]. Action research and case study research designs appear to fit cybersecurity well as they focus on studying contemporary phenomena in its natural settings.

Case studies and action research have been criticized in the past [Teegavarapu and Summers, 2008; Yin, 2014; Creswell, 2014; Idowu, 2016]. Both the quality of the conducted research [Gibbert et al., 2008] and the noticeably varying quality of papers reporting on such research [Fujs et al., 2019] may be contributing to such criticism. Several approaches for evaluating the quality of research exist (e.g., [Gibbert et al., 2008; Deeks et al., 2003]) however they are time-consuming and may be relatively challenging to carry out from the outside (i.e., based on research outputs). The quality of research reports, such as scientific papers, can be essentially evaluated in two ways. The first is to assess the report impact, such as citation count and benchmarking, scholarly commentary, mass media attention, etc. [Salimi, 2017]. The second way is to evaluate the research reports themselves [Suydam, 1968]. Existing approaches for evaluation of research reports appear to be fairly time-consuming (e.g., credibility measures [Brantlinger et al., 2005]) and/or adapted for specific research designs, such as experiments [Suydam, 1968; Deeks et al., 2003]. In this paper, we focus on the evaluation of case study and action research reports to fill in an apparent lack of such evaluation approaches.

The aim of this paper is to provide a lightweight approach for evaluating case study and action research reports and apply it for evaluating real-world research in cybersecurity. To achieve this, we pose the following research questions:

RQ1 : How to efficiently evaluate case study and action research reports?

RQ2 : What are the trends in real-world cybersecurity research?

To answer our research questions, a novel approach for evaluating case study and action research reports is first developed. The proposed approach is then tested in a systematic literature survey. The literature survey simultaneously also offers an insight into trends in real-world cybersecurity research. This paper may benefit authors by providing guidance how to write well-structured research reports as well as the whole cybersecurity community by contributing to the maturation of real-world research in cybersecurity.

2 Theoretical background

This paper focuses on the evaluation of two research designs, namely case study and action research. It may be important to first draw a distinction between a research design and a research method. A research design (e.g., experiment, quasi-experiment, cross-sectional, case study, action research) provides a framework for collection and analysis of data [Bryman, 2016, 2004; Parry et al., 2014]. It can be considered as a philosophy of engagement in the research process and is sometimes referred to as a research strategy [Schneider, 2012; Yin, 2014]. A research method is essentially a technique for data collection (e.g., survey, interview, observation) [Bryman, 2016, 2004; Dowling et al., 2016]. Table 1 presents four common research designs and situations in which they may be appropriate. The following subsections present the key characteristics of both considered research designs.

Table 1: Relevant situations for different research designs.

Research design Type of research question

Control over events

Natural settings Researcher influences events Experiment How/Why Yes No No Quasi-experiment How/Why Yes/No Yes/No Yes/No Case study How/Why No Yes No Action research How/Why No Yes Yes

2.1 Case study

Case study is a research design that is widespread across a variety of scientific fields. Although case studies often favor qualitative research methods, quantitative research methods are also frequently used [Bryman, 2016]. It may be the most appropriate research design for answering research questions with prefixes why and how, when research is focused on contemporary events, and when the circumstances do not allow for a direct, systematic and precise control over events [Yin, 2014; Eisenhardt and Graebner, 2007]. A case study is an empirical inquiry that investigates a contemporary phenomenon in depth by focusing on the dynamics of the case within its real-life context and can be used even if the boundaries between the phenomenon and its context are blurred [Yin, 2014; Teegavarapu and Summers, 2008; Roth, 1999; Corcoran et al., 2004]. Notably, case studies can be used both as a tool for testing (deductive) or building theories (inductive) [Eisenhardt, 1989; Siggelkow, 2007; Eisenhardt and Graebner, 2007; Bryman, 2016]. Empirical scientific research should be reliable and relevant [Gibbert et al., 2008]. To establish the appropriate rigor and quality of a research design (i.e., construct validity, internal validity, external validity and reliability), four validity tests should be considered [Kidder and Judd, 1986; Yin, 2014]. Recommendations on how to achieve adequate levels of validity and reliability of case study research are presented in Table 2.

Table 2: Measures to enhance case study validity and reliability.

Validity test Enhancing measure Construct validity Clear chain of evidence [Yin, 2014] Data collection and data sources triangulation [Denzin and Lincoln, 1994] Internal validity Clear research framework [Eisenhardt, 1989] Observed pattern matching with predicted ones or existing ones in literature [Eisenhardt, 1989] Theory triangulation [Yin, 2014] External validity Cross-case analysis [Eisenhardt, 1989] Embedded case studies [Yin, 2014] Rationale for the case study selection and detailed case study context [Shadish et al., 2001] Reliability Detailed description of the case study protocol and study database [Yin, 2014]

A primary distinction within case study designs is between single and multiple case studies. Even though multiple case study designs are generally more compelling and considered as more robust than single case studies [Herriott and Firestone, 1983], the former may provide valuable insights, especially when studying new and emerging phenomena. There are five key rationales that justify the use of single case studies: critical case, extreme or unique case, revelatory case, representative or typical case, and longitudinal case [Yin, 2014; Bryman, 2016]. A critical case challenges an established theory in a similar way that a single experiment can (e.g., a feather free-falling in vacuum challenges the theory that the speed of free-fall depends on an object’s weight). An extreme or unique case relates to a case that is very rare or unusual (e.g., the NotPetya cyberattack, 2016 US Elections). A revelatory case is based on an opportunity to study a phenomenon that is otherwise inaccessible to the scientific community (e.g., the development of Stuxnet). A representative or typical case captures the circumstances and conditions of an everyday or commonplace situation (e.g., response to a ransomware cyberattack in a SME). A longitudinal case investigates a phenomenon over time (e.g., resilience of an organization to phishing attacks during a certain period).

2.2 Action research

Action research honors the collaboration between theory and practice due to researchers and practitioners attempting to solve real-life problems together [Avison and Wood-Harper, 1986]. Unlike other research designs, it is purposely designed in a way that researchers have an influence over events and settings by providing ideas and implementing them in practice [Brantlinger et al., 2005]. Several variants of action research exist, such as participatory [Santos-Olmo et al., 2016; Schneider, 2012], collaborative [Brantlinger et al., 2005], insider [Coghian, 2001], and many others.

All variants have some common characteristics: orientation towards action and change; focus on a specific problem; a systematic and iterative process; and collaboration among all participants (i.e., researchers, practitioners and research subjects) [Santos-Olmo et al., 2016; Fletcher and Marchildon, 2014]. Action research promotes the collaboration between all participants within a commonly acceptable ethical framework [Avison et al., 1999]. It may be particularly valuable when developing new approaches and solutions [Rose, 2000; Avison and Wood-Harper, 1986].

3 A structure-based approach for evaluating case study and action research reports

The proposed structure-based approach for evaluating case study and action research reports (SAE-CSAR) draws on a typical paper structure. Scientific papers often follow the IMRaD (i.e., Introduction, Methods, Results and Discussion) structure as it helps both the authors to write relevant content to predefined parts of a paper, and the readers to seamlessly find the part of a paper that they are interested in. The introduction provides an overview of the study context and introduces the research objectives. Detailed descriptions of the research settings, data collection and analysis are provided in the methods section. The results are dedicated to presenting the outcome of data analysis and discussion to highlighting their implications and the contributions of the study. A discussion frequently evaluates the limitations of the conducted study that may provide directions for future research. For similar reasons as scientific papers follow a well-known predefined structure, several top-ranked journals (e.g., Journal of the American Medical Informatics Association (JAMIA), Journal of Knowledge Management, Journal of Enterprise Information Management) opted for structured abstracts. A structured abstract typically includes purpose / objective, research design / methods, results / findings, discussion / implications, limitations, and originality / value.

Papers reporting on specific research designs, such as case study and action

Table 3: Evaluation criteria.

Criteria Description Justification Research question Research questions, hypotheses, a research model or other clearly stated research objectives (e.g., in a subsection).

A clear research question may help the readers in the initial stages of reading the paper to understand its (potential) contribution and may therefore influence their decision whether to continue reading until the end.

Case description A description of the unit of analysis and its context.

Introduces the reader to the context of the reported study. A well-written case description may add credibility to the paper as well as help the readers to grasp the scope of the study.

Data collection Reported data sources and data collection procedures.

Adds to the credibility of the report by presenting which data was collected and how.

Data analysis Described data analysis procedures and tools used.

Facilitates the understanding of how the data was analyzed.

Ethical considerations Notes on issues related to research ethics (e.g., ethical board approval). Relevant only for studies involving human beings (e.g., interviews, surveys) and may therefore not be relevant for all real-world research.

It adds to the credibility of the study. However, it may also add some inflexibility as studies need to be wellplanned in advance (e.g., not to wander out of the scope of an ethical board approval).

Results Presented data analysis results.

Well-presented results may provide a credible base for the discussion.

Discussion A discussion beyond a description or simple interpretation of the results (e.g., theoretical and practical implications of results).

Highlighted key contributions and implications of the study may help the readers to determine the value of the study.

Limitations Considered limitations of the study.

Most likely, all research has limitations. Highlighting the most important ones may help the readers to better understand the scope of the study contribution and potential directions for future work.

Table 4: Search queries, filters and the number of returned bibliographic records.

Database Queries / Filters / Returned records ACM DL 51 records

Period 2015 – 2019 Type Research article Query Title:((”cyber security” OR ”cybersecurity”) AND (”case study” OR ”action research”)) OR Abstract:((”cyber security” OR ”cybersecurity”) AND (”case study” OR ”action research”)) OR Keyword:((”cyber security” OR ”cybersecurity”) AND (”case study” OR ”action research”)) OR Title:(”cyber security” OR ”cybersecurity”) AND Abstract:(”case study” OR ”action research”) OR Title:(”case study” OR ”action research”) AND Abstract:(”cyber security” OR ”cybersecurity”) OR Title:(”cyber security” OR ”cybersecurity”) AND Keyword:(”case study” OR ”action research”) OR Title:(”case study” OR ”action research”) AND Keyword:(”cyber security” OR ”cybersecurity”) OR Abstract:(”cyber security” OR ”cybersecurity”) AND Keyword:(”case study” OR ”action research”) OR Abstract:(”case study” OR ”action research”) AND Keyword:(”cyber security” OR ”cybersecurity”) IEEE Xplore 201 records

Period 2015 – 2019 Type Conferences, Journals Query ((”All Metadata”:”cyber security” OR ”cybersecurity”) AND (”All Metadata”:”case study” OR ”action research”)) Scopus 505 records

Period 2015 – 2019 Type Article or Conference paper Query TITLE-ABS-KEY((”cyber security” OR ”cybersecurity”) AND (”case study” OR ”action research”)) Web of Science 258 records

Indexes SCI-EXPANDED, SSCI, A&HCI, CPCI-S, CPCI-SSH, ESCI, CCR-EXPANDED, IC Period 2015 – 2019 Type Proceedings paper, Article Query TOPIC:((”cyber security” OR ”cybersecurity”) AND (”case study” OR ”action research”))

process with the number of included papers in each step.

First, four bibliographic databases (i.e., ACM DL, IEEE Xplore, Scopus and Web of Science) were queried on 4 January 2020. The search queries included a combination of keywords cyber security, cybersecurity, case study and action research. The queries were used to search the bibliographic records (i.e., title, abstract and keywords) and differ between the selected bibliographic databases. Table 4 presents the search queries, applied filters and the number of returned bibliographic records for each individual bibliographic database. A total of 1,015 bibliographic records were returned by querying the bibliographic databases.

Second, duplicate records were removed resulting in 617 unique bibliographic records. Third, two researchers separately examined the title and abstract of each record to determine whether to include it in the survey according to inclusion and exclusion criteria presented in Table 5.

Table 5: Inclusion and exclusion criteria

Inclusion criteria Exclusion criteria Real-world case study Not directly related to cybersecurity Real-world action research Non-real-world case study Journal or conference paper Not case study or action research Written in English Editorial, book chapter, poster or invited talk Published between 2015 and 2019 Work in progress Full text not available to researchers

Case study is an ambiguous term and has various meanings in research. First, case studies may refer to purely theoretical (e.g., mathematical) research. For example, Standley and Boucheron [2018] use GPS as a case study to present a mathematical formulation of the contribution of space-based unidirectional systems to the resilience of strategic cyber networks. Second, real-world data or subjects can be used in artificial settings. For example, Genç et al. [2019] present a case study of a real-world subject (i.e., ransomware). However, the subject is observed in an artificially created environment (i.e., a research testbed) which suggests an experimental or quasi-experimental research design. It is similar with research using real-world data in artificially created settings. Third, case study is sometimes used as a synonym for a use case. A use case considers the application to a specific domain. However, there is no specific case being studied per se and research often describes a theoretical instead of a real-world application. Fourth, case studies are occasionally wrongly reported when a cross-sectional design has been employed. A cross-sectional design is often also called a survey design which is its most common form. It entails the collection of quantitative or quantifiable data on (much) more than one case at a single point in time [Bryman, 2016]. For example, Harrell et al. [2018] reported case studies of higher education institutions. Data collection focused on 272 institutions at a certain point in time and provided an insight into the overall situation. However, little to nothing is known about any of the 272 individual cases (i.e., higher education institutions) and therefore cannot be considered having a case study research design. Other examples of declared case studies with similar issues include surveys in a specific context (e.g., public sector in Zambia [Chinyemba and Phiri,

2018]) and live classification of real-world data (e.g., Twitter profiles [Tundis et al., 2018; Tundis and Muhlhauser, 2017]).

Inconsistencies between the researchers’ assessments were identified and solved with consensus between the two researchers. In cases when it was not clear from the title and abstract whether to keep a record for further analysis, the full paper was briefly examined. If the researchers determined that a paper employed a different research design (e.g., action research) instead of the declared research design (e.g., case study) due to obvious reasons (e.g., the influence of the researchers on the case), the paper was reclassified accordingly. After applying the inclusion and exclusion criteria, 165 records were retained for full paper analysis.

Fourth, all retained papers were downloaded and evaluated according to the evaluation criteria of the proposed approach. Two researchers first individually evaluated papers according to the evaluation criteria. Inconsistencies between scores were then identified and solved with consensus between the researchers. Papers were additionally excluded according to the inclusion and exclusion criteria in this step if the researchers determined this was necessary after a detailed examination of the paper. After the quality evaluation, N = 102 records (N_{cs} = 91, N_{ar} = 11) were finally retained in the literature survey. For these records, citation counts in all bibliographic databases were obtained. Citations in ACM DL were obtained on 9 January 2020 while citations in other databases were obtained on 4 January 2020. The paper citation count was determined by the highest number of citations in any of the bibliographic databases.

4.2 Data analysis

First, keywords were analyzed with word clouds to gain an insight into the trends in real-world cybersecurity research over the studied period. Word clouds are a form of text visualization that enriches the primary data in a meaningful way and enables new ways to interpret the data [Jayashankar and Sridaran, 2017]. Keyword clouds were created with a free online application (www.wordclouds.com). Second, the results of the evaluation of papers were visualized using column charts which were interpreted to determine potential associations with other collected bibliometric data. Charts were created with Google Sheets.

5 Results

This section first presents the trends in real-world cybersecurity research for the studied period. Next, paper evaluation results are presented and potential associations to other bibliometric data are identified.

than average citations for papers without. It is similar with case descriptions. However, this comparison may be unreliable due to a low number of papers without case description. For similar reasons, we cannot say much about the importance of results and ethical considerations. There are only slight differences in average citations with and without data analysis and limitations suggesting that researchers tend not to consider them when deciding to cite a paper. It is interesting to note that papers that do not report the research question or data collection have higher average citations than those that do. If we assume that researchers do not search for papers that are missing these parts, this may indicate the noise level in our sample. If this is the case, only the presence of the discussion may affect average citations.

6 Discussion

This paper makes several theoretical and practical contributions described in the next subsections. The paper concludes with a discussion on limitations of the study and potential avenues for future work.

6.1 Theoretical implications

First, this paper develops a novel approach for evaluating case study and action research and applies it in a literature survey of real-world research in cybersecurity to determine its usefulness. Although the proposed approach does not evaluate the quality of the papers in detail, it appears to offer a reasonable alternative to existing comprehensive evaluation approaches that require more time for the evaluation of a paper. Therefore, the key merit of the proposed approach is that it enables gaining a thought-provoking insight into the quality of papers in a studied research area in an efficient way.

Second, the approach seems to be appropriate for evaluation of case study and action research reports in a research area that has not matured yet (i.e., a significant share of papers is missing some key evaluation criteria parts). In our study, results and case description were included in almost all studied papers. This suggests that some adjustments to the proposed evaluation model may be needed, especially as the research area matures and papers include more evaluation criteria parts. For example, an ordinal (e.g., levels of quality with descriptions) or interval scale (e.g., from 1 to 5) may be used to evaluate the criteria instead of the binary one. Alternatively, some evaluation criteria may break down into more detailed sub-criteria. For example, the case description could be further divided to explicitly defining the unit of analysis, description of the unit, description of the context, etc. although this would decrease the efficiency of the approach.

Third, 63 out of 165 fully reviewed papers were excluded (38.2 percent). This suggests that abstracts may not be informative enough. One of the reasons is that real-world research is often declared in the abstract despite that not being the case (e.g., real-world data being used in artificial settings). Since this study does not focus on evaluation of abstracts, it would be beneficial if future studies would address this issue.

Fourth, the trends in the usage of keywords points to a wide array of different topics from technological topics to management, state cybersecurity and humanrelated topics, such as awareness, education and training. This firmly establishes the inter-disciplinary nature of cybersecurity. Although most cybersecurity research may be on technological topics, these studies are typically conducted in artificial settings. Therefore, there appears to be a research gap and opportunity for future research, for example, in real-life applications of technological cybersecurity solutions.

6.2 Practical implications

First, this paper provides a relatively light-weight approach for evaluating case study and action research reports. Although it has been applied in the context of real-world research in cybersecurity, the proposed approach is universal and can be applied to any context. A drawback of the proposed approach might be that it may not be appropriate when surveying a mature research area. To overcome this deficiency, the approach may be extended by using more detailed scales for scoring or expanding the evaluation criteria.

Second, although the proposed approach is primarily intended for evaluation of research reports, this paper may also serve as s guidebook for authors and reviewers. By using the proposed approach as a checklist, the authors may be able to better structure their papers and improve their readability. Reviewers may contribute to better quality of publications and maturation of the research field by requesting the authors to clearly structure their papers.

Third, a fairly straight forward practical implication is that authors should put more attention to the discussion. A high number of inconsistencies between individual scores of researchers, and the varying location of implications and contribution in papers may indicate that a ”discussion” has different meanings for different authors. Putting the study implications and paper contribution in a standard location, namely the discussion, may help the readers to quickly find the added value of the paper and its justification. This may be important due to the potential effect of the discussion on paper citations that we detected in our study.

7 Limitations and future work

Like most research, this paper has some limitations that the readers should consider. First, only two researchers evaluated the papers independently. One researcher has a background in computer science and the other one in social sciences. Involving more researchers with diverse backgrounds would help to further validate the proposed approach.

Second, this study shows that this approach can provide a thought-provoking insight into the studied field by considering 102 papers from a 5-year period. Including less papers may affect the usefulness of the proposed approach for providing meaningful insight into the studied field. Similarly, the usefulness of the proposed approach may be affected if the number of papers per year or type is too low. Since the minimum of papers required for this approach to be useful is hard to determine on this study alone, future studies employing the proposed approach may help in establishing the prerequisites for using the proposed approach.

Third, the proposed approach has been applied to a research area that has not fully matured yet. Insights from applications to a more mature research area would be highly beneficial and would provide some hints on whether the proposed approach can be useful in its original form also in those settings.

Fourth, this paper explored the association between different parts of the paper and paper citations. However, the paper abstract and its quality may also have significant effects on citations as researchers typically read the abstract first. A systematic evaluation of paper abstracts would be valuable in determining these effects. An analysis of the association between the quality of an abstract and paper quality would also be interesting.

Fifth, the number of evaluated papers was not large enough to conduct more rigorous statistical tests, such as logistic regression. For example, to determine which evaluation criteria affects the number of citations (e.g., top 20 percent best cited papers compared to the rest), at least approximately 500 papers would need to be evaluated.

References

[Avison et al., 1999] Avison, D. E., Lau, F., Myers, M. D., and Nielsen, P. A.

(1999). Action research. Communications of the ACM, 42(1):94–97. [Avison and Wood-Harper, 1986] Avison, D. E. and Wood-Harper, A. T. (1986).

Multiview — An Exploration in Information Systems Development. The Australian Computer Journal, 18(4):174–179.

[Bobowska et al., 2018] Bobowska, B., Choraś, M., and Woźniak, M. (2018).

Advanced analysis of data streams for critical infrastructures protection and cybersecurity. Journal of Universal Computer Science, 24(5):622–633.

[Brantlinger et al., 2005] Brantlinger, E., Jimenez, R., Klingner, J., Pugach, M., and Richardson, V. (2005). Qualitative Studies in Special Education. Exceptional Children, 71(2):195–207.

[Bryman, 2004] Bryman, A. (2004). Qualitative research on leadership: A critical but appreciative review. The Leadership Quarterly, 15(6):729–769.

[Bryman, 2016] Bryman, A. (2016). Social Research Methods. Oxford University Press, Oxford, 4th ed. edition.

[Chinyemba and Phiri, 2018] Chinyemba, M. K. and Phiri, J. (2018). An Investigation into Information Security Threats from Insiders and how to Mitigate them: A Case Study of Zambian Public Sector. Journal of Computer Science, 14(10):1389–1400.

[Coghian, 2001] Coghian, D. (2001). Insider Action Research Projects. Management Learning, 32(1):49–60.

[Corcoran et al., 2004] Corcoran, P. B., Walker, K. E., and Wals, A. E. (2004).

Case studies, make-your-case studies, and case stories: A critique of case-study methodology in sustainability in higher education. Environmental Education Research, 10(1):7–21.

[Creswell, 2014] Creswell, J. W. (2014). Research Design: Qualitative, Quantitative and Mixed Methods Approaches. Sage Publications, Inc., Thousand Oaks, CA, 4th edition.

[Deeks et al., 2003] Deeks, J., Dinnes, J., D’Amico, R., Sowden, A., Sakarovitch, C., Song, F., Petticrew, M., and Altman, D. (2003). Evaluating nonrandomised intervention studies. Health Technology Assessment, 7(27).

[Denzin and Lincoln, 1994] Denzin, N. K. and Lincoln, Y. S. (1994). Handbook of Qualitative Research. Sage Publications, Inc., Thousand Oaks, CA.

[Dowling et al., 2016] Dowling, R., Lloyd, K., and Suchet-Pearson, S. (2016).

Qualitative methods I: Enriching the interview. Progress in Human Geography, 40(5):679–686.

[Eisenhardt, 1989] Eisenhardt, K. M. (1989). Building Theories from Case Study Research. Academy of Management Review, 14(4):532–550.

[Eisenhardt and Graebner, 2007] Eisenhardt, K. M. and Graebner, M. E. (2007).

Theory Building from Cases: Opportunities and Challenges. The Academy of Management Journal, 50(1):25–32.

[Fletcher and Marchildon, 2014] Fletcher, A. J. and Marchildon, G. P. (2014).

Using the Delphi Method for Qualitative, Participatory Action Research in Health Leadership. International Journal of Qualitative Methods, 13(1):1–18.

[Fujs et al., 2019] Fujs, D., Mihelič, A., and Vrhovec, S. L. (2019). The power of interpretation: Qualitative methods in cybersecurity research. In Proceedings of the 14th International Conference on Availability, Reliability and Security (ARES 2019), 1–10, Canterbury, United Kingdom.

[Genç et al., 2019] Genç, Z. A., Lenzini, G., and Sgandurra, D. (2019). Case

Study. In Proceedings of the Third Central European Cybersecurity Conference (CECC 2019), pages 1–4, New York, New York, USA. ACM Press.

[Gibbert et al., 2008] Gibbert, M., Ruigrok, W., and Wicki, B. (2008).

What passes as a rigorous case study? Strategic Management Journal, 29(13):1465–1474.

[Harrell et al., 2018] Harrell, C. R., Patton, M., Chen, H., and Samtani, S.

(2018). Vulnerability Assessment, Remediation, and Automated Reporting: Case Studies of Higher Education Institutions. In 2018 IEEE International Conference on Intelligence and Security Informatics (ISI), pages 148–153. IEEE.

[Herriott and Firestone, 1983] Herriott, R. E. and Firestone, W. A. (1983). Study of Recent Federal Experience. Technical report, National institution of education, Washington, D.C.

[Idowu, 2016] Idowu, O. E. (2016). Criticisms, constraints and constructions of case study research strategy. Asian Journal of Business and Management, 4(5):184–188.

[Jayashankar and Sridaran, 2017] Jayashankar, S. and Sridaran, R. (2017). Superlative model using word cloud for short answers evaluation in eLearning. Education and Information Technologies, 22(5):2383–2402.

[Kidder and Judd, 1986] Kidder, L. H. and Judd, C. M. (1986). Research methods in social relations. Holt, Rinehart & Winston, New York.

[Mihelič et al., 2019] Mihelič, A., Jevšček, M., Vrhovec, S., and Bernik, I. (2019).

Testing the human backdoor: Organizational response to a phishing campaign. Journal of Universal Computer Science, 25(11):1458–1477.

[Parry et al., 2014] Parry, K., Mumford, M. D., Bower, I., and Watts, L. L. (2014).

Qualitative and historiometric methods in leadership research: A review of the first 25 years of The Leadership Quarterly. The Leadership Quarterly, 25(1):132–151.

[Rose, 2000] Rose, J. (2000). Information systems development as action research – soft systems methodology and structuration theory. PhD thesis, University of Skövde.

[Roth, 1999] Roth, S. (1999). The State of Design Research. Design Research, 15(2):18–26.

[Salimi, 2017] Salimi, N. (2017). Quality assessment of scientific outputs using the BWM. Scientometrics, 112(1):195–213.

[Santos-Olmo et al., 2016] Santos-Olmo, A., Sánchez, L., Rosado, D., Fernández- Medina, E., and Piattini, M. (2016). Applying the Action-Research Method to Develop a Methodology to Reduce the Installation and Maintenance Times of Information Security Management Systems. Future Internet, 8(3):36.

[Schneider, 2012] Schneider, B. (2012). Participatory Action Research, Mental

Health Service User Research, and the Hearing (our) Voices Projects. International Journal of Qualitative Methods, 11(2):152–165.

[Shadish et al., 2001] Shadish, W. R., Cook, T. D., and Campbell, D. T. (2001).

Experimental and Quasi-Experimental Designs for Generalized Causal Inference. Houghton Mifflin, Boston.

[Siggelkow, 2007] Siggelkow, N. (2007). Persuasion with case studies. Academy of Management Journal, 50(1):20–24.

[Standley and Boucheron, 2018] Standley, V. H. and Boucheron, E. A. (2018).

Space-Based Unidirectional Networks and Resiliency. In 2018 IEEE International Conference on Software Quality, Reliability and Security Companion (QRS-C), pages 281–286. IEEE.

[Suydam, 1968] Suydam, M. N. (1968). An instrument for evaluating experimental educational research report. Journal of Educational Research, 61(5):200–203.

[Teegavarapu and Summers, 2008] Teegavarapu, S. and Summers, J. D. (2008).

Case study method for design research: A justification. In Proceedings of the ASME Design Engineering Technical Conference, pages 495–503, New York.

[Tomažič and Bernik, 2019] Tomažič, S. and Bernik, I. (2019). Cyberattack Response Model for the Nuclear Regulator in Slovenia. Journal of Universal Computer Science, 25(11):1437–1457.

[Tundis et al., 2018] Tundis, A., Bhatia, G., Jain, A., and Muhlhauser, M. (2018).

Supporting the Identification and the Assessment of Suspicious Users on Twitter Social Media. In 2018 IEEE 17th International Symposium on Network Computing and Applications (NCA), pages 1–10. IEEE.

[Tundis and Muhlhauser, 2017] Tundis, A. and Muhlhauser, M. (2017). A multilanguage approach towards the identification of suspicious users on social networks. In 2017 International Carnahan Conference on Security Technology (ICCST), pages 1–6. IEEE.

[Wendzel et al., 2020] Wendzel, S., Lévy-Bencheton, C., and Caviglione, L.

(2020). Not all areas are equal: analysis of citations in information security research. Scientometrics, 122(1):267–286.

[Yin, 2014] Yin, R. K. (2014). Case Study Research: Design and Methods. Sage Publications, Inc., Thousand Oaks, CA.

A Papers included in the literature survey

[Agarwal and Singhal, 2017] Agarwal, C. and Singhal, A. (2017). Securing Our Digital Natives: a Study of Commonly Experience Internet Safety Issues and a One-Stop Solution. In Proceedings of the 10th International Conference on Theory and Practice of Electronic Governance - ICEGOV ’17, pages 178–186, New York, New York, USA. ACM Press.

[Al Natsheh et al., 2015] Al Natsheh, A., Gbadegeshin, S. A., Rimpiläinen, A., Imamovic-Tokalic, I., and Zambrano, A. (2015). Identifying the Challenges in Commercializing High Technology: A Case Study of Quantum Key Distribution Technology. Technology Innovation Management Review, 5(1):26–36.

[Almubayedh et al., 2018] Almubayedh, D., Khalis, M. A., Alazman, G., Alabdali, M., Al-Refai, R., and Nagy, N. (2018). Security Related Issues In Saudi Arabia Small Organizations: A Saudi Case Study. In 2018 21st Saudi Computer Society National Computer Conference (NCC), pages 1–6. IEEE.

[Anand et al., 2018] Anand, R., Medhavi, S., Soni, V., Malhotra, C., and Banwet, D.

(2018). Transforming information security governance in India (A SAP-LAP based case study of security, IT policy and e-governance). Information and Computer Security, 26(1):58–90.

[Armenia et al., 2019] Armenia, S., Ferreira Franco, E., Nonino, F., Spagnoli, E., and Medaglia, C. M. (2019). Towards the Definition of a Dynamic and Systemic Assessment for Cybersecurity Risks. Systems Research and Behavioral Science, 36(4):404–423.

[Bada and Nurse, 2019] Bada, M. and Nurse, J. R. (2019). Developing cybersecurity education and awareness programmes for small- and medium-sized enterprises (SMEs). Information & Computer Security, 27(3):393–410.

[Ben Naseir et al., 2019] Ben Naseir, M. A., Dogan, H., Apeh, E., Richardson, C., and Ali, R. (2019). Contextualising the National Cyber Security Capacity in an Unstable Environment: A Spring Land Case Study. In Advances in Intelligent Systems and Computing (special issue from WorldCIST 2019 – 7th World Conference on Information Systems and Technologies), pages 373–382. Springer International Publishing.

[Berger and Jones, 2016] Berger, H. and Jones, A. (2016). Cyber Security & Ethical Hacking For SMEs. In Proceedings of the The 11th International Knowledge Management in Organizations Conference on The changing face of Knowledge Management Impacting Society - KMO ’16, pages 1–6, New York, New York, USA. ACM Press.

[bin Yeop et al., 2018] bin Yeop, Y. H., Ali, Z., Norul, S., Asma’, U., and Fariza, W.

(2018). BYOD Implementation Factors in Schools: A Case Study in Malaysia. International Journal of Advanced Computer Science and Applications, 9(12):311–317.

[BRANQUINHO, 2017] BRANQUINHO, M. A. (2017). RANSOMWARE IN IN- DUSTRIAL CONTROL SYSTEMS. WHAT COMES AFTER WANNACRY AND PETYA GLOBAL ATTACKS? In WIT Transactions on the Built Environment, volume 174, pages 329–334.

[Buckley et al., 2018] Buckley, I. A., Zalewski, J., and J., P. (2018). Introducing a Cybersecurity Mindset into Software Engineering Undergraduate Courses. International Journal of Advanced Computer Science and Applications, 9(6):448–452.

[Burkart and McCourt, 2017] Burkart, P. and McCourt, T. (2017). The international political economy of the hack: A closer look at markets for cybersecurity software. Popular Communication, 15(1):37–54.

[Busby et al., 2017] Busby, J. S., Green, B., and Hutchison, D. (2017). Analysis of Affordance, Time, and Adaptation in the Assessment of Industrial Control System Cybersecurity Risk. Risk Analysis, 37(7):1298–1314.

[Bustard, 2017] Bustard, J. D. (2017). Improving Student Engagement in the Study of Professional Ethics: Concepts and an Example in Cyber Security. Science and Engineering Ethics, 24(2):683–698.

[Buzdugan and Buzdugan, 2016] Buzdugan, A. A. and Buzdugan, A. I. (2016). Cyber Security in the Nuclear and Radiological Domain: Case Study of Republic of Moldova. In 3rd International Conference on Nanotechnologies and Biomedical Engineering, IFMBE Proceedings, pages 541–543, Singapore. Springer Singapore.

[Çalışkan et al., 2019] Çalışkan, E., Vaarandi, R., and Lorenz, B. (2019). Improving Learning Efficiency and Evaluation Fairness for Cyber Security Courses: A Case Study. In Advances in Intelligent Systems and Computing, volume 998, pages 622–638.

[Caputo et al., 2016] Caputo, D. D., Pfleeger, S. L., Sasse, M. A., Ammann, P., Offutt,

J., and Deng, L. (2016). Barriers to Usable Security? Three Organizational Case Studies. IEEE Security & Privacy, 14(5):22–32.

[Ceric and Holland, 2019] Ceric, A. and Holland, P. (2019). The role of cognitive biases in anticipating and responding to cyberattacks. Information Technology & People, 32(1):171–188.

[Chatfield and Reddick, 2017] Chatfield, A. T. and Reddick, C. G. (2017). Cybersecurity Innovation in Government. In Proceedings of the 18th Annual International Conference on Digital Government Research - dg.o ’17, pages 64–73, New York, New York, USA. ACM Press.

[Chatfield and Reddick, 2018] Chatfield, A. T. and Reddick, C. G. (2018). Crowdsourced cybersecurity innovation: The case of the Pentagon’s vulnerability reward program. Information Polity, 23(2):177–194.

[Chatfield and Reddick, 2019] Chatfield, A. T. and Reddick, C. G. (2019). A framework for Internet of Things-enabled smart government: A case of IoT cybersecurity policies and use cases in U.S. federal government. Government Information Quarterly, 36(2):346–357.

[Christe and Tabas, 2018] Christe, B. and Tabas, J. (2018). When emerging technologies cross academic boundaries: Collaboration or competition? In ASEE Annual Conference and Exposition, Conference Proceedings.

[Christopher et al., 2019] Christopher, J., Jung, G., and Doane, C. (2019). Making it More Secure. In Proceedings of the Practice and Experience in Advanced Research Computing on Rise of the Machines (learning) - PEARC ’19, pages 1–5. ACM Press.

[Cohen et al., 2015] Cohen, M. S., Freilich, C. D., and Siboni, G. (2015). Israel and Cyberspace: Unique Threat and Response. International Studies Perspectives, page ekv023.

[Coles-Kemp et al., 2018] Coles-Kemp, L., Ashenden, D., and O’Hara, K. (2018). Why Should I? Cybersecurity, the Security of the State and the Insecurity of the Citizen. Politics and Governance, 6(2):41.

[Crandall and Allan, 2015] Crandall, M. and Allan, C. (2015). Small States and Big Ideas: Estonia’s Battle for Cybersecurity Norms. Contemporary Security Policy, 36(2):346–368.

[Cvetkovski and Esposito, 2019] Cvetkovski, A. and Esposito, F. (2019). The Password Literacy in North Macedonia. In Proceedings of the Third Central European Cybersecurity Conference (CECC 2019), pages 1–6, New York, New York, USA. ACM Press.

[Darraj et al., 2017] Darraj, E., Sample, C., and Cowley, J. (2017). Information operations: The use of information weapons in the 2016 US presidential election. In European Conference on Information Warfare and Security, ECCWS, pages 92–101.

[Dawson et al., 2018] Dawson, M., Wang, P., and Williams, K. (2018). The Role of CAE-CDE in Cybersecurity Education for Workforce Development. In Advances in Intelligent Systems and Computing, volume 738, pages 127–132.

[De Kock and Futcher, 2016] De Kock, R. and Futcher, L. A. (2016). Mobile device usage in higher education institutions in South Africa. In 2016 Information Security for South Africa (ISSA), pages 27–34, Cham. IEEE.

[DeSmit et al., 2016] DeSmit, Z., Elhabashy, A. E., Wells, L. J., and Camelio, J. A.

(2016). Cyber-physical Vulnerability Assessment in Manufacturing Systems. Procedia Manufacturing, 5:1060–1074.

[DeSmit et al., 2017] DeSmit, Z., Elhabashy, A. E., Wells, L. J., and Camelio, J. A.

(2017). An approach to cyber-physical vulnerability assessment for intelligent manufacturing systems. Journal of Manufacturing Systems, 43:339–351.

[Ekelund and Iskoujina, 2019] Ekelund, S. and Iskoujina, Z. (2019). Cybersecurity economics – balancing operational security spending. Information Technology & People, 32(5):1318–1342.

[Fenton et al., 2019] Fenton, D., Traylor, T., Hokanson, G., and Straub, J. (2019).

Integrating Cyber Range Technologies and Certification Programs to Improve Cybersecurity Training Programs. In 21st International Conference on Interactive Collaborative Learning, pages 632–643. Springer International Publishing.

[Fitzgerald et al., 2015] Fitzgerald, B. K., Barkanic, S., Cardenas-Navia, I., Elzey, K., Hughes, D., and Troyan, D. (2015). The BHEF National Higher Education and Workforce Initiative. Industry and Higher Education, 29(5):419–427.

[Fouad, 2019] Fouad, N. S. (2019). The Peculiarities of Securitising Cyberspace: A Multi-Actor Analysis of the Construction of Cyber Threats in the US (2003-2016). In European Conference on Information Warfare and Security, ECCWS, pages 633–640.

[Galinec et al., 2017] Galinec, D., Možnik, D., and Guberina, B. (2017). Cybersecurity and cyber defence: national level strategic approach. Automatika, 58(3):273–286.

[Green et al., 2016] Green, B., Krotofil, M., and Hutchison, D. (2016). Achieving ICS Resilience and Security through Granular Data Flow Management. In Proceedings of the 2nd ACM Workshop on Cyber-Physical Systems Security and Privacy - CPS- SPC ’16, pages 93–101, New York, New York, USA. ACM Press.

[Grindal, 2019] Grindal, K. (2019). Trade regimes as a tool for cyber policy. Digital Policy, Regulation and Governance, 21(1):19–31.

[Gundu, 2019] Gundu, T. (2019). Acknowledging and reducing the knowing and doing gap in employee cybersecurity compliance. In 14th International Conference on Cyber Warfare and Security, ICCWS 2019, pages 94–102.

[Haass et al., 2015] Haass, J. C., Ahn, G.-J., and Grimmelmann, F. (2015). ACTRA – A Case Study for Threat Information Sharing. In Proceedings of the 2nd ACM Workshop on Information Sharing and Collaborative Security - WISCS ’15, pages 23–26, New York, New York, USA. ACM Press.

[Harašta, 2018] Harašta, J. (2018). Legally critical: Defining critical infrastructure in an interconnected world. International Journal of Critical Infrastructure Protection, 21:47–56.

[Harris and Patten, 2015] Harris, M. A. and Patten, K. P. (2015). Using bloom’s and Webb’s taxonomies to integrate emerging cybersecurity topics into a computing curriculum. Journal of Information Systems Education, 26(3):219–234.

[Healey, 2016] Healey, J. (2016). Winning and losing in cyberspace. In 2016 8th International Conference on Cyber Conflict (CyCon), pages 37–49. IEEE.

[Hrubý and Staňková, 2019] Hrubý, M. and Staňková, E. (2019). SEARCHING FOR THE FUTURE CREAM OF THE CROP IN THE CZECH MILITARY. In PRO- CEEDINGS OF THE 16TH INTERNATIONAL CONFERENCE EFFICIENCY AND RESPONSIBILITY IN EDUCATION 2019 (ERIE), pages 90–96.

[Huskaj and Moradian, 2018] Huskaj, G. and Moradian, E. (2018). Cyber deterrence:

An illustration of implementation. In Proceedings of the 13th International Conference on Cyber Warfare and Security, ICCWS 2018, pages 304–311.

[Ibrahim et al., 2018] Ibrahim, A., Valli, C., McAteer, I., and Chaudhry, J. (2018). A security review of local government using NIST CSF: a case study. The Journal of Supercomputing, 74(10):5171–5186.

[Issabayeva et al., 2019] Issabayeva, S., Yesseniyazova, B., and Grega, M. (2019). Electronic Public Procurement: Process and Cybersecurity Issues. NISPAcee Journal of Public Administration and Policy, 12(2):61–79.

[Jeske et al., 2017] Jeske, D., McNeill, A. R., Coventry, L., and Briggs, P. (2017).

Security information sharing via Twitter: ’Heartbleed’ as a case study. International Journal of Web Based Communities, 13(2):172.

[Kim et al., 2019] Kim, E., Kwon, J., Yoon, J., and Agogino, A. M. (2019). Embedding Cybersecurity Into Design Education: Increasing Designers’ Awareness of Cybersecurity Throughout the Design Process. In Volume 3: 21st International Conference on Advanced Vehicle Technologies; 16th International Conference on Design Education, pages 1–8. American Society of Mechanical Engineers.

[Knapp et al., 2017] Knapp, K. J., Maurer, C., and Plachkinova, M. (2017). Maintaining a cybersecurity curriculum: Professional certifications as valuable guidance. Journal of Information Systems Education, 28(2):101–114.

[Kuusisto and Kuusisto, 2019] Kuusisto, T. and Kuusisto, R. (2019). The balanced digitalization and digital security: Case of regional authorities. In European Conference on Information Warfare and Security, ECCWS, pages 267–274. Academic Conferences International.

[Le et al., 2018] Le, H. T., Johri, A., and Malik, A. (2018). Situated information seeking for learning: A case study of engineering workplace cognition among cybersecurity professionals. In ASEE Annual Conference and Exposition, Conference Proceedings.

[Lee and Lim, 2016] Lee, K. B. and Lim, J. I. (2016). Lightweight Acknowledgement- Based Method to Detect Misbehavior in MANETs. KSII Transactions on Internet and Information Systems, 10(2):857–880.

[Lindström et al., 2018] Lindström, J., Eliasson, J., Hermansson, A., Blomstedt, F., and Kyösti, P. (2018). Cybersecurity level in IPS 2 : A case study of two industrial internet-based SME offerings. Procedia CIRP, 73:222–227.

[Lundgren and Bergstrom, 2019] Lundgren, M. and Bergstrom, E. (2019). Security- Related Stress: A Perspective on Information Security Risk Management. In 2019 International Conference on Cyber Security and Protection of Digital Services (Cyber Security), pages 1–8. IEEE.

[Mahmoud and Pedersen, 2019] Mahmoud, R. V. and Pedersen, J. M. (2019). Deploying a university honeypot: A case study. In CEUR Workshop Proceedings, pages 27–38.

[Mali and Avila-Maravilla, 2018] Mali, N. V. and Avila-Maravilla, M. A. (2018). Convergence or Conflict? Digital Identities vs. Citizenship Rights: Case Study of Unique Identification Number, Aadhaar, in India. In Proceedings of the 11th International Conference on Theory and Practice of Electronic Governance - ICEGOV ’18, pages 443–448, New York, New York, USA. ACM Press.

[Mann et al., 2018] Mann, M., Daly, A., Wilson, M., and Suzor, N. (2018). The limits of (digital) constitutionalism: Exploring the privacy-security (im)balance in Australia. International Communication Gazette, 80(4):369–384.

[Marotta and Pearlson, 2019] Marotta, A. and Pearlson, K. (2019). A Culture of Cybersecurity at Banca Popolare di Sondrio. In 25th Americas Conference on Information Systems, AMCIS 2019, pages 1–10.

[Mauritsius and Saputra, 2019] Mauritsius, T. and Saputra, B. A. (2019). Enhancing cybersecurity on private cloud using NIST cybersecurity framework. Journal of Theoretical and Applied Information Technology, 97(15):4159–4174.

[Mermoud et al., 2017] Mermoud, A., Keupp, M. M., Ghernaouti, S., and Percia David, D. (2017). Using Incentives to Foster Security Information Sharing and Cooperation: A General Theory and Application to Critical Infrastructure Protection. In Lecture Notes in Computer Science (including subseries Lecture Notes in Artificial Intelligence and Lecture Notes in Bioinformatics), pages 150–162.

[Meszaros and Buchalcevova, 2017] Meszaros, J. and Buchalcevova, A. (2017). Introducing OSSF: A framework for online service cybersecurity risk management. Computers & Security, 65:300–313.

[Mir and Ketti Ramachandran, 2019] Mir, A. W. and Ketti Ramachandran, R. (2019).

Security gaps assessment of smart grid based SCADA systems. Information & Computer Security, 27(3):434–452.

[Miranda and Goldsmith, 2017] Miranda, A. W. and Goldsmith, S. (2017). Cyberphysical risk management for PV photovoltaic plants. In 2017 International Carnahan Conference on Security Technology (ICCST), pages 1–8. IEEE.

[Mohan et al., 2018] Mohan, V., ben Othmane, L., and Kres, A. (2018). BP: Security Concerns and Best Practices for Automation of Software Deployment Processes: An Industrial Case Study. In 2018 IEEE Cybersecurity Development (SecDev), pages 21–28. IEEE.

[Mtsweni et al., 2018] Mtsweni, J., Gcaza, N., and Thaba, M. (2018). A unified cybersecurity framework for complex environments. In Proceedings of the Annual Conference of the South African Institute of Computer Scientists and Information Technologists on - SAICSIT ’18, pages 1–9, New York, New York, USA. ACM Press.

[Netolická and Mareš, 2018] Netolická, V. and Mareš, M. (2018). Arms race “in cyberspace” – A case study of Iran and Israel. Comparative Strategy, 37(5):414–429.

[Omonaiye et al., 2015] Omonaiye, J. F., Lalitha, V. V. M., Khan, H. U., Fournier- Bonilla, S. D., and Singh, R. (2015). Ability and Hurdle to Provide Banking Online Services: A Case Study of Banking Employees in Nigeria. In 2015 IEEE 2nd International Conference on Cyber Security and Cloud Computing, pages 482–487. IEEE.

[Park et al., 2017] Park, K. J., Park, S. M., and James, J. (2017). A case study of the 2016 Korean cyber command compromise. In European Conference on Information Warfare and Security, ECCWS, pages 315–321.

[Piazza and Olmsted, 2015] Piazza, M. and Olmsted, A. (2015). Founding a Cyber- Security Club in a Higher Education Environment: A Case Study. In 2015 World Congress on Internet Security (WorldCIS), pages 139–143. IEEE.

[Pinhel et al., 2018] Pinhel, A., Filho, A. A. S., Landi, R. P., and Alves, D. G. (2018).

Matching Cyber Security with Reliability and Maintainability: An Example on

Power Systems for Data Networks. In 2018 Annual Reliability and Maintainability Symposium (RAMS), pages 1–4. IEEE.

[Polverini et al., 2018] Polverini, D., Ardente, F., Sanchez, I., Mathieux, F., Tecchio, P., and Beslay, L. (2018). Resource efficiency, privacy and security by design: A first experience on enterprise servers and data storage products triggered by a policy process. Computers & Security, 76:295–310.

[Rajamäki and Knuuttila, 2015] Rajamäki, J. and Knuuttila, J. (2015). Cyber security and trust: Tools for multi-agency cooperation between public authorities. In IC3K 2015 - Proceedings of the 7th International Joint Conference on Knowledge Discovery, Knowledge Engineering and Knowledge Management, pages 397–404.

[Rege et al., 2017] Rege, A., Biswas, S., Bai, L., Parker, E., and McJunkin, T. R.

(2017). Using simulators to assess knowledge and behavior of “novice” operators of critical infrastructure under cyberattack events. In 2017 Resilience Week (RWS), pages 50–56. IEEE.

[Reid and Van Niekerk, 2016] Reid, R. and Van Niekerk, J. (2016). Decoding audience interpretations of awareness campaign messages. Information and Computer Security, 24(2):177–193.

[Rubasundram, 2019] Rubasundram, G. A. (2019). Fraud Risk Assessment: A Tale of the Possible Corporate Executive Fraud and the Perceived Cyber-security. International Journal of Recent Technology and Engineering, 7(5 Special Issue):164–168.

[Ruohonen et al., 2016] Ruohonen, J., Hyrynsalmi, S., and Leppanen, V. (2016). Trading exploits online: A preliminary case study. In 2016 IEEE Tenth International Conference on Research Challenges in Information Science (RCIS), pages 1–12. IEEE.

[Sabillon et al., 2019] Sabillon, R., Serra-Ruiz, J., Cavaller, V., and Jeimy J. Cano M.

(2019). An Effective Cybersecurity Training Model to Support an Organizational Awareness Program. Journal of Cases on Information Technology, 21(3):26–39.

[Sahoo et al., 2019] Sahoo, B., Behera, R. N., and Mohanty, S. (2019). International Cyber Attackers Eyeing Eastern India: Odisha - A Case Study. In Intelligent Computing, pages 1328–1339. Springer International Publishing.

[Santos-Olmo et al., 2016] Santos-Olmo, A., Sánchez, L., Rosado, D., Fernández- Medina, E., and Piattini, M. (2016). Applying the Action-Research Method to Develop a Methodology to Reduce the Installation and Maintenance Times of Information Security Management Systems. Future Internet, 8(3):36.

[Sarrafzadeh and Sathu, 2015] Sarrafzadeh, A. and Sathu, H. (2015). Wireless LAN security status changes in Auckland CBD: A case study. In 2015 IEEE International Conference on Computational Intelligence and Computing Research (ICCIC), pages 1–6. IEEE.

[Sedlack, 2016] Sedlack, D. J. (2016). Understanding cyber security perceptions related to information risk in a healthcare setting. In AMCIS 2016: Surfing the IT Innovation Wave - 22nd Americas Conference on Information Systems, pages 1–10.

[Setiawan et al., 2015] Setiawan, A. B., Syamsudin, A., and Sasongko, A. (2015). Implementation of Secure Smart Grid as Critical Information Infrastructure in Indonesia: A Case Study in Smart Grid Electricity. In 2015 Fourth International Conference on Cyber Security, Cyber Warfare, and Digital Forensic (CyberSec), pages 34–39. IEEE.

[Singh and Rishi, 2015] Singh, N. and Rishi, A. (2015). Pyramid: A Case Study of Cyber Security in India. South Asian Journal of Business and Management Cases, 4(1):135–142.

[Štitilis et al., 2017] Štitilis, D., Pakutinskas, P., Laurinaitis, M., and Malinauskaitėvan de Castel, I. (2017). A MODEL FOR THE NATIONAL CYBER SECURITY STRATEGY. THE LITHUANIAN CASE. Journal of Security and Sustainability Issues, 6(3):357–372.

[Stolz, 2019] Stolz, M. (2019). On Neutrality and Cyber Defence 2 . Cyber Studies in Political Science 3 . Switzerland ’ s Tradition of Neutrality Policy. In European Conference on Information Warfare and Security, ECCWS.

[Svehla et al., 2016] Svehla, Z. L., Sedinic, I., and Pauk, L. (2016). Going white hat: Security check by hacking employees using social engineering techniques. In 2016 39th International Convention on Information and Communication Technology, Electronics and Microelectronics (MIPRO), pages 1419–1422. IEEE.

[Tabansky, 2016] Tabansky, L. (2016). Towards a theory of cyber power: The Israeli experience with innovation and strategy. In 2016 8th International Conference on Cyber Conflict (CyCon), pages 51–63. IEEE.

[Tabassum et al., 2018] Tabassum, A., Mustafa, M. S., and Maadeed, S. A. A. (2018).

The need for a global response against cybercrime: Qatar as a case study. In 2018 6th International Symposium on Digital Forensic and Security (ISDFS), pages 1–6. IEEE.

[Tadic et al., 2018] Tadic, B., Rohde, M., and Wulf, V. (2018). CyberActivist: Tool for Raising Awareness on Privacy and Security of Social Media Use for Activists. In Lecture Notes in Computer Science (including subseries Lecture Notes in Artificial Intelligence and Lecture Notes in Bioinformatics), pages 498–510.

[Teoh et al., 2018] Teoh, C. S., Kamil Mahmood, A., and Dzazali, S. (2018). Cyber Security Challenges in Organisations: A Case Study in Malaysia. In 2018 4th International Conference on Computer and Information Sciences (ICCOINS), pages 1–6. IEEE.

[Thomas et al., 2019] Thomas, L. J., Balders, M., Countney, Z., Zhong, C., Yao, J., and Xu, C. (2019). Cybersecurity Education: From Beginners to Advanced Players in Cybersecurity Competitions. In 2019 IEEE International Conference on Intelligence and Security Informatics (ISI), pages 149–151. IEEE.

[Uyheng et al., 2019] Uyheng, J., Magelinski, T., Villa-Cox, R., Sowa, C., and Carley, K. M. (2019). Interoperable pipelines for social cyber-security: assessing Twitter information operations during NATO Trident Juncture 2018. Computational and Mathematical Organization Theory.

[van Erp, 2017] van Erp, J. (2017). New governance of corporate cybersecurity: a case study of the petrochemical industry in the Port of Rotterdam. Crime, Law and Social Change, 68(1-2):75–93.

[Vitunskaite et al., 2019] Vitunskaite, M., He, Y., Brandstetter, T., and Janicke, H.

(2019). Smart cities and cyber security: Are we there yet?A comparative study on the role of standards, third party risk management and security ownership. Computers & Security, 83:313–331.

[Wang and Wang, 2019] Wang, S. and Wang, H. (2019). Knowledge Management for Cybersecurity in Business Organizations: A Case Study. Journal of Computer Information Systems, pages 1–8.

[Weir et al., 2019] Weir, C., Becker, I., Noble, J., Blair, L., Sasse, M. A., and Rashid, A. (2019). Interventions for long-term software security: Creating a lightweight program of assurance techniques for developers. Software: Practice and Experience, page spe.2774.

[Weir et al., 2018] Weir, C., Blair, L., Becker, I., Sasse, A., and Noble, J. (2018).

Light-Touch Interventions to Improve Software Development Security. In 2018 IEEE Cybersecurity Development (SecDev), pages 85–93. IEEE.

[Young-McLear et al., 2016] Young-McLear, K., Wyman, G., Benin, J., and Young- McLear, Y. (2016). A White Hat Approach to Identifying Gaps Between Cybersecurity Education and Training: A Social Engineering Case Study. In 2014 IEEE International Electric Vehicle Conference, IEVC 2014, pages 229–237. Springer International Publishing, Cham.

[Zainudin and Nuha Abdul Molok, 2018] Zainudin, Z. S. and Nuha Abdul Molok, N. (2018). Advanced Persistent Threats Awareness and Readiness: A Case Study in Malaysian Financial Institutions. In 2018 Cyber Resilience Conference (CRC), pages 1–3. IEEE.

[Zernik, 2019] Zernik, J. (2019). Cybersecurity and Law in Israel - A Case Study. In 2019 IEEE 12th International Conference on Global Security, Safety and Sustainability (ICGS3). IEEE.