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Abstract: Information systems are pervasive in organizations of all sizes. To use them
securely, users must be properly trained. Because of the pervasiveness of information
systems the number of scientific publications reporting on user training for secure use
of information systems is increasing year by year. To overcome the issue of manually
surveying such a vast body of knowledge and to keep up with research trends, we
conducted bibliometric mapping of research on user training for secure use of infor-
mation systems. A total of N = 1955 records published between 1991 and 2019 were
retrieved from the Web of Science bibliographic database on 21 November 2019. Top
contributing authors, organizations, countries and research field were identified with
the Web of Science built-in results analysis tool. Additionally, keyword mapping was
performed with VOSviewer software. The analysis of the network and overlay keyword
maps revealed six clusters: healthcare, technology adoption, management, information
security, technical solutions and physical security. The results of this study suggest
attractive research directions to be pursued in the future, such as information security
training in healthcare and individualized user training alternatives to one-size-fits-all
user training approach.
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1 Introduction

People are or should be involved in education from a young age since learning is
a normal course of human development. The roots of educational research reach
all the way back to the ancient Greek philosopher Plato who was interested in the
fundamental questions of education: who and how should be educated [Noddings,
2012]. The answer to the first question seems quite straight forward — everyone
should get some form of education. This is also true for cybersecurity and more
specifically information systems security. Users of information systems need to be
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adequately trained to use them securely [Choi et al., 2018]. Organizations seek
to train their employees to avoid cyberthreats and to protect the interests of
organizations [Aldawood and Skinner, 2019]. However, one-size-fits-all training
approaches may not be appropriate in all situations and some approaches may
be more fitting to certain situations than others [D’Arcy and Hovav, 2009]. For
example, approaches may consider the differences in level of cybersecurity-related
knowledge of information systems users [Vasileiou and Furnell, 2018; Friesel et
al., 2014] or the teaching approaches that users are most familiar with [Vavpotic
et al., 2013]. Such approaches may increase the efficiency of training and lower
the probability or scale of the resistance to training [Vrhovec et al., 2015].

In recent years, various literature surveys of cybersecurity and education re-
search areas were conducted. For example, Fujs et al. [Fujs et al., 2019] surveyed
the use of qualitative approaches in cybersecurity which included research on
security education and training and Kokol et al. [Kokol et al., 2018] explored
health informatics competences crucial for information technology education.
However, it appears that there is a research gap as none of these literature
surveys focused explicitly on cybersecurity education, nor more specifically on
user training for secure use of information systems. Traditional literature sur-
veys typically involve reading relevant articles adding an element of researchers’
subjective judgement to them. This subjectivity may be reduced by a keyword
analysis (i.e., bibliometric mapping) since it leans on automatic quantitative
analysis with a predefined algorithm [Fergnani, 2019]. Recently, bibliometrics
started to get traction in various research disciplines (e.g., health sciences [Hol-
man et al., 2018], tourism [Garrigos-Simon et al., 2018] and computer science
[Blanco-Mesa et al., 2019]).

To address the presented research gap, apply bibliometrics and identify the
trends in research on user training for secure use of information systems, we
conducted bibliometric mapping [van Eck and Waltman, 2019] which enables
the identification of research trends and brings to light the most prominent re-
search contributions. This literature survey may help cybersecurity researchers
and practitioners to focus on relevant trends in research on user training for
secure use of information systems and find directions where to progress beyond
the state-of-the-art. To achieve this, this paper explores the following research
questions:

RQ1: Who are the most productive authors, countries, organizations
and research fields related to research on user training for secure use of
information systems?

RQ@2: Which keywords appear most often in research on user training for
secure use of information systems?
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RQ3: Which keywords appeared earlier and which later in research on
user training for secure use of information systems?

2 Theoretical background

2.1 User training for secure use of information systems

Information systems can be defined as an entity that consists of users who per-
form information-related tasks, and various information technologies that are
being used to perform these tasks [Vavpoti¢ and Vasilecas, 2012]. Therefore, in-
formation systems include a variety of components, such as personal computers,
social networks, ATMs, smartphones for business or personal use, etc. Already
some early studies in information systems research focused on information sys-
tem users training (e.g., computer-aided instructions for training) [Meliopoulos
et al., 1987; Chowdhury and Clark, 1992]. Newer studies focused on information
system users implementing security measures [Sasse et al., 2001; Stanton et al.,
2005]. Recently, the breadth of cybersecurity education research has widened
with innovative teaching approaches, such as security games [Cone et al., 2007],
personalized security training [Vasileiou and Furnell, 2019] and augmented real-
ity [Logofatu and Visan, 2015].

Over the last decade, the importance of user training for secure use of infor-
mation systems appears to be rising [Svabensky et al., 2020]. Inadequate user
training for secure use of information systems in organizations concerns both
users with poor knowledge regarding secure use of information systems on one
hand, and training staff with lacking teaching skills on the other. Cybersecu-
rity is generally considered in the domain of IT departments. The staff in IT
departments is typically well aware of cyberthreats and countermeasures from a
technological standpoint. However, I'T staff often lacks the skills needed to train
information system users and users routinely fail to implement the required cy-
bersecurity measures as they consider cybersecurity to be a responsibility of the
IT department. Even in case of separate information security departments, this
remains an issue as cybersecurity education of information system users often
remains neglected due to a lack of cybersecurity workforce [(ISC)2, 2019]. These
issues seem to manifest on the large scale. For example, almost a half of organi-
zations in UK reported that their cybersecurity issues were related to a lack of
skills of their employees [Furnell et al., 2017]. Therefore, it may be crucial that
all employees in an organization, not just its IT staff, are sufficiently trained for
secure use of information systems. It may be also crucial to develop an organi-
zational culture where cybersecurity is considered everyone’s responsibility and
not a privilege.
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2.2 Bibliometrics and related approaches

Bibliometrics has its roots in statistics and bibliography, and can be described
as a quantitative literature bibliography study (e.g., associations between publi-
cations and their references) [Hood and Wilson, 2001]. Bibliometrics allows the
analysis of chosen topic back for many decades (e.g., 30 years [Lépez-Robles et
al., 2019], 50 years [Igbal et al., 2019]) therefore capturing a significant amount
of data and gaining a deeper insight into the evolution of the topic under study.

There are two other trendy publication metrics related terms: scientomet-
rics and informetrics [Hood and Wilson, 2001]. Scientometrics is often used in
information systems security related studies with quantitative metrics of sci-
entific activities (e.g., journal impact factor, journal h-index, journal quartile,
publication year, citations) and can be used to determine the influence of the
authors [Hood and Wilson, 2001]. For example, a recent scientometrics study
found that scientific publications with longer abstracts and publications with
more references receive higher number of citations in the information security
research area [Wendzel et al., 2020].

Informetrics is the most widely used method in computer science as it is not
only concerned with bibliographic information [Hood and Wilson, 2001] but in-
cludes various metrics which focus on information productivity [Sengupta, 1992].
Informetrics is not only concerned with scientific metrics and is also applicable in
various fields where information can be analyzed [Hoffman et al., 2019]. Various
scientific and other databases provide informetrics. There are however prob-
lems with consistency of metrics across different databases. For example, Google
Scholar provides a different citation count for publications than Web of Science.
To address this issue, there are some solutions emerging in the literature, such as
using smart papers and blockchain technology allowing decentralized publishing
and informetrics calculation [Hoffman et al., 2019].

New approaches, such as intermediacy of publications, are also emerging.
These approaches enable comparisons between older and more recent publica-
tions, and can help to monitor the evolution of scientific knowledge based on a
network of citations [Subelj et al., 2020]. Since scientific productivity is growing,
tools and methods that enable effective analysis of mass data will increase in
their importance [Markscheffel et al., 2019].

3 Method

The employed research methodology is outlined in Figure 1 and presented in-
detail in the following subsections.
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Figure 1: Data collection and analysis.

3.1 Data collection

To reach the most relevant papers on user training for secure use of informa-
tion systems, we included the following topics for surveying the bibliographic
databases: information systems, security training, and security education. The
terms education and training are both relevant because users can either learn
on their own or learn by being guided through training. The above-mentioned
topics were used to form the query which was used to retrieve relevant records
in the Web of Science! bibliographic database:

TOPIC: (information systems AND (security training OR security educa-
tion))

The chosen topics were intentionally very broad in order to expand the com-
prehensive picture of the observed research field. The results were further refined
by document types ARTICLE or PROCEEDINGS PAPER. This enabled us to
search for journal and conference papers related to information systems security
education. Bibliographic records (N = 1955) were obtained on 21 November
2019.

3.2 Data analysis

First, bibliographic records were analyzed with the Web of Science built-in re-
sults analysis tool to identify the top 10 contributing authors, organizations,

! https://apps.webofknowledge.com/
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countries and research areas. Result analysis reports include the total number
of publications (N), the share of all publications included in our survey they
represent (%), the most cited publication not excluding self-citations (Refn),
authors of the most cited publication, and the number of citations for the most
cited publication (T'Cg). Publications may be overlapping between different au-
thors, countries and research fields. For example, authors A and B may both
have the same number of indexed publications (e.g., 7 publications). This may
mean that they did not co-author any of them and all publications are different
(e.g., 7+ 7 = 14 publications), they co-authored all of them and all publica-
tions overlap (e.g., 7 publications), or they co-authored some publications (e.g.,
anything between 8 and 13 publications).

Second, bibliographic records were analyzed with VOSviewer software (ver-
sion 1.6.13) developed by [van Eck and Waltman, 2010]. Two different biblio-
graphical visualizations were created, namely network and overlay maps of key-
words. Network map of keywords shows the correlations between keywords and
involves the creation of graphs where each keyword is visualized with a node
whose size is proportional to the number of publications where the keyword ap-
pears. Links between nodes indicate related keywords, i.e., keywords that usually
occur together in a publication [van Eck and Waltman, 2010]. Overlay map of
keywords incorporates the time dimension into a network graph by indicating
early and late appearances of keywords in publications. We conducted a clus-
ter analysis on 331 (out of 7340) keywords that appear at least 5 times in the
studied publications for both maps of keywords. Visualization of thematic areas
based on keywords co-occurrence [van Eck and Waltman, 2010] enables both
qualitative and quantitative analyses and is a useful tool that facilitates the
identification of relevant research areas although a systematic literature review
should be conducted for a detailed analysis of a certain research area.

4 Results

This section first presents the analysis of the top contributing authors, organi-
zations, countries and dominating research areas in research on user training for
secure use of information systems. Next, network and overlay maps of keywords
are presented and analyzed.

4.1 Top contributors

According to Table 1, all top contributing authors published a similar number of
publications. Nevertheless, we can divide them into three groups, namely authors
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Table 1: Top 10 contributing authors.

Chen L 50.25 [Liu et al., 2016] Liu X, Lu R, Ma J, Chen L, Qin B 55
Chen W 50.25 [Hsu et al., 2016] Hsu J, Liu D, Yiu YM, Zhao HT, 21
Chen ZR, Li J, Chen W

Author N % Refn Authors of Refy TCgr
Tugnait JK 7 0.35 [Tugnait, 2015] Tugnait JK 34
Kim J 70.35 [Park et al., 2017] Park HE, Kim J, Park YS 8
Wang C 6 0.30 [Wang et al., 2015] Wang HM, Wang C, Ng DWK 49
Li X 6 0.30 [Wu et al., 2017]  Wu Y, Weng J, Tang Z, Li X 9
Du Q 6 0.30 [Xu et al., 2017)  Xu D, Ren P, Wang Y, Du @, Sun L 2
Ren P 6 0.30 [Xu et al., 2017]  Xu D, Ren P, Wang Y, Du Q, Sun L 2
Sun L 6 0.30 [Xu et al., 2017]  Xu D, Ren P, Wang Y, Du Q, Sun L 2
Wang Y 6 0.30 [Xu et al., 2017]  Xu D, Ren P, Wang Y, Du Q, Sun L 2

[

[

with 7, 6 and 5 publications. In addition, it is reasonable to consider the number
of citations as they can be a suggestive indicator of an author’s quality in addition
to the number of publications. Two authors stand out with publications with a
higher number of citations, namely Chen L. with 55 citations [Liu et al., 2016]
and Wang C. with 49 citations [Wang et al., 2015]. Both papers are relatively
recent despite having a high number of citations additionally indicating that
they are both of good quality despite a high share of self-citations (25.4 and 26.5
percent, respectively).

Table 2 presents the top contributing organizations. University of California
System seems to be the most productive organization and University System of

Table 2: Top 10 contributing organizations.

Organization N % Refn TCr
University of California System 28 1.43 [Gottlieb et al., 2015] 58
Chinese Academy of Sciences 23 1.17 [Peng et al., 2016] 132
State University of Florida 22 1.12 [Biros et al., 2002] 40
University of Texas System 18 0.92 [Siponen et al., 2014] 129
Bejing Jiaotong University 17 0.86 [Zhu et al., 2016] 7
Penn State University 16 0.81 [D’Arcy et al., 2009] 335
United States Department of Defense 16 0.81 [Biros et al., 2002] 40
University System of Georgia 16 0.81 [Straub and Welke, 1998] 399
Bejing University of Posts 14 0.71 [Peng et al., 2016] 132
Telecommunications

University of London 13 0.71 [Perera et al., 2016] 95




Fujs D., Vrhovec S., Vavpotic D.: Bibliometric Mapping of Research ...

Table 3: Top 10 contributing countries.

Country N % Refn TCgr
USA 486 24.84 [Straub and Welke, 1998| 399
China 326 16.66 [Yuan et al., 2016] 171
India 116 5.93 [Subashini and Kavitha, 2011] 958
England 88 4.49 [Willison and Warkentin, 2013] 134
Australia 83 4.24 [Minasny et al., 2013] 147
Russia 72 3.68 [Klimova et al., 2016] 26
Germany 67 3.42 [Baumgart, 2005] 85
South Korea 63 3.22 [D’Arcy et al., 2009] 335
Canada 59 3.01 [Stern et al., 2003] 109
Spain 51 2.60 [Ferndndez-Alemén et al., 2013] 190

771

Georgia the most influential among organizations according to the number of

cites to the most cited publication. None of the authors in Table 2 seem to be
a top contributing author which indicates that the most productive researchers
do not necessarily come from the most productive research organizations.

As can be seen from Table 3, the USA has the highest number of publications

and is relatively closely followed by China. In addition to these two countries,

India is the only country with over 100 publications. The country with the most

cited publication among the top contributing countries is India, followed by USA

and South Korea.

Table 4 shows the most dominating research areas. Computer science and

Table 4: Top 10 contributing research areas.

Research area N % Refn TCgr
Computer science 830 42.4 [Subashini and Kavitha, 2011] 958
Engineering 568 29.0 [Ming et al., 2007] 157
Education & educational 219 11.2 [Einterz et al., 2007] 165
research

Telecommunications 179 9.2 [Yuan et al., 2016] 171
Business economics 121 6.2 [Straub and Welke, 1998] 399
Health care sciences & services 86 4.4 [Wu et al., 2007] 242
Information science & 79 4.0 [Straub and Welke, 1998] 399
library science

Medical informatics 72 3.7 [Wu et al., 2007] 242
Public, environmental & 59 3.0 [Stern et al., 2003] 109
occupational health

Social sciences, other topics 55 2.77 [D’Arcy and Hovav, 2009] 44
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engineering research areas are clearly dominating according to the number of
publications as they cover more than two thirds of all publications.

4.2 Keywords mapping and cluster analysis

To gain a deeper insight and identify the research hotspots, bibliographic data
was visualized. The more connected keywords are shown closer together which
indicates that there are only minor differences between them and that they have
a higher co-occurrence. Six major clusters shown in Figure 2 were identified:
healthcare (red), technology adoption (light blue), management (yellow), infor-
mation security (blue), technical solutions (green) and physical security (orange).
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Figure 2: Network map of keywords with colored keyword clusters.

The most prominent keywords in research on user training for secure use
of information systems are ”information security”, " management”, ” awareness”
”machine learning”, ”intrusion detection”, ”design”, ”"network security”, and
”cyber security”. The map also suggests the presence of two different poles. The
left pole predominantly represents the human-related topics and the right one
the technological topics. However, it seems that some topics are positioned in
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the opposite pole of the expected one. For example, ”technology” is positioned
in the left pole representing the human-related topics which may be due to the
fact that it is a phrase with a wide meaning (e.g., as in technology adoption)
and can be therefore closely related to the topics from both poles. It is also
interesting that ”education” is positioned in the healthcare cluster. This indicates
the importance of sensitive personal data protection in healthcare. Therefore,
information systems users need to be well-educated in information security and
data protection in this sector.

The keyword ”education” is strongly connected to ”information security”
in the information security cluster, ”adoption” and ”acceptance” in the tech-
nology adoption cluster, and ”security policy compliance”, " management” and
“awareness” in the management cluster. In the technical solutions cluster, ”ed-
ucation” is linked to ”classification” and "attacks”, and to ”system”, ”time”
and "design” in the physical security cluster. The keyword ”security” seems to
be predominantly related to the technical pole and less to the sociological pole.
This suggests that more emphasis is need on socio-technological research in the
future. The data presented in Table 4 also supports this as publications in socio-
logical sciences appear to reach a smaller number of citations indicating a lower
attractiveness of the topic.

Next, we included the time dimension in the analysis. Figure 3 shows the
overlay map of keywords where the six keyword clusters identified above are
marked. To display the time dimension of these terms, a color palette from pur-
ple to yellow is used. Purple means that a keyword appeared already in the 1990s
while yellow means that it appeared only recently. Most older keywords are in
the management and the technical solutions clusters. The nodes of recent key-
words, such as ”security education”, ”social engineering”, ”security awareness”,
”culture”, "intention”, ”identification” and ”responses”, are further away from
the center indicating that they are less connected.

From both keyword maps it can be determined that most keywords in
the healthcare cluster appear relatively recently, that they include the key-
word "education”, and that they are strongly connected to the information
security cluster. This clearly points to the importance of information security
education in healthcare. This may be mainly due to the recent informatiza-
tion efforts in the healthcare sector where a significant share of employees
were not sufficiently trained in information security or simply lack the mo-
tivation to adhere to the information security policy. For example, the pri-
mary responsibility of physicians is to improve the health conditions of their
patients while everything else is often considered of secondary importance
despite dealing with very sensitive medical data. Healthcare employees are
also typically less information security savvy than employees in other sectors
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Figure 3: Overlay map of keywords with marked keyword clusters.

with a longer history of informatization [Vrhovec and Markelj, 2018]. It may be
also important to note that information security related knowledge may vary
considerably between employees in the same organization [van Niekerk, 2003].
The importance of personalized user training is further emphasized by keywords
in the management cluster. Keywords, such as ”culture”, ”behavior”, ”aware-
ness” and ”satisfaction”, indicate that user’s adoption of security measures does
not dependent only on his or her knowledge and competences but also on other
human-related aspects. These aspects importantly influence whether users will
perceive training as appropriate and worth the effort [Dincelli and Goel, 2015]. It
appears that this kind of visualization points to a recent trend in research. The
combinations of recent terms suggest personalized learning to be a perspective
future research direction. Researchers may pursue ways to adapt user training
for secure use of information systems to the level of knowledge and competencies
of individual employees. It may be even more important to do so in sectors often
dealing with highly sensitive data, such as healthcare. This kind of research is
already emerging (e.g., [Friesel et al., 2014; Vasileiou and Furnell, 2018, 2019])
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since widely used one-size-fits-all user training approaches may not be optimal
[D’Arcy and Hovav, 2009].

The technical solutions cluster is also a cluster with a number of recent
keywords that are well-connected to the keywords in the information security
cluster. This implicates the potential of certain technologies to importantly con-
tribute to secure use of information systems. For example, ”deep learning”, ”in-
trusion detection”, ” artificial intelligence” and keywords related to advanced sta-
tistical approaches all facilitate and advance cyberthreat prevention, detection
and response. However, opportunities for future research do not lie just in these
areas but in user training for secure use of information systems as well. Currently,
”education” is connected only to keywords ”authentication”, ” classification” and
”attacks” while there do not appear be any noteworthy associations to ”artificial
intelligence”, ”machine learning” or ”deep learning”. This points to a research
gap and an opportunity to be addressed in future research. Links between nodes
can be however interpreted in both directions. This further indicates that there
is a need for research on how to train users about using advanced technological
solutions. Therefore, the importance of user training may increase with a wider
adoption of big data, smart cities, the Internet of Things and other emerging
advanced technologies. Additionally, the pervasiveness of these technologies in
future information systems will create an even greater need for personalized user
training for their secure use.

5 Discussion

5.1 Theoretical and practical implications

This paper investigates the state-of-the-art in research on user training for secure
use of information systems. This is a complex research field with several con-
tributing research areas, such as computer science, education, economics, man-
agement, etc. This paper makes several theoretical and practical implications
based on our study. First, the analysis of keywords shows some interesting ar-
eas to address in the future, especially information security in specific contexts,
such as healthcare. Nevertheless, it is worth highlighting that higher keyword
incidence and correlation does not automatically mean quality of publications,
i.e., volume does not bring quality per se however it may help a research field to
gradually evolve and eventually mature [Hicks et al., 2015]. Second, the ”top-10”
tables are provided. These tables identify the contributors (i.e., authors, organi-
zations, countries and research areas) in research on user training for secure use
of information systems. These tables can be used as a starting point in future
studies evaluating the quality of works in the studied research areas comple-
menting the results of our study. Third, based on the keywords, we find that
education or learning can be implemented at both human (e.g., e-learning as an
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activity [Vavpotic et al., 2013]) and technological levels (e.g., machine learning).
In both cases, there is the human element present — either as the human who is
learning or the human who is creating the learning machine. Fourth, the results
of our study indicate that a greater emphasis will be needed on personalized
training for secure use of information systems in the future.

5.2 Limitations and future work

This paper has some limitations that the reader should note. First, it should
be noted that the data were collected from the Web of Science bibliographic
database which includes the most influential publication venues with the high-
est standards [Garrigos-Simon et al., 2018]. Future work searching in other bib-
liographic databases, such as Scopus, ACM DL and IEEE Xplore, would be
beneficial as they are often used by security researchers. Second, the Web of
Science bibliographic database offers institutions varying subscriptions. Even
though the same search query is executed in the same Web of Science indexes,
the search will return different results at different institutions if their subscrip-
tions differ. The search query was executed in the Web of Science Core Col-
lection which includes the following indexes: SCI-EXPANDED (1900-present),
SSCI (1900-present), A&HCI (1975-present), CPCI-S (2011-present), SPCI-
SSH (2011-present), BKCI-S (2011-present), BKCI-SSH (2011-present), ESCI
(2015-present), CCR-EXPANDED (2011-present), and IC (2011-present). This
indicates that a number of conference papers published between 1991 and 2010
were not included in this study. Third, science mapping cannot be a substitute
for systematic literature surveys [Hallinger, 2019] however it offers an alternative
analysis and insight into research trends. Such analyzes are dynamic, i.e., they
may change over time. This may be considered both a limitation and a direction
for further studies at a certain point in time.
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