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Abstract: Mobile data traffic has been growing at an increasing rate with the pop-
ularity of smartphones, tablets, and other wireless devices. To reduce the load on the
network, mobile network operators deploy femtocells to increase their coverage and
performance and to eliminate wireless notspots. Femtocells are low-cost devices that
connect a new femtocell network architecture to the core telecommunication network
through a licensed spectrum and standardized interface protocols.

In this paper, we first note that the user equipment registration procedure, which is
defined in the 3GPP (Third Generation Partnership Project) standard, in a femtocell-
enabled network is vulnerable to denial-of-service attacks. We then propose a mecha-
nism to defend against these attacks. For compatibility, the proposed mechanism makes
use of the well-defined control message in the 3GPP standard and modifies the user
equipment registration procedure as little as possible.
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1 Introduction

To eliminate wireless notspots, femtocell technologies have been proposed for

broadband wireless networks [Guruacharya et al. (2013), Pantisano et al. (2013),

López-Pérez et al. (2014)]. A femtocell is a small, low-cost base station that

serves to provide improved indoor coverage to mobile devices with sufficient user

data rates and stable bandwidth. In general, femtocells are expected to be cheap

and widely distributed. Femtocells also provide the following two advantages:

first, the base stations (also called Macrocells) can shift network loading to the

femtocells; and second, the femtocells can be easily developed and placed in

houses or offices [Chen et al. (2014)].

Recently, 3GPP (Third Generation Partnership Project) collaborated with

Femto Forum and Broadband Forum to create a new standard for femtocells. In

2009, the first femtocell standard [3GPP (2010)] was announced and published.

The purpose of this standard was to standardize femtocells to be produced in

large volumes.

Although femtocell technologies have attracted widespread industry atten-

tion, they still have security issues. Normally, the security for a femtocell network

contains two major parts, femtocell device authentication and encryption of con-

trol information across the untrusted Internet. To solve these problems, 3GPP

UMTS Release 9 [3GPP (2010)] has been announced. All security specifications

are complete.

However, we have observed that the user equipment (UE) registration proce-

dure, which is defined in the 3GPP standard [3GPP (2010)], in a closed access

mode is vulnerable to denial-of-service (DoS) attacks because the femtocells

cannot release resources until they receive the verification results from the core

network (CN). As a result, a mechanism to overcome this issue is necessary.

In this paper, we first demonstrate that the UE registration procedure is

vulnerable to DoS attacks. We also propose a mechanism to defend against these

DoS attacks. For compatibility, the proposed mechanism make uses of the well-

defined control messages in the 3GPP standard and modifies the UE registration

procedure as little as possible. A performance evaluation and security analysis

demonstrate that the proposed mechanism is efficient and can effectively resist

to DoS attack.

The remaining sections are organized as follows. [Section 2] introduces the

relevant literature. In [Section 3], we briefly review the UE registration procedure

proposed in 3GPP standard. In [Section 4], we show that this UE registration

procedure is vulnerable to a DoS attack. We further propose an auto-reject

mechanism in [Section 5]. The performance and security analysis are investigated

in [Section 6], and finally, we give our conclusions in [Section 7].
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2 Related Work

With the rapid growth of network technologies, security issues have been a mat-

ter of concern in various network environments such as cloud computing, wireless

sensor networks, social networks, and the Internet of Things [Farash and At-

tari (2014), Mellado and Rosado (2012), Ajmal et al. (2014), Kong et al. (2013),

Zhuang et al. (2013), Farash et al. (2015)]. In this section, we first introduce sev-

eral related studies of femtocell-enabled networks. We also describe the closed

subscriber group (CSG).

2.1 Security Issues of Femtocell-Enabled Networks

Bilogrevic et al. [Bilogrevic et al. (2010)] describe to need to consider the fol-

lowing three security vulnerabilities in femtocell-enabled networks: the air inter-

face between mobile devices and the femtocells, the link between the femtocells

and security gateways (SeGWs), and the femtocell itself. Segura et al. [Segura

and Lahuerta (2010)] demonstrate the economic incentives of resisting DDoS

attacks. Rajavelsamy et al. [Rajavelsamy et al. (2011)] analyze some possible

security risks that can occur after the deployment of femtocells. Borgaonkar et

al. [Borgaonkar et al. (2011)] demonstrate that attackers have the ability to gain

root access and install malicious applications on femtocells. Golde et al. [Golde

et al. (2012)] describe that femtocells involve the following aspects of security:

the integrity of the device, the access control mechanisms, and the protection of

the software update process. In 2013, a comprehensive analysis of the femtocell

was proposed [Fabian and Schreur (2013)]. Chen et al. [Chen et al. (2014)] de-

fine two attacks, sinkhole and wormhole attacks, in femtocell-enabled networks.

They also propose an approach based on a distance bounding protocol to defend

against the above two types of attacks.

2.2 Closed Subscriber Group

A Closed Subscriber Group (CSG) is introduced in the 3G/WiMAX standards

[3GPP (2008); Kim et al. (2009)]. It defines an identity, called Closed Subscriber

Group Identity (CSG id) that femtocells can use to authorize legitimate sub-

scribers [Golaup et al. (2009)].

Fig. 1 depicts the access control strategy for subscribers based on CSG iden-

tities. Each subscriber can belong to one or more CSG id; for example, Bob

has two CSG ids (1 and 2). In contrast to subscribers, each femtocell belongs

to one or fewer CSG id [3GPP (2009)]. Femtocells could restrict accesses for

subscribers. They support three access modes: an open access mode, a hybrid

mode, and a closed access mode [Golaup et al. (2009)].
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Figure 1: Access control strategy for subscribers based on CSG identity.

Open Mode The open mode allows any mobile device to access the femtocell

without permission. For instance, John and Alice, whose mobile devices are

carried with different CSG ids are allowed to access the femtocell. Customarily,

the open mode is designated for a public environment.

Hybrid Mode As with the open mode, all mobile devices with matched

and unmatched CSG id can access a femtocell in the hybrid mode; however the

hybrid mode assigns a higher priority to devices that pass CSG id verification.

Closed Mode In the closed mode, the femtocell allows only devices that

hold the same identity as the connected femtocell to access the CN, and reject

all others. For a closed mode femtocell, users should register their devices on a

list (whitelist).

3 Review of the UE Registration Procedure

The 3GPP standard [3GPP (2010)] defines several kinds of UE registration pro-

cedures based on the access control mode of the femtocell. In our observation,

only the UE registration of femtocells in the closed mode is vulnerable to DoS

attacks.

Fig. 2 shows each step of the registration procedure when a UE attempts

to access a closed mode femtocell. Note that the communication between the

femtocell and the SeGW goes through an IPsec tunnel.

Step 1 to 4 From steps 1 to 3, an RRC (Radio Resource Control) connec-

tion is established between the UE and the femtocell. The UE then transmits

an RRC Initial Direct Transfer message carrying a Location Updating Request

409Chen C.-M., Wu T.Y., Tso R., Mambo M., Wu M.-E.: On the Security ...



message with its identity (e.g., IMSI(International Mobile Subscriber Identity)

or TMSI(Temporary Mobile Subscriber Identity)) at step 4.

Step 5 to 9 In step 5, the femtocell checks the UE’s capabilities. If the identity

of this UE is unknown to the femtocell being accessed, the femtocell initiates

UE registration toward the Femto-GW (steps 6-8).

In step 6, the femtocell sends the UE register request to Femto-GW for

registration of the UE on the Femto-GW. After the Femto-GW checks the UE’s

capabilities(step 7), it responds with a UE Register Accept message back to

the femtocell in step 8. The femtocell then transmits an RUA (RANAP User

Adaption) Connect message containing the femtocell’s access mode to the Femto-

GW at step 9.

Step 10 to 17 The RUA Connect message triggers the setup of an SCCP

(Signalling Connection Control Part) connection by the Femto-GW toward the

CN at step 10. The CN then responds with an SCCP Connection Confirm mes-

sage at step 11. Step 12 is an optional mobility management procedures, and the

CN may perform an Authentication procedure. To this point, the access control

of the UE is not performed. In other words, the femtocell has no information

to determine whether it is legal for the UE to access the femtocell. Therefore,

the femtocell cannot release its resource to the other UEs that also attempt to

access the femtocell. At step 13, the CN performs access control to compare the

UE’s CSG id with the femtocell’s CSG id. The CN then notifies the femtocell

to accept or reject the UE’s attempt (step 14). Steps 15-17 complete the rest of

work.

4 DoS Attack on the UE Registration Procedure

In this section, we define the adversary model and demonstrate that the UE

registration procedure described above is vulnerable to DoS attacks.

4.1 Problem Definition

As mentioned above, the access control verification of the UE registration pro-

cedure is executed in the CN. Connection to a wired network is an essential

characteristic of a femtocell network. The transmitted data should pass through

an insecure network, e.g., the Internet, and enter the CN. Hence, the transmis-

sion delay in femtocell networks is greater than in a 3G/WiMax network. It also

means that a malicious subscriber can send a series of connect requests to the

femtocell to launch a DoS attack. To solve this problem, we attempt to accelerate

the access control verification.
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UE Femtocell SeGW Femto-GW
CN

HLR/CSG Server/ 
SGSN/ MSC

1. RRC Connection Req. 

2. Radio Link Setup

3. RRC Connection Setup

4. RRC Initial Direct Transfer (e.g. LU Req...)

5. Check 
Release UE 
Capabilities

6. UE Registration (IMSI, Rel, UE Cap...)

IPsec Tunnel

7. UE Registration

9. Connect (Initial UE Message...)

10. SCCP CR (Initial UE Message...)

11. SCCP CC

12. Optional MM

13. Access Control or 
Membership Verification

8. UE Registration Accept (Context-id...)

14. LU/Attach Accept/Reject

15. LU/Attach Accept/Reject

16. RRC Connection Release

17. RRC Connection Release Complete

Figure 2: Procedure of UE registration

4.2 Adversary Model

Here we define an adversary model that depends on the capability of the UE.

In general, the UE will hand over seamlessly from the base station (BS) to

the femtocell once the femtocell signals are detected. In addition to automatic

handover, the 3GPP standard provides a manual CSG selection property for

the UE [3GPP (2009)]. The adversary can request the UE to perform a scan

for available CSGs. The UE will display the available CSG identities and their

femtocell names. Hence, the adversary can manually select a femtocell with which

she prefers to connect. The abilities of adversary are as follows:

1. An adversary can arbitrarily connect to a femtocell.

2. An adversary can send a series of connect requests to a femtocell.

According to the adversary model, a DoS attack [Chang et al. (2010)] is defined

as follows.
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Table 1: The Notations

Notation Description

CN Core network
Mi Subscriber i’s device
IDi Subscriber i’s device identity, e.g., IMSI
fi Femtocell i
Li Femtocell i’s blacklist

4.3 Denial-of-Service Attack

The purpose of a DoS attack is to block legitimate users’ system access by

reducing system availability. Currently, a residential femtocell can support two

to four mobile devices. This design demonstrates that femtocells can easily suffer

from DoS attacks. If an adversary sends more than four connect requests to a

femtocell simultaneously, the femtocell will be over-loaded. This attack works

even if the target is a closed-mode femtocell because the femtocell cannot reject

illegal users immediately. Based on the UE registration procedure, the femtocell

must wait until it receives a response from the CN. The adversary can aim at a

femtocell and begin sending a series of requests to it and the femtocell will have

no extra resources to serve legitimate users.

As mentioned above, the UE registration is vulnerable to DoS attacks on

femtocells. The messages transmitted between the femtocell and the SeGW may

go through the Internet via the IPsec tunnel. Hence, the transmission time for

messages in a femtocell network is much longer than in a normal 3G network;

this will make DoS attacks more serious.

5 Auto-Reject Mechanism

In this section, we design an auto-reject mechanism to prevent these attacks.

The notations used in this section are listed in Table 1.

Our auto-reject mechanism is designed for femtocells and consists of creation,

blocking, and recovery phases. Each femtocell handles a blacklist to record which

clients are malicious. When a client attempts to connect with a femtocell and

is rejected by access control verification (see step 13 of Fig. 2), the femtocell

records the client’s identity, IMSI, which is contained in the reject message sent

from the CN. The blocked client will be immediately rejected by the femtocell

before its blocking time is expired.

Fig. 3 shows the details of auto-reject. In the beginning, fi checks Mi to

see whether IDi exists in the blacklist Li in the creation phase. If true, fi

checks whether Mi’s block time has expired in the blocking phase. If so, fi

immediately rejects further requests from Mi to reduce the delay time of access
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Creation

1. Mi → fi : connect request
2. fi : If IDi ∈ Li, go to blocking phase;

otherwise, execute UE registration procedure.
3. CN → fi : Attach Reject message,
4. fi : Retrieve IDi from the message, and add IDi into Li.
5. fi → Mi : Attach Reject message.
Blocking

1. fi : Check the expiration of blocking time.
If expired, go to recovery phase; otherwise, reset the expired time
of blocking.

2. fi → Mi : Attach Reject message.
Recovery

1. fi : Remove IDi from Li, and go to step 2 of creation phase.

Figure 3: Auto-reject mechanism

control verification. To avoid false-positive or other unexpected errors, the auto-

reject mechanism has a recovery mechanism to remove IDi from Li. After a

period of time, Mi can again attempt to connect to fi regularly.

With our auto-reject mechanism, the original procedure (see Fig. 2) is ad-

justed to another procedure (see Fig. 4).

6 Performance Evaluation and Security Analysis

In this section, we evaluate the performance of our mechanism by experimenta-

tion. We also provide a security analysis to show that our design can effectively

resist DoS attacks.

6.1 Performance Evaluation

Experiment Setting We deploy a PicoChip femtocell device [picoChip De-

signs Ltd. (2010)] under the WiMAX network platform (Fig. 6.1). A SeGW is

implemented on an Intel IXP465 network processor [Intel Corporation (2006)]

and a backend CN is simulated on an emulator. An IPsec tunnel is also im-

plemented between the SeGW and the femtocell. All network services are also

performed by the emulator. The subscriber’s device is a laptop equipped with

WiMAX capabilities.

Estimated Results In the laboratory experiment, we measure the overhead

of the transmission time between the components in the femtocell network. In

413Chen C.-M., Wu T.Y., Tso R., Mambo M., Wu M.-E.: On the Security ...



UE Femtocell SeGW Femto-GW
CN

HLR/CSG Server/ 
SGSN/ MSC

1. RRC Connection Req. 

2. Radio Link Setup

3. RRC Connection Setup

Check Blacklist

LU/Attach Accept/Reject

RRC Connection Release Complete

RRC Connection Release

Figure 4: The benefit of auto-reject mechanism. Gray text signifies omitted steps.

Fig. 2, the section between the UE and the femtocell is referred to as A, and

its overhead is approximately 10 ms. The section between the femtocell and the

Femto-GW is referred to as B, and its overhead is approximately 110 ms. The

section between the Femto-GW and the CN is referred to as C, and its overhead

is approximately 30 ms. We use the notation N to represent the number of

malicious connection requests. Therefore, the equation to estimate the overhead

of the UE registration procedure with the traditional femtocell is derived as

follows (optional step 12 is omitted):

(7A+ 4B + 3C) ∗N (ms) (1)

The femtocell should perform the full procedure to reject every request. Accord-

ing to Fig. 4, the equation becomes as follows:

(7A+ 4B + 3C) + (N − 1) ∗ (6A) (ms) (2)
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Figure 5: femtocell devices

To create the blacklist, the femtocell needs to perform the full procedure once.

The rest of the requests only take 6A ms each. For example, if an attacker

sends 10 requests to the femtocell, the total overhead of the auto-reject femtocell

is 1140 ms; the total overhead of the traditional femtocell is 6000 ms. Fig. 6

illustrates that the total overhead of the auto-reject femtocell is much less than

the total overhead of the traditional femtocell. Therefore, our proposed approach

can prevent a femtocell from a DoS attack.

6.2 Security Analysis

Here we analyze the security of our auto-reject mechanism.

Secure against Dos attacks As mentioned above, the traditional UE reg-

istration is easily victimized by a DoS attack because the access control verifi-

cation is executed by the CN. In the first step of our mechanism, the femtocell

will check the connection request from the subscriber by checking the blacklist.

If a malicious subscriber wants to send a series of requests to the femtocell, it

will be rejected immediately. It is easy to see that our mechanism can efficiently

reduce the effects of DoS attacks.

Message unforgeability Because the secure communication between the

femtocell and CN is relied on IPSec, any malicious subscribers cannot attach

forged reject messages to cheat the femtocell.
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Figure 6: The estimated results of the auto-reject femtocell and the traditional
femtocell.

7 Conclusion

In this paper, we demonstrate that the UE registration procedure defined in the

3GPP standard is vulnerable to DoS attack. These attacks can block legitimate

users’ system access, thus reducing the system availability. To eliminate this

security problem, we propose an auto-reject mechanism that makes use of the

well-defined control message in the 3GPP standard. Finally, a performance eval-

uation and security analysis showed that our design is efficient and can effectively

resist DoS attacks.

In this paper, the performance evaluation is based on the transmission time

between two devices. In future work, we attempt to carry out real implementa-

tion on a femtocell base station. We also plan to implement our mechanism on

3G femtocells environments. Consequently, we can perform a detailed theoretical

performance analysis based on well-accepted traffic models.
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