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Abstract: Impossible differential cryptanalysis is an important tool for evaluating the
security level of a block cipher, and the key step of this cryptanalysis is to find the
longest impossible differential. This paper focuses on retrieving impossible differential-
s for m-cell Skipjack-like structure with SP/SPS round function (named SkipjackSP

and SkipjackSPS resp.). Up to now, known longest impossible differentials in m-cell
Skipjack-like structures is m2 rounds. In this paper, we provide some new m2 rounds
impossible differentials for these two structures. Further, we prove that if P layer is cho-
sen from binary matrices, we can always retrieve m2+1 rounds impossible differentials
for these two structures, and m2 + 2 rounds impossible differentials for SkipjackSP .
Moreover, if P layer satisfies some satiable conditions, we may further obtain m2 + 2
rounds impossible differential for SkipjackSPS. Our results show that we should choose
P layer carefully when employing these two structures.

Key Words: block Cipher, Skipjack-like structure, permutation layer, impossible dif-
ferential
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1 Introduction

The architecture is one of the most important parts of block ciphers. It will

directly affect the implementation performance and the choice of round num-

ber. Architectures of block ciphers could be roughly classified by SP structure

[Daemen, Rijmen (2002)], Feistel structure [Standard (1999)] and generalized

Feistel structure [Nyberg (1996)]. The SP structure is a simple and clear block

cipher model which is designed to implement Shannon’s suggestions of confu-

sion and diffusion. This architecture is adopted by the famous block cipher AES

[Daemen, Rijmen (2002)]. As well, many block ciphers, including Camellia, E2,

CLEFIA [Aoki et al. (2001), Kanda et al. (1998), Shirai et al. (2007)] etc. adopt
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such kind of round function. Except for the SP structure, the Feistel structure

is another important structure since it provides flexibility in the design of round

function. There are a lot of block ciphers employ this architecture, such as DES,

E2, Camellia [Standard (1999), Kanda et al. (1998), Aoki et al. (2001)] etc.

As we know, modern ciphers usually adopt 128-bit (or longer) data length.

If we construct a 128-bit block cipher with the Feistel structure, we need to find

a 64-bit round function. However, to construct 64-bit round function is not as

easy as the 32-bit round function, and the 64-bit round function will bring extra

cost in implementation, either. In [Nyberg (1996)], Nyberg introduced general-

ized Feistel structures. The generalized Feistel structures are generalized forms

of the classical Feistel structure. These structures reserve some advantages of

classical Feistel cipher such as flexibility in the design of round functions, and

could be implemented easily by adopting slight round functions. Large series

of ciphers like Skipjack [Biham et al. (1999)], CAST256 [Adams (1999)], MARS

[Burwick (1998)], CLEFIA [Shirai et al. (2007)] etc. use these structures as their

architectures. Among them, the block cipher Skipjack using two types of rounds,

called Rule A and Rule B. Within the Skipjack cipher, the data block is divid-

ed into four subblocks, and eight rounds of Rule A and eight rounds of Rule

B are applied alternatively until the full 32 rounds are achieved. In order to

measure the security level of Skipjack, people often consider Rule A or Rule B

independently [Pudovkina (2009)][Kim et al. (2010)][Sung et al. (2000)], and in

this paper, we will also treat Rule A as the Skipjack-like structure.

Impossible differential cryptanalysis was first proposed by Knudsen

[Knudsen (1998)] and Biham [Biham et al. (1999)]. This cryptanalysis uses im-

possible differentials to discard the wrong keys. It has been used to attack

Skipjack, AES, Camellia, ARIA, E2 [Biham et al. (1999)], [Lu et al. (2008)],

[Wu and Zhang et al. (2007)], [Liu et al. (2012)], [Bai et al. (2012)],

[Wei et al. (2012)] etc. and produced many good results. The key step of im-

possible differential cryptanalysis is to find the longest impossible differentials

[Wei et al. (2010)]. For generalized Feistel structures, since only part of the data

is processed in each round, there always exist long round impossible differentials.

This makes these ciphers vulnerable to impossible differential cryptanalysis.

In light of the powerful efficiencies of impossible differential cryptanalysis,

many experts work on finding impossible differential distinguishers for block ci-

pher structures, and lots of wonderful results are achieved. In [Kim et al. (2003)],

U-methods were provided by Kim et al. to find impossible differentials of block ci-

phers structures. This method uses the inconsistencies of the elements in the spe-

cially defined set U to find impossible differentials. Later in [Luo et al. (2009)],

Yiyuan Luo et.al. proposed the UID method, which can find longer impossible

differential distinguishers than the U-method. However, these two methods con-

sider only the overall structure of block ciphers, hence some longer impossible
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differentials which caused by round functions are ignored. For instance, Li et

al. [Li et al. (2010)] and Wu et al. [Wu et al. (2009)] investigated a new kind

of generalized Feistel network called n-cell GF-NLFSR, the results explain that

for n-cell GF-NLFSR, there exists n2 + n− 2 rounds impossible differential dis-

tinguishers, which significantly improve the result obtained by the U-method.

Furthermore, some elaborate criteria based on the diffusion layer for finding

impossible differentials are proposed recently. Wei et al. [Wei et al. (2010)] pro-

vided several impossible differential distinguishers for classical Feistel ciphers

with SP and SPS round function. Li et al. [Li et al. (2011)] proposed methods

to find impossible differentials for SPN ciphers. And in [Li et al. (2012)], Li et al.

investigated impossible differentials of MISTY structure with SP-based round

function. And recently, Wu et al [Wu and Wang(2012)] proposed a new method

to find impossible differentials.

Inspired by the previous work, this paper presents some new inconsisten-

cies to construct impossible differential distinguishers of Skipjack-like structures

with SP and SPS round function. To our knowledge, existed longest impossible

differential in m-cell Skipjack-like cipher is m2 rounds. And in this paper, we

find new m2 rounds impossible differentials of SkipjackSP/SkipjackSPS, and

also some m2 + 1 /m2 + 2 rounds impossible differentials from SkipjackSP and

SkipjackSPS.

This paper is organized as below: [Section 2] introduces some preliminaries.

[Section 3] presents the differential properties of Skipjack-like structure and its

decryption structure. [Section 4] focuses on finding impossible differential dis-

tinguisher of m-cell Skipjack-like structures with SP and SPS round function.

[Section 5] concludes this paper.

2 Preliminaries

2.1 Notations

Throughout this paper, we will use the following symbols.
⊕ : XOR operation;

w(X) : the number of nonzero components of vector X ;

| : matrices concatenation;

E : the identity matrix;

∆x : the XOR difference of x and x′;

∆f (∆x)[1]: the output difference of f when the input difference is∆x.

[1] It is well known that if f is a linear bijection, then ∆f (∆x) = f(∆x),

and when f is a non-linear bijection, ∆f (∆x) may have several values, in

this case, we can choose any one for further discussion, and if necessary,

we will use ∆
(i)
f (∆x) to distinguish them.
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Figure 1: SP and SPS type round function.

g ◦ f : composition of function f and g, i.e. g ◦ f(x) = g(f(x));

M(k) : the k-th column of matrix Mn×n;

e{i1,···,ir} : vector with nonzero values only in the i1, · · · , ir-th components;

eik : the ik-th component of e{i1,···,ir};

ε{u1,···,uq} : vector with same nonzero values only in the u1, · · · , uq-th

components;

P−1 : the inverse matrix of P ;

Pi,j : the (i, j)-entry of matrix P.
Definition 1 [Daemen, Rijmen (2002)]. (SP network) Let S1, · · · , Sd :

{0, 1}n → {0, 1}n be non-linear bijections, P : F d
2n → F d

2n is a linear bijection,

k = (k1, · · · , kd) is the round key, then the round function RoundSP : F d
2n ×

F d
2n → F d

2n of SP network (SPN) is defined by

RoundSP (x, k) = P (S1(x1 ⊕ k1), · · · , Sd(xd ⊕ kd)).

SP and SPS networks are two basic structures of modern ciphers, and many

ciphers employ these structure in their round functions [Aoki et al. (2001)],

[Kanda et al. (1998)],[Shirai et al. (2007)],[Kim et al. (2003)],[Li et al. (2010)],

[Wu et al. (2009)],[Wu and Wang(2012)]. [Fig.1] describes the SP and SPS round

function.

Definition 2 [Shirai et al. (2002)]. (χ-function & θ-function) χ : F d
2m → F d

2

is defined by

χ(x1, · · · , xd) = (θ(x1), · · · , θ(xd)),

where θ : F2m → F2 is defined by θ(x) =

{

1, if x 6= 0;

0, if x = 0.
, function χs : F

d
2m → F2

is defined by χs(X) = θ(xs) for any X = (x1, · · · , xd)

As mentioned in [Shirai et al. (2002)], when S is a bijection, we have

χ(∆S(X)) = χ(X).

Definition 3 [Daemen, Rijmen (2002)]. (differential branch number) Let

f(x) = Px be a linear mapping, where P is a d × d matrix over F2n , then
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Figure 2: m-cell Skipjack-like Structure.

the differential branch number of f is defined by

Df = min
x 6=0

{w(x) + w(P × x)}.

Definition 4. (binary diffusion layer) A linear bijection f :F d
2n → F d

2n is

defined as a binary diffusion layer, if f could be represented by a d × d binary

matrix, i.e.

f(x) = Pd×d × x.

2.2 Skipjack-like Structure

An m-cell Skipjack-like network consists of r rounds, each round is defined as

follows.

Let (X i−1
1 , X i−1

2 , · · · , X i−1
m ) be the input to the i-th(i ≥ 1) round,

(X i
1, X

i
2, · · · , X

i
m) and ki be the output and the round key of the i-th round,

resp.

(X i
1, X

i
2, · · · , X

i
m) = Round(X i−1

1 , X i−1
2 , · · · , X i−1

m ) is defined as:







X i
1 = F (ki, X

i−1
1 )⊕X i−1

2 ;

X i
j = X i−1

j+1, 2 ≤ j ≤ m− 1;

X i
m = F (ki, X

i−1
1 ).

where F is the round function ([Fig.2] describes one round of m-cell Skipjack-like

network).

Remark 1. The decrypt operation of m-cell Skipjack-like network is







X i−1
1 = F−1(ki, X

i
m);

X i−1
2 = X i

1 ⊕X i
m;

X i−1
j = X i

j−1, 3 ≤ j ≤ m.

Later in this paper, we use SkipjackSP ( SkipjackSPS resp.) to denote m-

cell Skipjack-like network who employs SP (SPS resp.) type round function. In

these two round functions, all parameters are as illustrated in Definition 1.
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3 Two Properties of Skipjack-like Structure

In this section, we will study the differential propagation properties of Skipjack-

like structure.

Lemma 1. For the m-cell Skipjack-like structure, any non-trivial differential

of the round function is with the following form

(∆x1, · · · , ∆xm−1, ∆xm) → (∆F (∆x1)⊕∆x2, ∆x3, · · · , ∆xm−1, ∆F (∆x1)).

Lemma 2. If m-cell Skipjack-like structure satisfies (∆X0
1 , · · · , ∆X0

m) =

(0, · · · , 0, ∆x), then we have ∆Xm
m = ∆F (∆x) and ∆Xm+1

m = ∆F 2(∆x).

Proof. See [Tab.1].

Table 1: 2m − 2 rounds differential trail of m-cell Skipjack-like structure from

encryption direction

Round/Diff 0 0 · · · 0 ∆x

1 0 0 · · · ∆x 0

· · · · · · 0 0

m− 2 0 ∆x · · · 0 0

m− 1 ∆x 0 · · · 0 0

m ∆F (∆x) 0 · · · 0 ∆F (∆x)

m+ 1 ∆F 2(∆x) 0 · · · ∆F (∆x) ∆F 2(∆x)

m+ 2 ∆F 3(∆x) 0 · · · ∆F 2(∆x) ∆F 3(∆x)

· · ·

2m− 3 ∆Fm−2(∆x) 0 · · · ∆Fm−3(∆x) ∆Fm−2(∆x)

2m− 2 ∆Fm−1(∆x) ∆F (∆x) · · · ∆Fm−2(∆x) ∆Fm−1(∆x)

Lemma 3. Let s < m − 2 , if the output difference of m-1 round m-cell

Skipjack-like structure is (∆Xm−1
1 , · · · , ∆Xm−1

m ) = (0, · · · , 0, ∆z1, · · · , ∆zs, ∆y),

then we have (∆X0
1 , · · · , ∆X0

m) = (0, · · · , 0, ∆1, · · · , ∆s, ∆zs ⊕∆F−1(∆y), ∆y),

where ∆1, ∆2, · · · , ∆s denotes some uncertain value.

Proof. See [Tab.2].

Lemma 4. Let the output difference of m-cell Skipjack-like structure be

(∆X
m(m−1)+1
1 , · · · , ∆Xm(m−1)+1

m ) = (∆y, 0, · · · , 0),

then we have ∆Xm−1
2 = ∆y and ∆X0

m =
m−1
⊕
i=1

∆
(i)
F−1(∆y).
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Table 2: m − 1 rounds differential trail of m-cell Skipjack-like structure from

decrypt direction

Round Differential

0 (0, · · · , 0, ∆1, · · · , ∆s, ∆F−1(∆y)⊕∆zs, ∆y)

↑
...

...

↑

m− s− 3 (0, ∆1, ∆2, · · · , ∆s, ∆F−1(∆y)⊕∆zs, ∆y, 0, · · · , 0)

↑

m− s− 2 (∆1, ∆2, · · · , ∆s, ∆F−1(∆y)⊕∆zs, ∆y, 0, · · · , 0)

↑
...

...

↑

m− 3 (∆′
s, ∆F−1(∆y)⊕∆zs, ∆y, 0, · · · , 0, ∆z1, · · · , ∆zs−1)

↑

m− 2 (∆F−1(∆y), ∆y, 0, · · · , 0, ∆z1, ∆z2, · · · , ∆zs)

↑

m− 1 (0, · · · , 0, ∆z1, ∆z2, · · · , ∆zs, ∆y)

Proof. Firstly, according to Lemma 2,

(∆X
(m−1)2+1
1 , · · · , ∆X(m−1)2+1

m ) = (0, · · · , 0, ∆y),

Then by iteratively applying Lemma 3 (m− 2) times,

(∆Xm
1 , ∆Xm

2 , · · · , ∆Xm
m ) = (0, ∆1, · · · , ∆m−3,

m−2
⊕
i=1

∆
(i)
F−1(∆y), ∆y).

According to Lemma 1, we have

(∆Xm−1
1 , · · · , ∆Xm−1

m ) = (∆
(m−1)
F−1 (∆y), ∆y,∆1, · · · , ∆m−3,

m−2
⊕
i=1

∆
(i)
F−1(∆y)),

thus

∆X0
m = ∆X1

m−1 = · · · = ∆Xm−2
2 =

m−1
⊕
i=1

∆
(i)
F−1(∆y).

We summarize the main results of this section in [Fig.3]. And in the next section,

we will take advantage of them to find impossible differentials.

2459Cui T., Jin C., Zhang G.: Observations of Skipjack-like Structure ...



(0, · · · , 0, ∆x)

↓ m− round

∆Xm
m = ∆F (∆x)

↓ 1− round

∆Xm+1
m = ∆F 2(∆x)

↓ (m− 3)− round

∆X2m−2
2 = ∆F (∆x)

∆X0
m =

m−1
⊕
i=1

∆
(i)
F−1(∆y)

↑ (m− 1)− round

∆Xm−1
2 = ∆y

↑ [(m− 1)2 + 1]− round

(∆y, 0, · · · , 0)

Figure 3: Two differential properties of m-cell Skipjack-like structure.

4 m2/m2 + 1/m2 + 2 Rounds Impossible Differential of
SkipjackSP/SkipjackSPS

In Asiacrypt00, J. Sung conjectured that for m-cell Skipjack-like structure, there

is no impossible differential longer than m2 − 1 [Sung et al. (2000)], and this

conjecture was claimed being proved in the rump of FSE09 [Pudovkina (2009)].

However, in [Kim et al. (2010)], m2 rounds impossible differential

(0, α, 0, · · · , 0) → (β, β, 0, · · · , 0)

was founded, hence the conjecture results mentioned in [Sung et al. (2000)] and

[Pudovkina (2009)] was disproved. In this section, more details of the round

function are taken into consideration, we can find some new m2/ m2+1/ m2+2

rounds impossible differentials of SkipjackSP and SkipjackSPS structure.

Note: Throughout this paper, we always assume that S layers are consist of

bijective S-boxes.

4.1 m2 Rounds Impossible Differential of SkipjackSP/SkipjackSPS

Theorem 1(m2 rounds impossible differential of SkipjackSP /SkipjackSPS).

Let P be the diffusion layer of an m-cell SkipjackSP/SkipjackSPS, if the branch

number of P is DP , then for any α, β ∈ F d
2n\{0} satisfying w(α) + w(β) < DP ,
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(0, · · · , 0, α) → (β, 0, · · · , 0) is an m2 rounds impossible differential of m-cell

SkipjackSP/SkipjackSPS.

Proof. Let the m2 rounds differential of SkipjackSP (SkipjackSPS , resp.)

be (0, · · · , 0, α)→ (β, 0, · · · , 0), we have these two relations from encrypt and

decrypt directions:

∆X2m−2
2 = ∆F (α) = ∆P◦S(α)

(∆X2m−2
2 = ∆F (α) = ∆S◦P◦S(α), resp.)

and

∆X2m−2
2 = β.

Assume (0, · · · , 0, α) → (β, 0, · · · , 0) is an m2 rounds possible differential, then

β = ∆P◦S(α) = P ×∆S(α).

(∆S−1(β) = ∆P◦S(α) = P ×∆S(α), resp.)

According to Definition 3, we have

w(P ×∆S(α)) + w(∆S(α)) = w(β) + w(α) ≥ DP ,

(w(P ×∆S(α)) +w(∆S(α)) = w(∆S−1 (β)) +w(α) = w(β) +w(α) ≥ DP , resp.)

which leads to a contradiction. Thus (0, · · · , 0, α) 6→ (β, 0, · · · , 0) is an m2 rounds

impossible differential of SkipjackSP (SkipjackSPS, resp.).

It is easily to see from Theorem 1 that for an m-cell SkipjackSP /SkipjackSPS

structure, we can always find m2 rounds impossible differential. Actually, the im-

possible differential showed in Theorem 1 is based on the inconsistence of the

P layer: branch number bounds the minimum weight of P layers differential(i.e.

the number of nonzero n-bit words in a differential), when the weight of a differ-

ential is less than the lower bound, this differential is impossible. Furthermore,

this kind of inconsistence could be extended as below.

Theorem 2(m2 rounds impossible differential of SkipjackSP /SkipjackSPS

). Let P be the diffusion layer of an m-cell SkipjackSP /SkipjackSPS , if

P(i1), · · · , P(is), E(j1), · · · , E(jt) are linearly independent, then

(0, · · · , 0, e{i1,···,is}) → (e{j1,···,jt}, 0, · · · , 0)

is an m2 rounds impossible differential of m-cell SkipjackSP /SkipjackSPS.

Proof. According to Theorem 1, we only need to prove e{j1,···,jt} = P ×

∆S(e{i1,···,is}) (∆S−1(e{j1,···,jt}) = P ×∆S(e{i1,···,is}).resp.) is impossible.

e{j1,···,jt} = P ×∆S(e{i1,···,is}) ⇔ (P |E)×

(

∆S(e{i1,···,is})

e{j1,···,jt}

)

= 0,
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(∆S−1(e{j1,···,jt}) = P×∆S(e{i1,···,is}) ⇔ (P |E)×

(

∆S(e{i1,···,is})

∆S−1(e{j1,···,jt})

)

= 0.resp.)

which could be rewritten as
(

s
⊕
k=1

∆S(eik)× P(ik)

)

⊕

(

t
⊕
r=1

ejr × E(jr)

)

= 0.

(

(

s
⊕
k=1

∆S(eik)× P(ik)

)

⊕

(

t
⊕
r=1

∆S−1 (ejr )× E(jr)

)

= 0, resp.)

Since P(i1), · · · , P(is), E(j1), · · · , E(jt) are linearly independent and ei1,···,is ,

ej1,···,jt are nonzero, this equation is impossible. Thus we obtain this theorem.

In the next, we will concentrate in the P layers which are binary matrices, the

reason we study {0,1}-matrices is because they are faster to compute than MDS

transforms, another reason is that in hardware implementation, they will take

up less space and thus allow for more compact implementation. Also, they have

been employed by many famous ciphers, including Camellia [Aoki et al. (2001)],

E2 [Kanda et al. (1998)] and so on. When the P layer is chosen as a binary ma-

trix, Theorem 2 shows a simpler form as below.

Corollary 1. If diffusion layer Pd×d is a nonsingular matrix over a finite

field F , then there always exists 1 ≤ i, j ≤ d such that

(0, · · · , 0, e{i}) → (e{j}, 0, · · · , 0)

is an m2 rounds impossible differential of SkipjackSP/SkipjackSPS.

Proof. By Theorem 2, we only need to give the existence of i, j such that

P(i) and E(j) are linearly independent, we launch a contradiction method here.

If P(i) and E(j) are linearly dependent for any 1 ≤ i ≤ d , then for any i′ 6= i ,

P(i′) and E(j) are linearly independent (otherwise Pd×d is singular).

Existing results show that m2 rounds impossible differential (0, α, 0, · · · , 0) →

(β, β, 0, · · · , 0) is the longest impossible differential [Kim et al. (2010)]. Analy-

sis above indicates that we may obtain some new impossible differentials of

SkipjackSP /SkipjackSPS by checking the linearly independent vectors in (P |E).

4.2 m2 + 1 Rounds Impossible Differential of

SkipjackSP/SkipjackSPS

In this section, we will focus on retrieving longer impossible differentials for

SkipjackSP and SkipjackSPS whose diffusion layer P are defined by binary
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matrices.

Theorem 3 (m2 + 1 rounds impossible differential of SkipjackSP

/SkipjackSPS). Let P be a diffusion layer of an m-cell SkipjackSP /SkipjackSPS .

If there exist {i1, i2, · · · , is} , {j1, j2, · · · , jt} ⊆ {1, 2, · · · , d} and 1 ≤ p ≤ d such

that
s
∑

r=1
w(Pp,ir ) = 1 and

t
∑

r=1
w(P−1

p,jr
) = 0 , then

(0, · · · , 0, e{i1,···,is}) → (e{j1,···,jt}, 0, · · · , 0)

is an m2 +1 rounds impossible differential of m-cell SkipjackSP /SkipjackSPS.

Proof. Let m2 + 1 rounds differential of SkipjackSP /SkipjackSPS be

(0, · · · , 0, e{i1,···,is}) → (e{j1,···,jt}, 0, · · · , 0)

From the encryption direction, we have

∆Xm
m = ∆P◦S(e{i1,···,is}) = P ×∆S(e{i1,···,is}) =

s
⊕
k=1

(

∆S(eik)× P(ik)

)

(∆Xm
m = ∆S◦P◦S(e{i1,···,is}) = ∆S

[

P ×∆S(e{i1,···,is})
]

= ∆S

[

s
⊕
k=1

(

∆S(eik)× P(ik)

)

]

, resp.)

Hence

χp(∆Xm
m ) = χp

[

s
⊕
r=1

(

∆S(eir )× P(ir)

)

]

= θ

[

s
⊕
r=1

(∆S(eir )× Pp,ir )

]

(χp(∆Xm
m ) = χp

[

∆S

(

s
⊕
k=1

(

∆S(eik)× P(ik)

)

)]

= θ

[

s
⊕
r=1

(∆S(eir )× Pp,ir )

]

, resp.)

Notice
s
∑

r=1
w(Pp,ir ) = 1 , and for any 1 ≤ r ≤ s , there holds ∆S(eir ) 6= 0 ,

then χp(∆Xm
m ) = 1

From the decrypt direction,

∆Xm
m =

m−1
⊕
l=1

∆
(l)

(P◦S)−1(e{j1,···,jt}) =
m−1
⊕
l=1

∆
(l)
S−1

[

P−1 × (e{j1,···,jt})
]

=
m−1
⊕
l=1

∆
(l)
S−1

[

t
⊕
k=1

(

ejk × P−1
(jk)

)

]
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(∆Xm
m =

m−1
⊕
l=1

∆
(l)

(S◦P◦S)−1(e{j1,···,jt}) =
m−1
⊕
l=1

∆
(l)
S−1

(

P−1 ×∆S−1(e{j1,···,jt})
)

=
m−1
⊕
l=1

∆
(l)
S−1(

t
⊕
k=1

∆S−1 (ejk)× P−1
(jk)

), resp.) Hence

χp(∆Xm
m ) = χp

[

m−1
⊕
l=1

∆
(l)
S−1(

t
⊕
k=1

ejk × P−1
(jk)

)

]

= θ

(

m−1
⊕
l=1

∆
(l)
S−1

[

t
⊕
k=1

(

ejkP
−1
p,jk

)

])

.

(χp(∆Xm
m ) = χp

[

m−1
⊕
l=1

∆
(l)
S−1(

t
⊕
k=1

∆
(l)
S−1 (ejk)× P−1

(jk)
)

]

= θ

[

m−1
⊕
l=1

∆
(l)
S−1(

t
⊕
k=1

∆
(l)
S−1 (ejk)P

−1
p,jk

)

]

, resp.)

And for
t
∑

r=1
w(P−1

p,jr
) = 0, we have

χp(∆Xm
m ) = 0

which leads a contradiction. Thus (0, · · · , 0, e{i1,···,is}) → (e{j1,···,jt}, 0, · · · , 0) is

an m2 + 1 rounds impossible differential.

It is worthwhile for declare that when the P layer employs a binary matrix,

the condition of Theorem 3 is satisfiable, which means we can always find m2+1

rounds impossible differentials. And we will illustrate it in Corollary 2.

Corollary 2. Given an m-cell SkipjackSP /SkipjackSPS with diffusion layer

Pd×d , if P is a binary matrix, then we can always find m2+1 rounds impossible

differential.

Proof. By Cramer’s rule, P−1 is also a binary matrix. Then by Theorem 3,

we only need to prove that there always exist 1 ≤ i, j, p ≤ d , such that Pp,i = 1

and P−1
p,j = 0.

Let 1 ≤ p1 < p2 ≤ d , then there exist 1 ≤ i1, i2 ≤ d such that Pp1,i1 = 1 and

Pp2,i2 = 1 (otherwise P will be singular).

If P−1
p1,j

= 0 for some 1 ≤ j ≤ d , then we have Pp1,i1 = 1 and P−1
p1,j

= 0 ;

If P−1
p1,j

= 1 for any 1 ≤ j ≤ d , then there exists some j0, such that P−1
p2,j0

= 0

(otherwise the p1-th and p2-th rows of P−1 are both (1, 1, · · · 1), which indicates

P is singular). Thus we have Pp2,i2 = 1 and P−1
p2,j0

= 0.

4.3 m2 + 2 Rounds Impossible Differential of

SkipjackSP/SkipjackSPS

Theorem 4 (m2 + 2 rounds impossible differential of SkipjackSP ).Let binary

matrix Pd×d be the diffusion layer of m-cell SkipjackSP . For some 1 ≤ j1, j2 ≤ d,

if
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(1) Pv1,j1 , Pv2,j1 , · · · , Pvp,j1 are all the nonzero entries of P(i) ;

(2) Pu1,j2 , Pu2,j2 , · · · , Puq ,j2 are all the nonzero entries of P(j2) ;

(3) P(v1), P(v2), · · · , P(vp), E(j2) are linearly independent.

then (0, · · · , 0, e{j1}) → (ε{u1,···,uq}, 0, · · · , 0) is an m2 + 2 rounds impossible dif-

ferential of SkipjackSP . Moreover, we can always find such j1 and j2.

Proof. We will prove the first result by finding contradiction.

Since from the encryption direction,

∆Xm+1
m = ∆P◦S◦P◦S(e{j1}) = P ×∆S(P(j1) ×∆S(ej1))

let ∆S(P(j1)×∆S(ej1)) = α , then by (1), the nonzero values of α are only occur

in the v1, v2, · · · , vp -th components.

By (2), we have

P × e{j2} = ej2 · P(j2)

Since P is a binary matrix, then all the nonzero components in ej2 · P(j2) are of

the same value, which indicates ej ·P(j) could be represented by ε{u1,···,uq} . We

denote the nonzero value of ε{u1,···,uq} by const′, then

P−1 × ε{u1,···,uq} = const′ × E(j2)

Hence from the decrypt direction,

∆Xm+1
m =

m−1
⊕
l=1

∆
(l)

S−1◦P−1(ε{u1,···,uq}) =
m−1
⊕
l=1

∆
(l)

S−1(P
−1 × ε{u1,···,uq})

=
m−1
⊕
l=1

∆
(l)
S−1(const

′ × E(j2))
∆
= const× E(j2)

Assume (0, · · · , 0, e{j1}) → (ε{u1,···,uq}, 0, · · · , 0) is possible, then P × α =

const×E(j2) , which could be represented as
p
⊕
k=1

αvk ×P(vk)⊕ const×E(j2) = 0.

However, by (3), P(v1), P(v2), · · · , P(vp), E(j2) are linearly independent, Thus we

get the contradiction and end the first proof.

Next, we will show how to find such j1 and j2.

Since binary matrix P is invertible, then there exists some 1 ≤ j1 ≤ d , such

that we can find entry 0 in P(j1) , let

{v1, v2, · · · , vp} = {t : Pt,j1 6= 0, 1 ≤ t ≤ d},

Accordingly,

rank(P(v1), P(v2), · · · , P(vp)) = p < d.
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If for any 1 ≤ k ≤ d , P(v1), P(v2), · · · , P(vp), E(k) are linearly dependent, since

P(v1), P(v2), · · · , P(vp) are linearly independent, then we can assume

E(k) =
p
⊕
l=1

xk,l × P(vl),

which implies

E =
(

E(1), E(2), · · · , E(d)

)

=
(

P(v1), P(v2), · · · , P(vp)

)

×











x1,1 x2,1 · · · xd,1

x1,2 x2,2 xd,2

...
...

. . .
...

x1,p x2,p · · · xd,p











,

thus

d = rank(E) = rank(
(

P(v1), P(v2), · · · , P(vp)

)

×











x1,1 x2,1 xd,1

x1,2 x2,2 xd,2

...
...

. . .

x1,p x2,p xd,p











) ≤ p.

This leads a contradiction, hence we can find some 1 ≤ j2 ≤ d, such that

P(v1), P(v2), · · · , P(vp), E(j2) are linearly independent. Thus we constructed such

j1 and j2.

Example 1. Given d = 8, n = 8,m = 4 , we employ the diffusion lay-

er of Camellia [Aoki et al. (2001)] as the P layer(see Appendix 1.), we choose

i = 5 and j = 1 , v1 = 2, v2 = 3, v3 = 4, v4 = 6, v5 = 7, v6 = 8 , and we

notice that P(2), P(3), P(4), P(6), P(7), P(8), E(1) are linearly independent, hence

(0, · · · , 0, e{5}) → (ε{1,2,3,5,8}, 0, · · · , 0) is an 18 rounds impossible differential of

SkipjackSP /SkipjackSPS.

Theorem 5(m2 + 2 rounds impossible differential of SkipjackSP/SPS). Let

matrix Pd×d be the diffusion layer of m-cell SkipjackSP/SPS . {u1, · · · , up},

{v1, · · · , vq}, {i1, · · · , is}, {j1, · · · , jt} are subsets of {1, · · · , d}, and

k /∈ {u1, · · · , up} ∪ {v1, · · · , vq}.

If:

(1) P(u1), P(u2), · · · , P(up) ,E(v1), E(v2), · · · , E(vq) are linearly independent;

(2) Pk,i1 = Pk,i2 = · · · = Pk,is = 0 ;

(3) P−1
k,j1

= P−1
k,j2

= · · · = P−1
k,jt

= 0 .

then

(0, · · · , 0, e{i1,···,is}) → (e{j1,···,jt}, 0, · · · , 0)

is an m2 + 2 rounds impossible differential of m-cell SkipjackSP .

Proof. From the encryption direction, we have

∆Xm+1
m = ∆P◦S◦P◦S(e{i1,···,is}) = P ×∆S

[

s
⊕
r=1

(∆S(eir )× P(ir))

]
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(∆Xm+1
m = ∆(S◦P◦S)◦(S◦P◦S)(e{i1,···,is})

= ∆S

(

P ×∆S◦S

[

s
⊕
r=1

(∆S(eir )× P(ir))

])

, resp.).

Let

∆S

[

s
⊕
r=1

(∆S(eir )× P(ir))

]

= α

(∆S◦S

[

s
⊕
r=1

(∆S(eir )× P(ir))

]

= α, resp.),

then

χ (α) = χ

[

s
⊕
r=1

(

P(ir) ×∆S(eir )
)

]

By (2), χk (α) = θ

[

s
⊕
r=1

(∆S(eir )× Pk,ir )

]

= 0.

From the decryption direction, we have

∆Xm+1
m = β =

m−1
⊕
l=1

∆
(l)
S−1◦P−1(e{j1,···,jt}) =

m−1
⊕
l=1

∆
(l)
S−1

[

t
⊕
r=1

(ejr × P−1
(jr)

)

]

,

(∆Xm+1
m = β =

m−1
⊕
l=1

∆
(l)
S−1◦P−1◦S−1(e{j1,···,jt})

=
m−1
⊕
l=1

∆
(l)
S−1

[

t
⊕
r=1

(

∆
(l)
S−1 (ejr)× P−1

(jr)

)

]

, resp.),

Let

γ =
t
⊕
r=1

(

ejr × P−1
(jr)

)

,

(γ =
t
⊕
r=1

(

∆
(l)
S−1 (ejr )× P−1

(jr)

)

, resp.),

hence

χk (γ) = θ

[

t
⊕
r=1

(

ejr × P−1
k,jr

)

]

(χk (γ) = θ

[

t
⊕
r=1

(

∆
(l)
S−1 (ejr )× P−1

k,jr

)

]

, resp.).

Then by (3), we have χk (β) = χk

[

m−1
⊕
l=1

∆S−1(γ)

]

= 0.

If (0, · · · , 0, e{i1,···,is}) → (e{j1,···,jt}, 0, · · · , 0) is possible, then there exists

nonzero α, β satisfying

(P |E)

(

α

β

)

= 0,

((P |E)

(

α

∆S−1(β)

)

= 0, resp)
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which implies
(

p
⊕
k=1

αuk
× P(uk)

)

⊕

(

q
⊕
k=1

βvk × E(vk)

)

= 0.

(

(

p
⊕
k=1

αuk
× P(uk)

)

⊕

(

q
⊕
k=1

(∆S−1(β))vk × E(vk)

)

= 0, resp.)

However, from (1) we have P(u1), P(u2), · · · , P(up), E(v1), E(v2), · · · , E(vq) are

linearly independent, any nonzero α, β cannot hold this formula. Thus

(0, · · · , 0, e{i1,···,is}) → (e{j1,···,jt}, 0, · · · , 0)

is an m2 + 2 rounds impossible differential.

Example 2. Given n = 8, d = 16,m = 4 , we employ the matrix represen-

tation of the linear layer of AES[1] as the P layer(see Appendix 2.), we choose

p = q = s = t = 1 , u1 = 1, v1 = 1, i1 = 1, j1 = 1, k = 2 , since P(1), E(1) are

linearly independent and P2,1 = P−1
2,1 = 0 , thus (0, · · · , 0, e{1}) → (e{1}, 0, · · · , 0)

is a 18 rounds impossible differential of SkipjackSP /SkipjackSPS

5 Conclusion

In this paper, we work on finding impossible differential distinguishers for Skip-

jack structure with SP/SPS round function.

Previous result indicates that the longest impossible differentials in m-cell

Skipjack-like structures is m2 rounds ((0, α, 0, · · · , 0) → (β, β, 0, · · · , 0)). In this

paper, we find some new m2 rounds impossible differentials for SkipjackSP

/SkipjackSPS which are derived from the impossible differentials of the P lay-

er. Our results show that if the P layer is designed as a binary matrix, we

can always retrieve m2 + 1 rounds impossible differentials for SkipjackSP and

SkipjackSPS, and also m2 + 2 rounds impossible differentials for SkipjackSP .

Moreover, if P layer satisfies some special conditions (we can judge these condi-

tions in real time), we may further obtain m2 + 2 rounds impossible differential

for SkipjackSPS.

Since SkipjackSP /SkipjackSPS is not a real cipher, we failed in launching a

key-recovery attack on it. However, our results can still be treated as a security

measurement of generalized Feistel family ciphers. We believe that these longer

impossible differentials constructed in our paper are caused by the sparsity of the

P layer. These results indicate that when employing SkipjackSP or SkipjackSPS

structure, we should choose P layer carefully.
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Appendix

Appendix 1

. P layer and it’s inversion of Example 1 (the linear layer of Camellia).

P =



























1 0 1 1 0 1 1 1

1 1 0 1 1 0 1 1

1 1 1 0 1 1 0 1

0 1 1 1 1 1 1 0

1 1 0 0 0 1 1 1

0 1 1 0 1 0 1 1

0 0 1 1 1 1 0 1

1 0 0 1 1 1 1 0



























, P−1 =



























0 1 1 1 0 1 1 1

1 0 1 1 1 0 1 1

1 1 0 1 1 1 0 1

1 1 1 0 1 1 1 0

1 1 0 0 1 0 1 1

0 1 1 0 1 1 0 1

0 0 1 1 1 1 1 0

1 0 0 1 0 1 1 1


























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Appendix 2

P layer and it’s inversion of Example 2 (the linear layer of AES).

P =































































2 0 0 0 1 0 0 0 1 0 0 0 3 0 0 0

0 1 0 0 0 1 0 0 0 3 0 0 0 2 0 0

0 0 1 0 0 0 3 0 0 0 2 0 0 0 1 0

0 0 0 3 0 0 0 2 0 0 0 1 0 0 0 1

3 0 0 0 2 0 0 0 1 0 0 0 1 0 0 0

0 2 0 0 0 1 0 0 0 1 0 0 0 3 0 0

0 0 1 0 0 0 1 0 0 0 3 0 0 0 2 0

0 0 0 1 0 0 0 3 0 0 0 2 0 0 0 1

1 0 0 0 3 0 0 0 2 0 0 0 1 0 0 0

0 3 0 0 0 2 0 0 0 1 0 0 0 1 0 0

0 0 2 0 0 0 1 0 0 0 1 0 0 0 3 0

0 0 0 1 0 0 0 1 0 0 0 3 0 0 0 2

1 0 0 0 1 0 0 0 3 0 0 0 2 0 0 0

0 1 0 0 0 3 0 0 0 2 0 0 0 1 0 0

0 0 3 0 0 0 2 0 0 0 1 0 0 0 1 0

0 0 0 2 0 0 0 1 0 0 0 1 0 0 0 3












































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