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Abstract: Quantum Key Distribution (QKD) technology, based on the laws of physic-
s, can create unconditional security keys between communication parties. In recent
years, researchers draw more and more attention to the QKD technology. Privacy am-
plification is a very significant procedure in QKD system. In this paper, we propose the
real-time privacy amplification (RTPA) scheme which converts the weak secret string
to a uniform key that is fully secret from Eve. Our detailed proofs show the security
of our RTPA scheme. In order to prevent the potential man-in-middle attacks, we em-
ploy an authentication procedure to RTPA scheme (ARTPA) with the e-XOR almost
universal hash functions. We implement our ARTPA scheme based on CLIP system,
which is connected to the quantum communication system. Considering the privacy
amplification and authentication overhead and the finite size effect on the security of
final keys, we set the secret key length be 256k before privacy amplification and the
authentication tag length be 60. Our experimental results show the efficiency of the
proposed ARTPA scheme.
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1 Introduction

Quantum Key Distribution (QKD) technology is an important practical ap-
plication of quantum information [Bennett and Brassard, 1984], [Ekert, 1991],
[Gisin et al., 2002]. QKD system can create unconditionally secure keys between
communication parties. The security of generated keys from QKD systems is
based on the laws of physics, rather than the computational complexity of math-
ematical problems assumed by current cryptography methods [Mayers, 2001],
[Biham et al., 2006], [Shor and Preskill, 2000]. Since the first QKD scheme is
proposed by Bennett and Brassard in 1984 (called BB84 protocol), QKD has
attracted much research [Heid et al., 2007], [Qi et al., 2007], [Lo et al., 2012].
QKD protocols typically can be divided into two phases: the quantum phase
and the classical phase [Ma et al., 2009], [Ma et al., 2011]. Quantum signals are
distributed and measured in the quantum phase, which generates correlated data
shared between Alice and Bob. The classical phase aims to gain the identical and
private keys between Alice and Bob by classical communication protocols. The
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classical phase is also called QKD post-processing phase. QKD post-processing
procedures include three steps: data pre-processing, error correction and privacy
amplification [Ma and Liitkenhaus, 2012]. After the procedure of error correc-
tion [Brassard and Salvail, 1994], Alice and Bob have own a weak uniform key
W. But Eve may have partial knowledge about the keys by eavesdropping or
other ways.

Therefore, in order to gain the absolute security keys, we must ensure the
keys are privacy amplified. Privacy amplification (PA) [Bennett et al., 1995] is a
technology, through a public channel, to improve the information confidentiality.
Privacy amplification converts the weak secret string W to a uniform key R that
is full secret from Eve.

Privacy amplification technology typically uses a random and public hash
function to shorten the weak secret key and reduce the amount of information
obtained by Eve as much as possible. By sacrificing partial key information of
Alice and Bob, privacy amplification makes the knowledge obtained by Eve be
meaningless.

Though majority research about privacy amplification focusing on theoret-
ical study and proof of security ([Renner and Konig, 2005], [Watanabe, 2007],
[Horvath et al., 2011], [Fung et al., 2012], [Singh et al., 2012]), implementing an
efficient privacy amplification scheme in QKD systems has been more and more
significant. In order to continuously gain security keys from QKD systems, a
real-time privacy amplification scheme must be implemented. Hash functions
are transmitted through public channels in privacy amplification procedure. In
order to prevent the potential man-in-middle attacks, authentication must be
employed to the public hash functions.

In this paper, we focus on the design and implementation of the real-time
privacy amplification scheme in QKD systems. We propose a real-time priva-
cy amplification scheme (RTPA) and implement RTPA based on CLIP sys-
tem [Zou et al., 2012], which is connected to the quantum communication sys-
tem. Our quantum communication system is a robust two-way quantum key
distribution system based on phase encoding which conducts BB84 protocol
[Sun et al., 2010]. In order to enhance the security of our RTPA scheme, we em-
ploy an authentication scheme (ARTPA) with the e-XOR almost universal hash
functions [Krawczyk, 1995]. Our experimental results show the efficiency of the
proposed RTPA scheme for generating unconditional security keys in quantum
cryptography.

The rest of the paper is organized as follows. We give a brief introduction to
privacy amplification, Shannon entropy, Rényi entropy [Renner and Wolf, 2004]
in Section 2. We propose the RTPA scheme in Section 3. We present the security
analysis of RTPA scheme in Section 4. The RTPA scheme with authentication
procedure is given in Section 5, followed by the experimental results and perfor-
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mance evaluations in Section 6. Conclusion can be found in Section 7.

2 Preliminaries

Privacy amplification technology usually applies two-universal hash functions to
shorten the weak secret keys and reduce the amount of information obtained
by Eve. In this section, we will give a brief introduction to two-universal hash
functions, Shannon entropy and Rényi entropy.

2.1 Two-Universal Hash Function

Universal Hash function has been widely used for data encryption, authentica-
tion and other security protection scenes [Lee et al., 2010], [Singh et al., 2013],
[Yanai et al., 2012], [Claycomb et al., 2011]. In this paper, we focus on such two-
universal hash functions described as follows: f is called a two-universal hash
function if Pry[f(za) = f(zp)|ze # 2] < 1/27, where f e F, F: X =Y, X =
{0,1} Y ={0,1}", n > r, 2, € X and 2 € X. Pry[f(zs) = f(xp)|xa # xb]
is the collision probability when a random string X is mapped to Y. f is two-
universal that means, for any distinct z,,2, € X, the random variables f(z,)
and f(zp) are independent and uniformly distributed [Renner and Kénig, 2005].

2.2 Shannon Entropy and Rényi Entropy

As we have known, the information can be measured in exactly the same manner
as the uncertainty is measured.

The widely accepted measure of information is the one introduced by Shan-
non. Shannon entropy measures the uncertainty of a random variable. The Rényi
entropy is a one-parameter generalization of the Shannon entropy.

Let X and Y be random variables over finite set {0,1}™ and {0,1}". Then the
Shannon entropy of X, H(X), and the Rényi entropy of X, R(X), are defined
by

H(X)= - Pr[X = aflog, Pr[X = 1], (2.1)
reX
R(X)=—log, » Pr[X =a]°. (2.2)
rzeX

The conditional Shannon entropy of X given Y =y, H(X|Y = y), and the
Shannon entropy of X conditioned on Y, H(X|Y), are defined by

H(X|Y =y)=— > Pr[X =z|Y = yllog, Pr[X = z|Y =y, (2.3)
zeX
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H(X|Y)==> PrlY =y|H(X|Y =y). (2.4)
zeX

The conditional Rényi entropy of X on Y, R(X|Y), is defined by

R(X|Y) ==Y Pr[Y =y|R(X|Y =y). (2.5)
yey
The mutual information [Ribeiro et al., 2008] between X and Y, I(X,Y) is
defined by

I(X,Y)=H(X) - H(X,Y). (2.6)

Assume that, Alice sends a random string X to Bob through quantum chan-
nel, Bob receives a random string Y and Eve gets a random string Z by eaves-
dropping or other ways. After the procedure of privacy amplification, we can
get

I(X,2) ~ 0. (2.7)

3 The Proposed RTPA Scheme

As we researched both classical and quantum privacy amplification theoreti-
cal study in [Bennett et al., 1995], [Dodis et al., 2009], [Chandran et al., 2010],
[Horvath et al., 2011] and our previous work in [Liu et al., 2013], we approach
the RTPA scheme (Real-Time Privacy Amplification scheme) in QKD systems.

In this section, we begin by providing some notations which will be used
later. Then, we give the detailed description of the RTPA scheme.

3.1 Notations

We assume that Alice sends a random key string X to Bob through quantum
channel. Y is the string received by Bob. After the procedures of data pre-
processing and error correction, Alice and Bob own the same weak security key
string W, and its length is n. Random variable V' means the information about
keys obtained by Eve, and its length is t. The security parameter is s and the
final key string is R, and its length is [.

In order to generate the absolute security keys, we have

l=n—t—s. (3.1)

In this paper, we assume that the security parameter s is 30.



2424 Liu B., Zhao B., Liu B., Wu C.: A Security Real-time Privacy Amplification ...

Algorithm 1 Privacy amplification algorithm
Input: weak security key W with length n, random string a with length n+7—1
Output: final key R with length [

1: fori=0;i<l;i++ do

22 ;=0

33 forj=0;j<n;j++ do
4: TP =T D WA —1—i+j

5. end for

6: end for

3.2 Hash Function Construction

In RTPA scheme, the key step is the hash function construction. The hash
function f is randomly chosen from class H3 of two-universal hash functions. The
hash function construction method is described by Toeplitz matrix construction
method [Mansour et al., 1993], [Krawczyk, 1994], [Fung et al., 2010].

The Toeplitz matrix can be defined as

ag a—1G_g -+ A_pi1
ay ap a—1 -

(3.2)

as ap . ’

| di-1 Al—n | o

where a; € {0,1}. A construction of a Toeplitz matrix Hr is two-universal and
it requires a random seed string a with length of n +1 — 1 to define.
We can gain the final secure key by

R = HrW. (3.3)

The whole procedure of privacy amplification based on Toeplitz matrix con-
struction method is given in algorithm 1.

3.3 The Proposed RTPA Scheme

The proposed RTPA Scheme consists of the following three phases: initialization
phase, data communication phase and key generation phase.

1. Initialization Phase:

Based on the QKD system and the RTPA scheme requirements, the following
steps should be performed to bootstrap the RTPA scheme.



Liu B., Zhao B., Liu B., Wu C.: A Security Real-time Privacy Amplification ... 2425

— Alice and Bob get the privacy amplification input key string W after error
correction procedure.

— Alice and Bob calculate the security parameter s, according to the quantum
bit error rate and other information.

— Alice and Bob determine the final key length .

— Alice generates a random seed string a with length of n + [ — 1, which is
used for hash function construction.

2. Data Communication Phase:

Alice transmits the random seed string a to Bob over the public channel.
Since the seed string is not encrypted, Eve may get the hash function totally.
But this affects nothing about the security of the final key.

3. Key Generation Phase:

The hash function construction and privacy amplification method has been
detailed in Section 3.2. In this phase, Alice and Bob employ R = HrW to get
the final keys.

3.4 The Implementation of RTPA Scheme

Secret Key Secret Key
—W—>\ Privacy Amplification ‘ Privacy Amplification L
| |
—",  Parameter Controller a a  Parameter Controller a
! n+l-1) n+l- ll
RNG | Seed ——
Module \Generation ceg icueraion
a a
Communication Module Communication Module
Alice I T Bob

{ ]
Public Channel

Figure 1: The architecture of RTPA scheme

The architecture of RTPA scheme is given in Fig. 1. The implementation of
RTPA scheme mainly consists of five modules: parameter controller, RNG mod-
ule, seed generation module, privacy amplification module and communication
module.
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— The parameter controller carries out the security parameter s and controls
the generation of the seed string a and final key R.

— The RNG module (Random Number Generation module) generates real ran-
dom numbers for seed generation module.

— The seed generation module provides a random seed string a for privacy
amplification module and communication module.

4 Security Analysis of RTPA Scheme

Since we have given the brief introduction about two-universal hash functions,
Shannon entropy and Rényi entropy in Section 2, we will give the security
analysis of RTPA scheme in this section.

Definition 1 (Security). A privacy amplification scheme is secure with ¢ if
the mutual information between Alice and Eve is less than £ after the procedure
of privacy amplification.

In our RTPA scheme, with the security parameter s, we can get £ < 275/1n 2.
The detail security proofs are given as follows.

From (2.1) and (2.2), we can get

R(X) < H(X). (4.1)
Combining (2.4), (2.5) and (4.1), we would have that

R(X|Y) < H(X|Y) (4.2)
Suppose that F' is a random variable, with distribution probability of pg (F =
f) = pr(f), where f is a two-universal hash function, F' : {0,1}" — {0,1}".
From (2.5), we would have that
RIF(X)|F] = ;pF(f)R[F(X)\F = f]
= ;pF(f){—loggpc[F(X)\F =/

where p.[F(X)|F = f] is the collision probability of F(X) on the condition of
F = f. p.[F(X)|F = f] can be defined as

(4.3)

plF(X)|F = f]= Y {Pr[F(X)|F = f]}*. (4.4)

F(X)

Now, we can get

ZJ;pF{—logzpc[F(X)\F =fl}

—log 2{Zf)pF(f)pc[F(X)|F =} (4.5)
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Then, we have

Zf}pp(f)pc[F(X)\F:f]

< pe(X) + [1 = pe(X)]2 7" - (46)
<pe(X)+277
Because p.(X) = 3. Pr[X = 2]?, combing with (2.2), we can get
zeX
pe(X) =27 R, (4.7)

From (4.6) and (4.7), we would have that

—10g2{§f:pF(f)Pc[F(X)|F = f1}

(4.8)
> r — log,[1 + 2m~F(0)]

As we have known that Inz < z — 1, z > 0, combing with (4.2), (4.3) and

(4.8), we can get
r—R(X)
H[F(X)|F] > R[F(X)|F] zr—v. (4.9)

In (4.9), let X be the key string owned by Alice and Bob after the procedure
of error correction. F'(X) = R means the final key string of Alice and Bob after
the procedure of privacy amplification. Assume that Eve obtains the information
string about keys is V', with length of ¢.

As we have known that r =n—t — s > 0.

Suppose a hash function e : {0,1}"™ — {0,1}* and v = e(x), where v € V,z €
X. Then, we would have

Pr(V =v) =27 (4.10)

Pr(X|V =v) = 2/2", (4.11)

pe(X|V =v) = TPr(XIV =) 12)
=Pr(X|V =v)

R(X|V =v) = —log2p.(X|V = v). (4.13)

From (4.10), (4.11), (4.12) and (4.13), we can get

2r+t7n
=v|>r— .
H[R|F,V =v] >r R (4.14)
r+t—mn 92—s
H[R|FV] >r — =r— . (4.15)

In2 In2
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Because

I(R,FV) = H(R) — H(R|GV), (4.16)
and H(R) = r, we would have

—S

2
I(R,FV) <
(B, )_ln2

I(R, FV) is the mutual information between Eve and Alice after the proce-

(4.17)

dure of privacy amplification. It is less than 275 /1In 2.
In all, the proposed RTPA scheme is security with £ <27°/1In 2.

5 RTPA Scheme With Unconditional Security Authentication

We have proved the security of our RTPA scheme detailed in Section 4. As we
have known, Alice and Bob exchange data over public channels. Eve may not
only eavesdrop but also modify the transmitted data. When Alice transmits a
seed string to Bob, it can be known to Eve totally. In order to ensure the integrity
of the privacy amplification procedure, we must protect the integrity of the seed
string.

In this section, we start with the basic concept about unconditional security
authentication technology in QKD systems. Then, we propose the RTPA scheme
with unconditionally secure authentication.

5.1 Unconditional Security Authentication in QKD System

As we have known, Alice and Bob exchange messages through public channel in
RTPA scheme. It needs unconditional security authentication in order to thwart
man-in-middle attacks [Bennett and Brassard, 1984], [Abidin, 2010]. Uncondi-
tional secu-rity authentication is also called ITS authentication (Information-
Theoretically Security).

In paper [Carter and Wegman, 1979] and [Wegman and Carter, 1981], Weg-
man and Carter have proposed several strongly universal hash families which
can be used in authentication (we call it as WCA in this paper). The security of
the WCA scheme as used in QKD was studied in [Cederlof and Larsson, 2008].
In this paper, we employ WCA scheme to ensure the security of RTPA.

The WCA scheme conducts a e-XOR almost universal hash function to gen-
erate authentication tags.

Definition 2 (¢-XOR almost universal hash function). A hash function
f is e-XOR almost universal if for any input z, # x and output y, Prrep[f(xq)®
f(ws) =yl <.

It has been proved that we can use simplified Toeplitz matrices generat-
ed by a LFSR to construct a WCA authentication scheme [Krawczyk, 1994] ,
[Krawczyk, 1995].
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5.2 Simplified Toeplitz matrices construction

Assume that the scale of simplified Toeplitz matrix Hs is m X p, m > p. The
seed string @' construction method of can be described in algorithm 2.

Algorithm 2 LFSR based Toeplitz matrix seed string construction algorithm
Input: seed string h with length p, random string ¢ with length p, m
Output: seed string @’ with length m +p—1

1: fori=0;i<p;i++ do

2:  a) = hy;

3: end for

4: fori=p;i<m+p;i++ do
5 forj=0;j<p;j++ do
6: b= (aj_, &c;) Db

7:  end for

8 a,=b

9: end for

5.3 RTPA Scheme With Unconditional Security Authentication

As we have discussed in Section 5.1 and 5.2, we propose the RTPA scheme with
unconditional security authentication (we call it as ARTPA in this paper), which
is shown in Fig. 2.

In ARTPA scheme, we have to generate an authentication tag t for the seed
string a, suppose the authentication hash function is H's, the length of ¢ is p, we
can get

t=Hsa®r, (5.1)

where 7 is the secret key string with length of p.
Suppose that the length of a is m, we have that

p=s+1+logym, (5.2)

where s is the security parameter.
Also, we will have

e <m/2r L, (5.3)

The proposed ARTPA scheme can be divided into three phases: authenti-
cation tag generation phase, data communication phase and authentication tag
confirmation phase.
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Figure 2: The proposed ARTPA scheme

Let h be the seed string used for constructing the authentication hashing
function and its length is 2p.

1. Authentication Tag Generation Phase

Alice generates a random seed string a by RTPA module used for privacy
amplification.

Alice gets 2p bits length seed string from the key pool to construct the
authentication hash function Hs, gets p bits length secret key string to encrypt
the tag message and conducts (5.1) to calculate the tag ¢.

2. Data Communication Phase

Alice transmits the random seed string a and authentication tag ¢ to Bob
over the public channel. Since the seed string is authenticated and the authenti-
cation tag is encrypted by one-time pad method, which avoids the man-in-middle
attacks like modifying or confusing the seed string.

3. Authentication Tag Confirmation Phase

Bob gets 2p bits length seed string from the key pool to construct the au-
thentication hash function Hs, gets p bits length secret key string to encrypt
the tag message and conducts (5.1) to calculate the tag ¢. By comparing ¢ and
¢, Bob will know whether Eve modifies or confuses the seed string a or not.
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6 Performance Evaluation

6.1 Experiment Setup

To evaluate the performance of ARTPA scheme, we implemented our schemes
based on CLIP [Zou et al., 2012], which is connected to the quantum communi-
cation system [Sun et al., 2010]. Our quantum communication system conducts
BB84 protocol. CLIP provides the weak security keys for our scheme. The per-
formance evaluation metrics are the privacy amplification and authentication
overhead, fraction of secret key removed by authentication and throughput. The
experiment environment is shown in Fig. 3.

Public Channel Public Channel
Performance analyzer

Alice Bob

RTPA / seed |/ shift RTPA /

ARTPA Public Channel ARTPA

WI{N W|N

\
Sl | Public Channel | S
—
PrivatelChanncl Private lChannel

Quantum 0y 5 Quantum
Device Ip ’ Quantum Channel i Device

Figure 3: The experiment environment of ARTPA

6.2 Privacy Amplification Overhead

Various hash function constructed for different input key lengths, will lead to
different time overhead per privacy amplification process. While the input key
length should be long enough in order to gain an absolute security key, the
privacy amplification overhead will be very high. In this experiment, we focus
on the privacy amplification calculate time of different hash function scale. The
result is shown in Fig. 4.

The complexity of the privacy amplification algorithm is O(n?). As shown in
Fig. 4, it will cost 100 times more overhead when the hash function scale increase
10 times.

Considering the finite size effect on the security of final keys, we conduct the
ARTPA scheme with the hash function scale of 10° length, though it costs little
time when the hash function scale is less than 10°.



2432 Liu B., Zhao B., Liu B., Wu C.: A Security Real-time Privacy Amplification ...

4
16X10% | (1ng) 1_43><105/
12X 10

8 X 10¢ //
4% 10*
0219 66.13 /68><103

103 104 10° 106
Hash function scale

Privacy amplification overhead

Figure 4: The privacy amplification overhead with different hash function scales
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Figure 5: The authentication overhead with different tag lengths

6.3 Authentication Overhead

In this test, we focus on the authentication overhead with different tag lengths.
We set the seed string length for authentication be 10°, and the authentication
security parameter s = 10,20, ---,60. From (5.2), we get the tag length p =
30,40, ---,80. The experimental results are shown in Fig. 5.

From (5.3), we can get ¢ < 9.3 x 10~ with the tag length p = 30, ¢ <
8.8 x 10713 with p = 60 and € < 8.5 x 107!? with p = 80. We know that the
authentication is more effective with longer tag lengths. But with longer tag
length, it will cost more overhead. For example, when p = 80, the overhead is
687.104ms, 171.761ms higher than the overhead with p = 60.

Considering both the security and authentication overhead, we set p = 60 at
last.
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6.4 Fraction of Secret Key Removed by Authentication

The length of secret key used for authentication is 3p. When we set p = 60, the
secret key loss is 180 bits. In Fig. 6, we give the fraction of secret key removed
by authentication. In our ARTPA scheme, the secret key length is 2.56 x 10°
and the fraction is less than 1.8 x 1073.

6.5 Throughput

In the throughput test, the secret key length n before privacy amplification
changes from 10® to 10°. The authentication tag length p is 60. The experiment
result is shown in Fig. 7.

200
(kbps) ERTPA
H ARTPA
150 -
B
5 100 -
o
&
50 -
0 i . - . __‘
104 10° 2.56X10° 106
Secret key length before privacy amplification

Figure 7: Fraction of secret key removed by authentication
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As shown in Fig. 7, the authentication procedure affects little in the through-
put tests. The throughput of ARTPA scheme is 150.3kbps with n = 10%. The
throughput decreases to 6.97kbps quickly when n = 10%. The throughput is
31.2kbps with n = 2.56 x 10°, which is conducted in our ARTPA scheme.

7 Conclusion

In this paper, we have designed and implemented a real-time privacy amplifi-
cation scheme (RTPA) in QKD system. Our detailed proofs show the security
of our RTPA scheme. In order to prevent the potential man-in-middle attacks,
we employ an authentication procedure to RTPA scheme (ARTPA) with the e-
XOR almost universal hash functions. We implement our ARTPA scheme based
on CLIP system, which is connected to the quantum communication system.
Considering the privacy amplification and authentication overhead and the fi-
nite size effect to the security of final keys, we set the secret key length before
privacy amplification be 2.56 x 10° and the authentication tag length be 60.
Our experimental results show the efficiency of the proposed ARTPA scheme for
generating unconditional security keys in quantum cryptography.
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