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Abstract: Recently, adding multipath capability in the Internet protocol suite has attracted
increasing interest. By letting end hosts discover several paths to communicate, end-to-end
multipath protocols aim to improve utilization rate of Internet resources. Although many
proposals for end-to-end multipath communication exist, they have not reached significant
deployment. Since the multipath protocols are mainly designed for open multi-stakeholder
environments, understanding their economic impact is important. This paper introduces a
model for assessing the value of the end-to-end multipath protocols from the end user
perspective. Without a net benefit of the end user, the end-to-end multipath communication
only results in the reallocation of costs and benefits in the Internet connectivity market. The
model indicates that wireless devices having access to multiple independent access operators
via similar or dissimilar access technologies are crucia in achieving end user value out of
multipath communication. Initially, the end user value seems higher when the radio interfaces
to access operators are active one at a time but later on, along with higher-energy batteries and
lower-energy protocols, full benefit of multipath communication can be achieved. The value of
multipath protocols depends on the effective path diversity and available capacity on the
Internet.
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1 I ntroduction

The global Internet traffic is growing rapidly and putting pressure on scalability not
only in access links but also in the Internet core. Stakeholders in the Internet
connectivity market search for solutions to respond to the increasing demand. One
key component of improving Internet scalability is load balancing, which promotes
the efficient usage of resources.

Multipath capability is an example of a load balancing solution and refers to
technologies which enable hosts or entire sites to use multiple access links or entire
paths simultaneously. This results in statistically better resource utilization. If several
paths exist, multipath capability potentially increases throughput and resilience of
connections while singlepath communication leaves some resources underutilized.
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Multipath technol ogies would balance the traffic load and thus improve the utilization
rate [Wischik, 08].

Multipath capability can be implemented in different parts of networks and with
several technologies. Internet service providers (ISP) and large content providers are
using traffic engineering to increase the utilization rate within their networks and data
centers (see, e.g., [Awduche, 99][Greenberg, 09]). They can aso engineer the traffic
between the peering networks by using inter-domain routing protocols. Similarly,
academic and corporate sites are constantly developing their networks to improve the
usage of resources. Typically, they use network address trandators (NAT) or similar
middleboxes (see, e.g., [Guo, 04]), for running scheduling algorithms to balance end
users' traffic when relayed to the Internet. One potentia alternative is to leave the
control of the traffic load balancing to the end hosts which means implementing the
multipath capability in the transport or application layer of the Internet protocol suite.

Load balancing mechanisms differ in terms of strength, speed and scope of
response to congestion or link failures. The load balancing schemes implemented by a
single administrative authority, such as an ISP, can be well optimized within the
domain but they cannot control the congestion or address link failuresin other parts of
the end-to-end path. The advantage of end-to-end load balancing is that the end hosts
are able to monitor end-to-end paths and address failures instantly without losing the
ongoing session. Thisis called Internet-wide end-to-end load balancing, which is the
focus of this study.

While intra-domain load balancing solutions are relatively common, the inter-
domain end-to-end multipath solutions have not reached commerciaization.
Compared to the amount of technical efforts, the number of studies conducted on
economic impacts of multipath communication remains low. The authors in [Tang,
08] used game theory for investigating load balancing between heterogeneous radio
access network providers. They took the perspective of a single network provider and
did not consider the overall market. The objective of this paper is to take a more
holistic approach and shed light on the social value of end-to-end multipath protocols.
This study introduces a functional modeling method for evaluating the net benefit of
end-to-end multipath technologies as a function of measurable parameters.

The authors in [Joseph, 07] were the first to apply functional modeling to analyze
the value of Internet protocols. They studied the value of 1Pv6 protocol to see how
various factors such as standalone benefits and converters affect the utility of a new
communication protocol. Functional modeling was aso used in [lannone, 10] to
analyze how the deployment of locator/ID split (LI1SP) protocol would decrease the
operational costs of the operators. The idea of functional modeling is to find the most
relevant costs and benefits of a protocol, which alows estimating the total utility
numerically. Both studies mentioned above estimate the utility of the protocol as a
function of protocol adopters.

This paper takes a user-centric approach. We explicitly measure the incremental
costs and benefits of an end-to-end multipath protocol during a user session compared
to traditional singlepath communication. The costs and benefits perceived by the end
user depend on the user download behavior, multihoming configurations and the state
of network resources on the Internet. The proposed method culminatesin an improved
end user experience since the positive net benefits of end users will also benefit other
stakeholders in the Internet connectivity market.
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The rest of the paper is structured as follows. Chapter 2 introduces the central
terminology used in this paper while Chapter 3 discusses path diversity and available
bandwidth which are essential in achieving the intended end-to-end benefits of
multipath protocols on the Internet. Chapter 4 introduces the developed model and
Chapter 5 presents its application in chosen use cases. Chapter 6 discusses the model
applicability and Chapter 7 finally concludes the study.

2 Multipathing and multihoming

Multipath communication, or multipathing, is mostly associated with multihoming
but, in fact, both capabilities can exist independently. These terms are often used
without further definitions and in order to avoid confusion, we start by defining them.
By multipathing we refer to atechnical feature which is used by an entity to split the
data flow into smaller chunks, and to send them through separate access links or
entire paths simultaneously. Therefore, multipathing ams to increase the
communication performance by increasing throughput. The entity may be asingle end
user or a network, such as a corporate site.

Many studies have aimed to integrate multipath capability in the Internet protocol
suite. Adding the capability in the transport layer was first proposed in [Huitema, 95],
which allowed the set of addresses used by a TCP connection to change over time.
Since then, multiple proposals have been made with dlightly different
implementations (see for instance, [Zhang, 04] and [lyengar, 06]). These approaches
alow the aggregation of the available bandwidth on different paths. The most recent
proposa is caled Multipath TCP (MPTCP) [Ford, 11], which is currently being
standardized in the Internet Engineering Task Force (IETF). It is an extension to and
backwards compatible with the regular TCP. MPTCP uses coupled congestion
control, proposed in [Key, 06], which dynamically shifts traffic from congested to
underutilized paths. MPTCP not only aggregates the available bandwidth but it also
adapts to the congestion state in the network.

IETF has also made efforts to develop multipathing in other layers. A protocol
caled Multipath Real-time Transmission Protocol (MPRTP) [Singh, 11] in the
application layer is an example of protocols which enables the end user to
communicate over multiple paths over the Internet. In addition, proprietary solutions
for multipath communication exist. For example, Real Time Media Flow Protocol
(RTMFP) as a part of Adobe's Flash Plugin, is an approach for providing multipath
capability in peer-to-peer (P2P) communication [Kaufman, 09].

End hosts can discover multiple paths on the Internet by advertising all allocated
IP addresses. Basically, this means that the minimum requirement to find separate
paths on the Internet is that one of the end points has at least two |P addresses so that
address pairs can be formed. This means that also singlehomed hosts are capable of
communicating over multiple paths, assuming that another peer has multiple
addresses. Also, port numbers can be exploited when discovering between the end
points. For instance, equal-cost multipath routing (ECMP) routes packets differently
based on a hash of port numbers. By varying the port numbers, a host could discover
multiple paths towards a destination [Raciu, 11]. However, ECMP routing is deployed
only for intra-domain purposes, not for inter-domain.
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In the literature, multihoming may refer to the capability of connecting to
multiple access operators or using several access technologies. The access operator
and technical multihoming should always be kept separate for clarity. A multihomed
end host or site is configured to use multiple 1P addresses which can be associated
with a single or several physical interfaces. An example where an end user is
multihomed over a single interface is having a virtual tunnel the employer’s virtual
private network (VPN) [Gleeson, 00] and another IP address for regular web
browsing over awireless LAN (WLAN) access point. IETF has recently established a
working group called multiple interfaces (MIF), which aims to alleviate the address
configuration problems experienced by multihomed terminals [Blanchet, 10]. In
addition, |IETF has proposed a protocol called Host Identity Protocol (HIP) [Nikander,
10] to facilitate seamless handovers of a mobile host between different access
network technologies. Similarly to the end host case, the physical access link of a
single site may be shared between access operators. For sites multiple technologies
dready exist for implementing multihoming in practice. The traditional solutions
include NATS, or boarder gateway protocol (BGP) which is used to propagate the
address changes to the rest of the Internet.

The fundamental difference between multipathing and multihoming is that
multipathing aims to increase the fine-grained runtime performance, i.e., session
throughput. Multihoming as such does not necessarily increase the session-level
performance but it can be used to increase reliability or to extend network coverage.
Depending on the context where multipathing or multhoming are deployed, they may
use different technological configurations and fulfill different stakeholder
requirements. Therefore, explicit definitions of the terms should always be provided.

In this paper, we only concentrate on multipath communication between two end
hosts on the Internet. A host is multihomed when it is configured to use multiple
access operators (and potentially multiple access technologies) and is accordingly
assigned an IP address by each operator. We regard the communication between the
hosts as multipath if, at |east, one hop of the aternative end-to-end paths deviates.

3 Path diversity and available bandwidth

The fundamental idea of end-to-end multipath communication is to exploit several
paths, with varying degree of available bandwidth, between the end hosts. On the
Internet, a host can try discover paths by associating different 1P addresses but it
typically cannot control whether the subflows are actually traversing separate paths. If
path diversity does not exist in the network, multipath protocols will result in a data
split into smaller chunks which are merely transferred through the same path without
additional benefits.

Inside a domain, path diversity is easier to implement since the topology of the
network is fully controlled by a single administrative authority. However, a single
entity has hardly any control over the inter-domain topology and the number of
available paths depends on the evolution of stakeholder contracts as well as routing
policies on the Internet. Depending on the multihoming configuration of
communicating peers and the interconnectivity of Internet domains, the degree of
end-to-end diversity varies. Therefore, we divide the concept of end-to-end diversity
into degree of multihoming and Internet path diversity.
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3.1 Degreeof multihoming

The first component of the end-to-end diversity is the degree of multihoming. This
component can be affected by the user. Wireless devices supporting several access
technologies are becoming more and more prevalent which increses the potential of
using several access operators. Most commonly, smart phones support two wireless
interfaces such as 3G and WLAN. Current laptops also support wireless connections
in addition to Ethernet connectivity. Further, the usage of mobile network
connectivity through external modems has become prevalent. Multipath
communication enables these different access technologies to be used simultaneously
but the decision on the number of interfaces activated remains to be made by the user.

If a user device is multihomed, at least the first hops along the path are digoint.
Whether the packets will continue traversing the separate paths depends on the path
diversity in the Internet core. The underlying access technologies and the amount of
congestion in different parts of the end-to-end path dictate where the diversity is most
needed. Traditionally, the bottleneck has been in the radio interface. However, the
development of access technologies has consegquently increased the capacity
requirements inside and between autonomous systems (AS).

The decision regarding the number of interfaces to use in multipath
communication depends on the access network performance. If the user prefers to
communicate via WLAN connection, shifting traffic to capacity-constrained 3G
interface for load balancing purposes may not be reasonable. Moving traffic from 3G
interface to WLAN, however, is more attractive from the user perspective. In
constrained network conditions, the usage of multiple 3G radios may also become an
attractive aternative if several access operators are available. The emergence of 4G
technologies, such as Long Term Evolution (LTE), will increase the multihoming
potential of mobile devices.

3.2 Internet path diversity

The estimation of the degree of path diversity is more difficult than that of
multihoming. Firstly, diversity depends on the physical connectivity between network
devices such as routers. Secondly, the routing policies between these interconnected
devices affect the Internet path diversity. Since the Internet is a complex constellation
of networks, path diversity varies according to the level of abstraction and its
evaluation isrelatively challenging.

Basically, the only way of estimating the path diversity between two hosts on the
Internet is by measuring. The first effort to estimate the path diversity on the Internet
was made by [Texteira, 03]. They took a duaistic approach where they studied the
path diversity inside asingle AS, e.g., an ISP network and across multiple ASs. They
concluded that there is a high potential for path diversity inside ISP networks but the
benefits depend on ISPs' capability to engineer the traffic. Therefore, the degree of
path diversity may also vary from an | SP to another.

A more recent and profound study is presented in [Han, 06]. The authors
conducted an extensive set of measurements to quantify the path diversity in
multihomed networks and examine the impact of path diversity in overlay networks.
They used the data set to analyze the overlapping routers in the path-, edge- and AS-
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levels. They wanted to separate edge and AS diversity, since a packet traverse through
asame AS does not necessarily mean overlapping routers.

Although [Han, 06] reports a significant effort to study Internet path diversity, the
usage of the results in further modeling is challenging. The measurement approach
used in [Han, 06] is applicable, but this study requires the average path diversity to be
expressed in a more general format. The identification of the path lengths between
end points allows the normalization of the average Internet path diversity between
zero and one.

Since the focus of this study is inter-domain multipath protocols, this paper
claims that a decent level of abstraction for the average path diversity on the Internet
isthe AS-level. Thisyields a relatively conservative estimate for the diversity but we
argue that thislevel of abstraction offers the sufficiently measurable approximation of
the diversity of the Internet topology. We propose the following formula for
estimating the relative inter-AS diversity on the Internet:

d= lz hdiverse (1)
htota]

miz

The variable h,, refers to the number of inter-AS links that packets traverse during
one measurement round. If the packets sent through ISP A to a destination traverse
for example three inter-AS links and the packets sent through ISP A, traverse four
links before reaching the same destination, h, equals seven. Similarly, the digoint

links on each path can be calculated. By dividing the number of digoint hops by the
number of total hops, one obtains the diversity for a specific combination of an origin
and a destination. By conducting several measurements (m) with various origins and
destinations around the globe, the average Internet path diversity can be estimated.

This formula enables the quantification of path diversity also in specific contexts.
Instead of defining the average Internet path diversity on a global level, diversity can
be defined with regard to a single destination or a specific origin-destination pair. In
this case, one of the parameters is kept constant while the other is varied. In addition,
the path diversity of a specific geographical location can be measured by using local
origin and destination ASs. Figure 1 shows two examples of quantifying path
diversity on the Internet.

Since the current inter-domain routing protocol (BGP) limits the routers to choose
only one route to each destination prefix, the Internet path diversity is typicaly
presumed to be low. This can be seen from the measurements on [Han, 06] which
claimed that multihoming or overlay networks do not guarantee path diversity during
communication sessions.

However, the Internet path diversity can be affected by intentional actions of
different stakeholders. For example, multipath inter-domain routing proposed by [Xu,
06] would increase flexibility of current BGP routing by controlling the packet
forwarding to different paths according to predefined policies. However, the retention
of the routing information of several paths towards a destination increases complexity
and costs to the operators. Therefore, deploying multipath routing by default does not
seem compelling. [Elena, 10] conducted a study which measured the AS-level path
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deviation, i.e., the deployment of multipath extension in BGP. They noticed that only
a fraction of monitored destinations experience path deviations, and AS-level load
balancing is not widespread.

ISPs can aso negatively affect path diversity. If they see the multipath
communication potentially decreasing their revenue or control of the traffic flows in
the network, they might have an incentive to start blocking the multipath traffic by
using, e.g., deep packet inspection (DPI). The potential multipath traffic blocking by
individual ISPs will affect negatively to the overall degree of Internet path diversity.

5
d:%:0.87 d:;:0.71

Figure 1: Examples of inter-AS path diversity (end hosts not included)

In addition, end users can potentially increase the usage of aternate paths by
source routing. In source routing, the end user (or possibly AS) can decide which path
the packet should traverse, see, for example [Yang, 03] or [Argyraki, 04]. Both 1Pv4
[Postel, 81] and IPv6 [Deering, 98] introduce strict and loose source routing. Strict
source routing specifies the whole route that the packets will traverse, while the loose
source routing sets only one node which the path should cover on its way to the
destination. Although source routing can increase diversity, it introduces a security
concern since attackers might use source routing, e.g., to bypass firewalls. Therefore,
this protocol option seems not to get widely used in the current Internet.

3.3 Available bandwidth on the Internet

The existence of the Internet path diversity does not alone guarantee the benefits of
end-to-end multipath communication. Because the end-to-end multipath
communication aims to balance the load on the entire Internet, load levels of
aternative links and paths should deviate. If the load levels of Internet links are equal,
no further benefits can be achieved by using multipath communication. On the other
hand, high difference in available bandwidths introduces a high potential for load
balancing. As Internet path diversity, also Internet path congestion can be estimated
by measuring.

[Wischik, 09] claimed that the link congestion could be considered as an integral
part of path diversity. The resource poolability index measures how easily the traffic
can be shifted away from a specific resource when it experiences a data surge. To
calculate the resource poolability index the capacities for each paralel link as well as
data volumes passing through each link should be measured. However, defining the
resource poolability for entire paths becomes complex. In addition, we see that
separating the path diversity and available bandwidth is beneficial when evaluating
the value of end-to-end protocols.
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Because our interest is in modeling the value of multipath protocols from the end
user perspective, we propose the usage of user-centric measurements to estimate the
available capacity in each path. The available capacity in end-to-end paths, i.e., the
maximum TCP throughput which does not affect the rate of existing flows, has been
thoroughly investigated and several tools have been proposed for measuring it [Lu,
05]. Some of the tools do not only expose the average available capacity, but also
reveal the range in which the available capacity varies over time. Typically, these
tools utilize the information on end-to-end delay (either one way or two way) to
evaluate the load or available bandwidth in end-to-end paths. We propose that
methods such as the one proposed in [Jain, 03] should be used to estimate the
available bandwidth of different paths on the Internet.

4 Value modd

We build the model by using MPTCP as an example protocol [Ford,11] since it aims
to agile Internet-wide load balancing which would overwhelm slower congestion
management mechanisms on the Internet. The adoption of MPTCP has been
previoudly studied in [Warma, 11] and [Kostopoulos, 10]. These studies assume
MPTCP to increase throughput and resilience of Internet connections but they do not
present the derivation and the degree of MPTCP benefits. By introducing a novel way
of modeling the benefits of MPTCP, the intention is to shed light on the value
creation potential of multipath protocolsin the Internet connectivity market.

The benefits of MPTCP can be seen from two perspectives. Firstly, MPTCP
yields performance benefits to the users when they deploy MPTCP. Assuming that the
traffic on the Internet is unbalanced the users will be able to exploit the underutilized
capacity in the network which they will experience as increased throughput.
Secondly, MPTCP increases the bargaining power of end users since they can easily
switch between the paths. This will enforce the operators to increase the quality of
their network as well as lower the connectivity prices to retain customers.

As stated in [Warma, 11], a novel protocol needs to have relative advantage
compared to the existing technologies in order to trigger the adoption process.
Therefore, the model introduced in this chapter is based on the net benefit offered by
the protocol to a human user. The reason for taking the human perspective is that the
improved performance provided by MPTCP should lead to better quality of
experience (QoE) of the end users [Kilkki, 08]. The total value of MPTCP is the
aggregate net benefit of all MPTCP capable end users on the Internet.

Since MPTCP aims to utilize the network resources more efficiently, the protocol
will balance the traffic flows among the network providers by moving traffic from
congested to underutilized networks. If the benefits to the end users remain non-
existent, the protocol only results in a reallocation of the costs and benefits, and the
total value for the society will not increase. If MPTCP is capable of increasing the
throughput and resilience of connections so that the users will save time, the socia
welfare also increases.
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4.1  Assumptions

The costs and benefits of MPTCP are measured during a user session which consist of
several downloads. An example of a user session could be, e.g., atime frame during a
web surfing or downloading music pieces or applications from the content provider's
online store. Assuming that both end points support the protocol, MPTCP can be used
for client-server communication as well as in peer-to-peer (P2P) traffic. The model is
applicable for both communication types.

We argue that if MPTCP is capable of bringing value to the end users, their value
will aso turn into the benefit of content providers. In [Warma, 10] the proposal was
that the improved QOE in content providers service would result in some additional
application downloads. The limitation of the model is that users were assumed to
increase the application sales of a specific content provider. However, the
consumption increase of any type of communication service due to improved online
QoE ismore likely. Therefore, we do not consider the server side benefits explicitly.

A user session consists of multiple TCP or MPTCP flows. The number of flows
in a session depends on the applications which are used during the session. For
example, webpages consist of multiple objects which are embedded to the main
webpage, see, e.g. [Svoboda, 08]. The objects may locate in different servers which
require opening multiple TCP flows to retrieve the contents of the desired webpage
downloaded. The current MPTCP standard is fully transparent to the application layer
which means that MPTCP does not support opening new subflows to fetch web
objects located in different servers [Ford, 11]. The implementation of an extended
APl would allow applications layer protocols to better exploit MPTCP features but
aso reduce the compatibility with existing applications. In the model, we assume that
the API is transparent to the applications and a piece of content is retrieved from one
server. By the piece of content we refer to afull webpage or application which can be
utilized by end users.

End-to-end communication protocols are extremely prone to network effect
[Katz, 86] since the communication is not possible without capable peers. As stated in
[Kostopoulos, 11] the network effect, which increases the value of the protocol as a
function of protocol users, has a great impact on the MPTCP diffusion. However,
when the benefits of a single end user are explicitly concerned, the value of network
effects is only perceived through the improved QOE not the potential of
communicating with other MPTCP capable peers. Therefore, the costs and benefits of
MPTCP are not explicitly dependent on other MPTCP users in the network, which
was the assumption in [Joseph, 07] and [lannone, 10].

The proposed model considers only run time costs and benefits. The capital
expenditure required for installing software patch of MPTCP and acquiring
multihoming configuration are excluded from the model.

4.2  Benefits

The benefits of MPTCP derive from using several subflows simultaneously instead of
one TCP flow. In this paper, the modeling has been restricted on two subflows
although the existing specifications of MPTCP support several subflows [Ford, 11].
The reason for the assumption is that more than two subflows are unlikely to bring
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any significant benefit, if that is not the case with two subflows. Therefore, the value
creation of dual path communication is essential to elaborate.

The main strength of MPTCP communication compared to the regular TCP is the
capability of decreasing the probability for low throughputs during a user session. If
the congestion window in the first subflow reduces but the second subflow maintains
higher throughput the overall QoE remains satisfactory. The aggregate throughput can
be calculated by using expected value for each throughput level.

The effective throughput on each subflow is affected by the congestion control
scheme which adapts to the load level on different paths. The current congestion
control scheme in the MPTCP standard aims to move the traffic from more congested
to less congested paths, i.e., proportionaly to the available bandwidth on each
subflow [Ford, 11]. To estimate the aggregate throughput experienced by the end
user, approximations of the throughputs on subflows are needed. The maximum
throughput on each flow depends on the available bandwidth of the tight link [Jain,
03] by which we refer to a link with the minimum available bandwidth on the path.
Typically, the tight link is the radio interface since the fixed links in the core network
support higher capacities.

We propose a two-level approximation model to estimate the aggregate MPTCP
throughput. Depending on the path congestion, the user gets higher throughput with
probability p, on the first subflow and with probability p, on the second subflow.
The rest of the time the user experiences lower throughput on each subflow whichisa
fraction C, or C, of the higher throughput. Parameters p, and C; can be estimated

by carrying out measurements similar to [Jain, 03]. By monitoring the congestion on
different paths the average load level and the degree of fluctuations can be analyzed.
If the measurements do not expose any spare capacity in the parallel path, MPTCP
should be useless and parameters p, and C, decrease to zero and no transmission is
possible in the paralel path. Figure 2 shows the approximation of subflow
throughputs.
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Figure 2: Throughput approximation of subflows

Let us consider that the user has a certain download profile when downloading
content from the Internet. He downloads n webpages of size f, and reads each
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webpage time t; between each download. Depending on the throughput, the
download delay |, varies. The user can start reading the document only after the full

piece of content has been downloaded. The duration of the session is reduced if
MPT CP increases the aggregate throughput compared to the regular TCP because the
time consumed on reading the web pages is assumed to remain unchanged. Figure 3
illustrates an example of a user session.

Throughput

Figure 3: Example of a user download profilein a session

Once the estimation for users download behavior has been achieved, the
expected duration of the session can be calculated as follows:

E=Y,+t )

To be able to estimate the degree of MPTCP benefits we need to set a reference
benefit level. The natural choice for the reference benefit level is the user gain of
using single-path TCP communication. The approximation for expected transmission
delay with TCPis

f f
l=p—+Q1-p)—= 3
"B "cB

Similarly, the expected session duration of a user downloading content over
MPTCP can be calculated. The expected transmission delay with MPTCP can be
estimated by using Equation 4. The equation holds only if the throughputs of the
subflows are independent. This assumption does not necessarily apply in practice
since the data packets on different subflows may traverse same links and thus affect
each other’ s throughputs. However, the assumption is made for simplicity reasons.

f f, f, f, (4)
I, = p,p,——+p,(1— - L (- p)-p,)——
i = PP, B.+B, p,(A-p,) BB, A-p)p, B, +B, 1-p)A-p,) B+ G5B,

The throughput on the second subflow depends on the average end-to-end path
diversity which is discussed in Chapter 3. If the average inter-AS path diversity on the
Internet is low, a host can increase the end-to-end diversity by multihoming which
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guarantees that the first hops are digoint. We propose that the throughput on the
second subflow can be estimated as follows:

*

B, = dB; (5)

where d is the average Internet path diversity normalized between zero and one. The
equation says that if the path diversity in the network is 0.5, the links which deviate
can expose 50% of the maximum bandwidth on the second path. The maximum value
B, depends on the tight link on the second path which can be found out by measuring

as explained in Chapter 3. Although the relation between the path diversity is
somewhat simple, it indicates the importance of Internet path diversity in multipath
communication.

Based on the equations presented above, the gross benefit of MPTCP can be
defined as the difference of the expected session durations with and without MPTCP.

AE = Erep — Eyprer (6)

The reason for considering time as the most important component in the model is
that people undoubtedly value time. A more disputable question is the extent to which
they value it. [Pohjola, 07] proposed that the value of time in communication services
can be seen as an opportunity cogt, i.e., the lost net benefit of aternative activities.
While downloading the piece of content, users typically lose the potential to do more
valuable activities. The studies presented in [Niida, 10] show that users perceive
waiting time in communication services uncomfortable. However, the context dictates
the extent to which users tolerate waiting.

In addition to saving in time, MPTCP may yield other benefits for the user.
Depending on the access connection tariffs, the user may experience monetary
savings. If the user is connected via 3G which is often usage-priced, the user might be
willing to shift the load more on the flat rate-priced (or free) WLAN interface.
Balancing the traffic from aflat rate-priced connection to the usage-priced interfaceis
unlikely to happen unless the user experiences a significant gain in the throughput.
The savings in the connectivity costs can be estimated and taken into account in the
model when the price to transfer a megabyte of data is known. Since the proposed
approach considers the benefits as a function of transferred data, the connectivity cost
savings can be evaluated when the shifted data volume is known.

As proposed in Chapter 4.1, we argue that the end users do not explicitly value
the number of other MPTCP capable peers in the network. They rather perceive the
network effect through improved service quality. The more MPTCP capable peers
exist in the network the more they are able to use the protocol for downloads. If not
all the web services, that the end user accesses during the session, support MPTCP the
expected duration of the session should be calculated as presented in Equation 7.

Nrcp NvpTce

Everee = Z Erce + Z Everee )
i=1 i=1
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4.3 Costs

The most obvious cost component of MPTCP is the increased energy consumption of
the device. Increased energy consumption can be turned into a monetary cost since
the devices needs to be charged more often. Firstly, the establishment of several
subflows increases energy consumption. The more subflows are established the more
processing power is needed. If the transferred file during the MPTCP flow is short,
the control overhead might outweigh the benefits of MPTCP. [Raciu, 11] measured
the MPTCP performance and they proposed that MPTCP outperforms TCP in a data
centre environment when the file size exceeds approximately 220 kilobytes.

Secondly, multihoming configuration impacts the energy consumption of the
device. The study in [Wang, 10] characterized the energy consumption of different
radio technologies found in mainstream smart phones. The study shows that when a
radio interface is fired up, the energy consumption is excessive. The number of bits
which is transferred in the radio interface raises the energy consumption much less.
This means that energy-wise multipath transport only makes sense if the transmission
rates in the both subflows are high. The authors in [Miettinen, 10] analyzed the
processing to communication ratio with mobile cloud services. According to their
measurements, WLAN is very energy efficient with low data rates while 3G becomes
more energy efficient when the throughput is high.

The measurements in the above-mentioned studies were conducted by measuring
a single interface at a time. The overall energy consumption of parallel radio usage
during the session is a key issue from the user perspective. What should be measured
is whether the overall energy consumption in a session increases or decreases since
the data is transmitted and received faster and alowing a quicker turn off of the
radios. The simultaneous usage of two radio interfaces requires further study since it
may create interference problems.

Algorithms, such as the one developed by [Pluntke, 11], can be used to optimize
the energy consumption in devices. This kind of algorithms take into account the
overall energy consumption of radio interfaces including the stand-by energy
consumption. However, optimizing the energy consumption in multipath
communication, results in a decrease in throughput. This paper assumes that the end
user wants to maximize its throughput instead of minimizing the energy consumption.

In addition to the energy consumption, struggling with the MPTCP configurations
might introduce an additional cost to the end user. If the MPTCP implementation is
not working fully transparently and requires, for example, user decisions on which
interfaces to use during the session, the time saving of MPTCP may be overwhelmed
by the time consumption of configuration tasks. Finally, MPTCP may yield monetary
costs if the user starts using usage-priced interface instead of free or flat-rate priced
interface.

4.4  Total benefit

Having identified the benefit and cost componenets of the end user, the net benefit
and the total value of the multipath protocol can be formulated. The net benefit of
user j can be defined as follows:

NB, =AEv,—(e, +&,)u-tv, = f;p (8
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where AEj is the time saving calculated by Equation 6 and \7 is the value of time

for the user j. Increased energy consumption due to MPTCP processing and the usage
of two radios are marked as e, and€_, respectively. The increased energy

consumption can be turned into a monetary value by multiplying e, and €, by an
estimate of energy unit price u. Parameter t]-is the time period elapsed for

configuring MPTCP and its lost value can be estimated by using V; . Theincreased or

decreased connectivity charges are taken into account in Equation 8 by using the
current access prices of operators (p), and the data volumes which the user transfers

through a certain interface ( f j)- If the number of MPTCP capable users on the

Internet is m the total value of MPTCP is proposed to be the sum of their net benefits
as stated in Equation 9.

(9)

5 Mode application

Having discussed the costs and benefits of end-to-end multipath communication, this
chapter presents practical applications of the model. As proposed in the previous
chapter, the evaluation of the net benefit is divided into two parts: gross benefit and
inconvenience or costs incurred by the multipath transport. Two use cases are
presented as examples and compared to the case of singlepath TCP.

The modeling starts from estimating the user download behavior. Handset-based
measurements and data analysis (see, e.g., [Verkasalo, 09]) are possible ways to
increase understanding of users online behavior. By monitoring the behavior of
mobile users, statistics of a certain mobile service, such as browsing, can be extracted
from the data. For example, the number of HTML requests and the number of user
sessions per day can be used to figure out the data volume transferred in a session. A
more straightforward way is to extract the transferred data volumes per day as done
by [Falaki, 10]. The main conclusion of [Falaki, 10] was that the handset usage highly
fluctuates from the user to another and an average mobile user does not exist.
Therefore, the value of multipath communication should be analyzed separately for
different end user groups depending on their online behavior.

Let us assume that the user is communicating over 3G HSDPA interface. The
maximum download speed of the user’s 3G interface is 2000 kbit/s [Wang, 10] but he
only gets maximum of 1200 kbit/s when communicating over singlepath TCP. The
number of downloaded webpages is three. According to [Svoboda, 08], 6 kilobytes
was the mean of arequested webpage in UMTS networks in 2008. However, the sizes
of mobile webpages are presumably increased and browsing through several
analyzing tools reveds that today the sizes of mobile optimized webpages are
measured to be tens of kilobytes, see, for example [Website Optimization, 2012].
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Typically, the size of a normal web page not optimized for mobile usage, can be
several hundreds of kilobytes. We set 600 kilobytes (4800 kbit) as the size of a piece
of content.

The user reads the document 30 seconds before downloading the next. The user
regards the reading as desirable and the waiting time as uncomfortable activity. The
paths used for transferring the data have similar path characteristics. MPTCP users
experience better throughput 60 % of the time while 40 % of the time they experience
a throughput which is half of the maximum. To estimate the total value of MPTCP,
100 000 MPTCP capable users on the Internet are assumed. Table 1 summarizes the
assumptions.

Model parameter Symbol Value
Content downloads per session n 3
Size of the piece of content f 4800 kbit
Probability of higher throughput P, P, 0.6
Decline in throughput C,,C, 0.5
Reading time t 30s
Number of MPTCP capable users m 100 000

Table 1. Model assumptions

Applying the methodology proposed in Chapter 4 we obtain the reference level for the
expected session length.

Ep = ot (= p)——+t | = 3{0.6 4800KDIL_ , , _ 4800KDit +303} ~106.85
B, c,B 1200kbit /s 0.5-1200kbit / s

5.1  Multipath over 3G

When using MPTCP over the same physical interface the server which the user
communicates with should be multihomed. Otherwise, it is unlikely for subflows to
find any alternative paths. Since the maximum download speed of the 3G interface is
assumed to be 2000kbit/s, MPTCP can increase the throughput 800 kbit/s at most.
The average path diversity on the Internet is assumed to be low (d=0.3). Equations 2
and 4 yield 103.5 seconds for the expected MPTCP session lenght.

The results show that MPTCP decreases the uncomfortable time of the session
3.3 seconds. If the Internet path diversity has its maximum value and occasionally the
end user is able to achieve the maximum possible reception rate on the second
subflow, the expected duration of the session is reduced to 99.5 seconds which is
approximately 7.3 seconds less than with the regular TCP. If no time is lost because
of configuring the protocol, thisis the time that the user saves for using MPTCP.
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By using Equations 8 and 9 the total value of the protocol can be evaluated but
first the estimates for value of time, increased energy consumption and energy price
are needed. Let us say that the value of time is 0.5 €/min which is the value used by
[Pohjola, 07]. The energy consumption due to increased processing might increase for
example 0.02 W during the content reception compared to the TCP session. The price
of the energy equals 15 centgkWh which was the average price of energy for
household consumers in Finland in the first half of 2011 [Eurostat, 11]. If no other
costs or benefits incur the user net benefit during a session is 2.722 cents with lower
diversity and 6.06 cents with higher diversity. Assuming 100 000 MPTCP capable
users with similar download behavior on the Internet, the total value of MPTCP
reaches 2722 € and 6060 € respectively.

5.2  Multipath over 3G and WLAN

Let us assume that the user starts using the WLAN interface for the second subflow.
The maximum throughput in the interface is 10 Mbit/s [Wang, 10]. Path
characteristics remain the same as in the previous example. If the path diversity
remains low (d = 0.3) the expected duration of the session is 94.6 s while the best
possible diversity would reduce the session length to 91.8 s. Thus, in the best case,
MPTCP is able to reduce the session lenght very close to the total reading time.

In addition to the energy consumption due to MPTCP processing, the increased
energy consumption using two radios could be, for instance 1 W. Since the user starts
communicating over two interfaces, the configuration increases the length of the
session with 5 seconds, for example. If the energy price and value of time remain the
same as in Chapter 5.1, the total benefit is 6021 € with low path diversity conditions
and 8365 € with the highest path diversity. Without the time consumed in configuring
the interfaces, the total benefit values are 10 186 € and 12 530 € respectively.

If the user is charged per usage in the 3G interface, the net benefit increases even
more when he changes to fixed-priced or free WLAN interface. Usage-based pricing
is common, for example, when users are roaming outside their home country.
European Union has set an upper limit for the roaming charges which is 50
centMbyte but we assume 10 cents/Mbyte in the calculations. Thisis the amount of
money that user saves by sending data on the second subflow through WLAN
interface. Taking into account these cost savings, the net benefit of a MPTCP user
increases up to 19.74 cents and the total net benefit of all MPTCP users up to 19 740
€ with low path diversity.

WLAN and 3G access interfaces have relatively asymmetric throughputs which
raises a question whether the user should switch the whole traffic to the WLAN
interface when he comes in the coverage area of a certain access point rather than
communicating over two radio interfaces. Assume that the user communicates only
over WLAN interface with similar path characteristics as before. He gets, for
example, a maximum throughput of 6000 kbit/s with singlepath TCP which results in
an expected session length of 93.36 seconds. This is very close to the session length
of multipath TCP and it is achieved without the cost of increased battery consumption
or the struggle of configuring physical interfaces. Calculating the total value of
singlepath TCP over WLAN results in a total value of 11 190 €. This indicates that
singlepath TCP can be outperform MPTCP in some conditions when only a dight
increase in energy consumption due to processing is assumed.
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6 Discussion

The model in this paper evaluates the economic potential of end-to-end multipath
protocols on the Internet. It explicitly identifies the factors which affect the
adoptability of MPTCP from the end user perspective in the early phase of the
adoption process. To better communicate these factors to the readers, unnecessary
complexity is avoided.

The model could be extended to cover more precise and even continuous
probability distributions. During the model development, TCP throughput
distributions measured in [Franceschinis, 05] and [Halepovic, 08] were approximated
both with two- and eleven-level probability distributions with the same average value
and standard deviation. The analysis showed only a margina difference between the
MPTCP gains. Only if the throughput has occational drops close to zero, the two-level
distribution yields over-estimated results for MPTCP. To cover this case, a more
precise probability distribution should be applied.

If the singlepath TCP or combined MPTCP throughput transiently drops to zero,
our modeling as such cannot be applied (due to a zero value in the denominator).
However, from authors perspective this seems unlikely but if it happens, the case of
zero transmission should be considered separately in the value analysis.

The proposed model only considers interactive data exchange. The benefits of
services using streaming technologies, such as real-time video, cannot be estimated
with the proposed model. However, similar modeling method could be developed also
for estimating the value of real time multipath communication which could be worth
of further study.

A limitation of the model is the relation between the path diversity and the
increased throughput. The model assumes that Internet path diversity increases the
throughput on the second subflow linearly. However, the path redundancy in the
shared bottlenecks might be more valuable than in the links which do not often
experience congestion. If many digoint paths exist in the first hops but many hosts
share one link to a certain destination in the middle of the route, MPTCP may not be
able to alleviate the congestion problem. The relations between the path diversity and
increased throughput can be refined after the required measurements have been
conducted, and the understanding of the Internet topology and congestion state has
increased.

Chapter 5 applied the proposed methodology in basic use cases of MPTCP and
compared its value to the regular TCP communication. The results indicate that with
the current energy price MPTCP does not introduce a significant monetary cost to end
users. Bigger pain is caused to the end user if the battery drains in the middle of an
important session. However, the impact of the energy cost may change in the future
when energy prices are increasing globally. Therefore, low energy consumption may
become a critical feature not only for multipath but also for other networking
protocols.

Depending on the market, the model can be also applied in many alternative
scenarios and contexts taking into account those aspects which are relevant for the use
case in question. An example of an alternative scenario is the Indian mobile market
which is known to be highly competitive [Sridhar, 12]. Users in India currently
acquire multiple WAN connectivity subscriptions to find the cheapest and best quality
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voice connectionsin different locations. Therefore, Indiais one of the countries where
people favour using dual-SIM phones [Sheshagiri, 07]. In the future, a dual-SIM
capable device combined with MPTCP might allow using, for instance, multiple 3G
interfaces simultaneously. The advantages of MPTCP are pronounced when the
throughput on both radio links is limited. Enabling the concurrent usage of several
limited access connections might result in an acceptable user experience.

As stated earlier, the proposed approach concentrates on modeling the value of
the protocol in the early phase of the adoption process. In the longer term, when the
number of MPTCP users increases, the network resources will be used more
efficiently and the load level of the most congested links in the operator’s networks
will decrease. However, the available capacity released by MPTCP will eventually be
filled with increased data volumes generated by the existing users and new
subscribers. This means that the throughput gain achieved by MPTCP may remain
short-term. However, MPTCP and other multipath protocols increase the bargaining
power of the end users which increases the pressure for | SPs to improve their network
quality and to decrease connectivity prices. Thus, the multipath protocols, if adopted,
will eventually benefit end users. However, modeling the value of increased
competition should take a yet another approach compared to this study.

7 Conclusion

By using MPTCP as an example protocol this study has modeled the net benefit of the
end-to-end multipath communication in a user-centric manner. According to the
model, multipath TCP seems initially more appealing to wireless end hosts when used
over one access operator at a time compared to running several access operator
connections in parallel. The concurrent usage of multiple radio connections increases
the maximum throughput but the additional energy consumption or struggle with the
protocol may outperform the benefits. As the battery technologies improve in the
future, simultaneous usage of several radio interfaces might become a compelling
aternative. The conclusion is that the Internet-wide load balancing may develop
initially on a per session basis and later on proceed towards more rea-time load
balancing that requires specific multipath protocols such as MPTCP.

The overall value potential of Internet-wide end-to-end load balancing depends
essentially on measurable parameters. path diversity and unused capacity. Our model
alows quantification of the total net benefit provided that statistically sufficient field
measurements can be performed. Such measurements are an obvious, athough
challenging next step in the research. We anticipate that measurements will show
differences in value potential between parts of the Internet, for instance between
geographical areas. Also, this type of user-centric and measurement-driven value
modeling can be useful for protocols other than multipath, which opens another
direction of future research.

From the market perspective, multipath communication is significant since it
increases competition. More flexibility is given to end users to choose their access
providers, which increases competition between operators and eventually may push
access prices down. This raises an intriguing tussle between end users and operators
about the control of (multipath) communication on the Internet.
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