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Abstract: This paper describes in brief a basic framework for implementing a tdemetic-platform for
patient oriented services We firg show the current Stuation in the medicd fidd and work out the
requirements for an integrating platform. Afterwards we introduce Active Node Technology (ANT), the
technology the platformwill be based on.

1 Introduction

The dways increasing life expectancy and the increesng number of long term and care
patients has led to a dramatic exploson of cogts. The god of implementing a tdlematic-
plaform for patient oriented servicesis to increase the qudity of hedth care while reducing
the cogts through an efficient employment of information and communication technology. A
consortium in Germany headed by the Deutsche L uft- und Raumfahrt (DLR) isdeveloping a
system which will provide nationd accessfor al.

The basic dement of the system will be an integrative, network based workflow system
with a realtime database — the telematic-platform. The platform should provide a simple and
easy to extend standard, bringing together all involved parties as there are patients and health
care staff and other users, service provider or device manufacturer. This will set national and
international standards and thus reduce the uncertainty for developers and service providers.
Based on this platform, health services will be provided. Some examples of planned services
are: monitoring of heart circulation patients at home (e. g. before and after an operation),
communication services for care patients, integration of doctor's practices and emergency
services, administration services, expert databases and more.

Patient data including medical as well as administrative information is stored at the
moment at many different places on different systems. The doctor often lacks the results of
previous examinations and thus repeats the examination or even more dangerous, does not
make the right diagnosis. Using the platform, patient data will still be stored distributed
physically. But it will be virtually available as a single, structured patient record. Data in such
a complex system can be of various type. There can be simple textual information,
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multimedia documents as X-ray images or even redtime data like ECG or EEG records. For
that reason a further requirement for the platform is to be open for current and future data
dandards

On the other hand patient data may be very sengtive. Only authorized people may be
dlowed to get access Sometimes even the patient himself may not be authorized to read his
data (think of acriticd illness of apsychologica unstable person). Beyond the problematic of
thisin generd, thereisastrong request for security and confidentidity on the platform.

In the following section we will work out the requirements for a telematic-platform and
show the improvementsit can make over the current Stuation. After that we introduce Active
Node Technology, a data and communication framework which serves as the basic
technology for the platform.

2 Current Situation and Requirements for a Platform
2.1 Integration

At the moment in the medica sector there is alarge number of incompatible platforms. This
isdueto thefact that existing sysems are only designed for oneloca zone. (E.G. only for one
specific Hospita) Further the aspect of data exchange has been treated to be unimportant or
even has not been taken into account. Up to the lagt few years there were no adequate
trangport mediums available, but with the rapid growth of networks we now have the
possihility to think about the integration of different systems.

Although sometimes a complete reengineering of such local systems will be necessary to
get them fit into a nationd or internationa platform, the main god of integration must be the
preservation of invesment. Therefore an integrative platform must be consdered as a higher
layer serving as an interpreter. Gateways allow to extend the framework and to ‘plug in’
existing or newly developed systems.

Existing systems are implemented not only for local use, but they are based on different
platforms technically. Thus an integrative layer should be platform independent. Java as a
platform independent and worldwide accepted and widespread language will serve this
requirements best. In addition Java allows both, to get the interface of the platform simple and
easy to extend.

A simple interface is important to reduce development costs for system integration and to
get accepted by the industry. Java is widespread, it has a simple language syntax and comes
with a large library. Together with a simple interface definition this solves the conditions for
an easy platform. Second, an easy extension of the platform is indispensable. We can not
know yet which requirements future medical services will request. With Java we can use
dynamic loading of classes, allowing simple integration of new modules.

2.2 Distributed System - Global View

It will not be possible to store and manage the huge amount of data the platform will have to
handle centrally. Nevertheless, the user of the platform will want to get a global view on
relevant data. In addition, not only data will be handled by the platform, also distributed
services will be offered. And the user should get access nationwide or even worldwide.
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To fulfill these requirements we use the concept of digtributed server and clients but offer
agloba address space for dl dataand services. Think of this virtua address space asalarge
file-system, organized hierarchicaly. Navigating down the tree, the user will vist different
spaces and sarvers trangparently. Although the user connects to different machines and uses
different services he has theimagination of serving one sngle gpace.

The users view of the medicd framework depends on his current role, (doctor,
gewardess in an emergency role, ...) on his current location and on his persona settings.
Although the address space is global for each user it isnot unique or datic. Quite the reverse,
each user gets an adapted view, fitting his requirements. Thisisavery important feature of the
framework. Heaving only one datic address space would very soon led to a logt of
comprehenshility.

Additiondly, dients and server in this framework get the same inteface and can
therefore interact with equa rights. A gateway or another software module written for aclient
can be used on asarver asit is On the platform, the borders between dlient and server become
blurred and sometimes they will even change roles. Thus the platform is more a network of
partners than of dients and server. This makes development and integration of new services
an easy task.

2.3 Collaboration

Mog current systems focus on the storage, processing and retrieval of data A telematic-
platform for patient oriented services must include collaboration. Collaboration not only asa
support for communication like email or cha. Collaboration in this environment means
posshilities to perform collaborative work on data An example could be the "online
pecidig knowledge'. A practica doctor who asks a X-ray specidigt for his opinion on a
digtinct X-ray image. Or the request of one doctor on another to check hisdiagnosis, knowing
that heisaspecidist for that kind of illness.

A plaform with collaboration festures will better connect people, using knowledge more
efficient and overcome the problems of geogrgphicaly distant operating medica daff.
Collaboration will strongly be used between care patients at home and the hospitdlsand e. g.
between a flight atendant tregting an emergency patient and a doctor on the earth. Such
collaboration datamight be ECG datato find out the danger of an emergency or to control the
patient while he deeps. Thus the support of collaboration is one very important requirement
for the platform.

2.4 Multimedia

Even if you gain control of the problemétic of data exchange between different systems there
is a further problem: Current systems do not use the potentid of multimedia data. Although
some sysems can handle specific data like ECG streams they are not able to link them
together. And a complete patient record considts of dl posshle data types. To meke a
diagnogs, the doctor needsdl theinformation of apatient, current and previous.

Thus an adequate platform must support al types of multimedia and redl-time data. Not
only known data formats must be include, the platform must be open to integrate data types
and services not yet invented. A powerful concept isto use a sdf contained object oriented
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goproach. Data, and means to handle that data (e.g. viewing or editing) are bundled and
shipped together. Thus inventing new datatypesisvery easy. As atechnica solution for this
gpproach we choose the usage of the programming language Java in combination with the
Java-Beans Activation Framework of Sun Microsysems. We assume a rgpid soreading of
thistechnology and have therefore included the concept in the platform.

2.5 Structured Data

Petient datawill become very extensive and many different people are interested in this data.
To serve the needs of the user, the information will have to be dructured effectively.
Structuring has a number of agpects. A defined structure for patient records means to provide
different views on the same data. So adoctor may view al the data of one examination or dl
data according to a spedd discipline like X-ray or eye dissases A defined dructure is
necessary to make different patients data comparable either for expert sysems or for Satidtical
research.

But structuring cannot stop a the document level. The document itsalf will or must be
gructured. Concepts like HTML are not adequate since structurd information and content are
mixed in one document. The upcoming XML standard may be one solution to think about. At
the moment one information management sysem fulfills mogt of the requirements
Hyperwave [Maurer 96]. It is object oriented and dlows to creste well structured information
and to include multimedia

2.6 Security

One of the mogt critical agpectsfor the acceptance of atelematic-platform for patient oriented
servicesis security. It is no sarvice of the platform it is a necessary condition. Security in this
aea covers two different aspects restrained and controllable access to data and
confidentidity.

It isobviousthat patient detais very sengtive. Additiondly access and management of datais
restricted by law. Only authorized user should gain access to different types of data But it is
not thet easy to determine who and when should get which accessrights. Doctors, politicians,
patient representationd and different organizations will discuss the problematic possibly
forever. In addition accessrights are very often case sendtive, think of an emergency Sitution
asanexample,

A platform must include a security concept, including the use of smart cards, encryption,
secure data transfer, dynamic user management and access logging. (With access logging
each request for sengtive dataislogged and the affected person gets periodicaly reports of dl
people which had access to the data. Thus access can be checked and if abused be punished
by justice,)

The second aspect of security is confidentidity. If the patient record exigts in written
paper, the doctor can view the sgnature on the document and thus trust it. If Stored
ectronically, the author of each document must be unequivoca acertaingble. Therefore, eech
document will have to be signed to guarantee that the document has not been changed by
another person. At this placeit should be mentioned that the term document is more complex
than it seems. To get its correct meaning a single document often is based on a number of
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other documents. If one of the goplied documents is removed or changed, the note or
diagnosis may get meaningless or even wrong. This means that a platform will have to
include versoning and sgning of documents within their context. The problem of
confidentiaity isnot treated in more detail in this document.

2.7 Roles

At lagt we want to describe another requirement for a telematic-platform. We mentioned
above, that there are alarge number of different people who will use the platform. And eech
of them will usudly have more than onerole in the system. A doctor will aso be apetient, a
flight attendant as normal user may sometimes bein the role of an emergency staff, amedica
sudent may be interested in satistical data as well as having to treat some patients and will
have night duty with reponsibility for more patients than over the day for example.

This implies the requirement for an essy to manage, highly dynamicaly user
management. It dso has to provide the posshbility to gain extra access rights without
complicated adminigtration. (eg. in case of an emergency Situaion)

In addition the system must provide different views of the whole system depending on
the current role the user is in. This includes data as well as services An administrator of a
health insurance company will need data like patient 1d or cost of astay in hospital but should
never gain access on medica data while it may be vise a versa in the doctors view. Other
possible views are anonymous satigtical data for research or controlling a medicine. Another
useful service may be an expert database which possibly automatically checks the patient data
for congpicuous patterns.

3 Active Node Technology (ANT)

Thefollowing chapter introduces ANT, the basic technology of the platform. ANT will fulfill
some of the requirements worked out above, otherswill be reeched by adding components to
the ANT network, like Hyperwave server technology, security and encryption modules,
logging servicesand more. ANT isimplemented in pure Java. ANT istherefore per definition
platform independent. Loading of classes is done a runtime, thus dynamic extension is
inherited from Javatoo.

Active Node Technology or short ANT isatechnology to provide avirtud globa space
of interconnected active objects. The virtud address space describes the base idea of this
technology. But only when considering the other congtituting functions of ANT it reechesits
full potentid. The functions are implicit structuring of objects, property support,
asynchronous as well as synchronous communication, a specified service interface, included
Security mechanisms and not at least drict digtinction between location/protocol and data

(mimetype).
3.1 Virtual Address Space
The virtual address space is much like a file system, especidly like thet one of UNIX. The

addressing garts with one and only one singleroot object. All other objects are children of the
root object or their children. So al objectsin ANT congtitute asingle, hierarchicd but virtud
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structure. The double dimension of theword virtua will beworked out |ater.

ANT Spaces

. mounter

C] standard ANT
Figure 1

Since each object hasa single position it can be assigned an unambiguous address. Asan
example, the address of the object ‘joe’ in the image abavenip/ col | / j oe. Each
object can therefore be identified and found very easy. Looking at the tree structure of the
object hierarchy it is obvious, why we choose an explorer, the ANTEXxplorer, as the basic tool
for operating with ANTSs. (Here and later ANT is used as a term for an object in the hierarchy.
The term ANT is no accident. It should make clear, that we operate with interconnected and
communicating, independent objects.)

The top of each virtual address space is formed by the so called runtime space. The ANT
of this space only exists in memory. Subspaces of that may be objects at any location. There
can be file ANTs, http ANTS, remote ANTs and more. Subspaces are generated by a
mounter. The procedure to mount a subspace is similar to mounting in UNIX. There you first
generate a directorgkdi r ) and then you mountréunt ) any device on it. Thus you can
access the content of e. g. a CD-ROM as if it is a subdirectory of the mounting point. The
picture above shows two spaces mounted, wiyereandcol | are the mounters. The
mounter is always part of the parent space.

Mounted spaces like the content of a Hyperwave server may not exist physically on the
mounting Java Virtual Machine. Only the mounter really exists, the spanned subspace is
provided by the mounter as a virtual subtree. But this is transparent to the user, all objects
seem to be part of one large address space.

Spaces mounted in ANT are not only passive data like data on a file system or on a
WWW server. You can also mount the ANT tree of another machine and thus get access to
all objects mounted there. So if each server in a network mounts a number of other servers
you will find the content of all of them by virtually navigating down only one single address
space.

Beyond the mounting of data access protocols like ftp or file and mounting of other ANT
trees, you can use the mounting facility to mount services. Thus a logging service or a
telephone book service will be mounted the same way as structured data. The folders and
subfolders will show a structured view of offered services. An electronic store thus can
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provide aview of al products structured by department and additiondly by label. Sdecting a
product you will get dl information you need about it and you will be able to buy it eg. by
usage of drag and drop, or any other smple interaction. If not needed, the mounter may even
have no children just providing some services without the usage of structuring.

3.2 Structure modification

One fundamenta function group of ANT is the structure modification operation. If you for
ingtance want to move thefilea into the remote machines folder i r ¢ you smply processthe
following ingtructions (Smplified):

Ant a = new Ant ("/api/doc/a");

a.nove("/tnp/coll/joelirc");

Further, ANT has native support for creetion, remova, copying, moving, linking and
mourting. So the most important operations for eg. publishing documents are built in
functiondity of ANT. Using the native ANT tool, the ANTExplorer, this operations are
smply done with drag and drop or menu calls. Downloading of documents from any location
using any protocol worksin the same way.

Moving or copying of objectsis very smple. Since objectsin ANT are dlive, they can
move them sdif thus implementing agents. If they want to leave a secretary at the old place
they smply creste a link. Provided the access rights, objects can travel around gathering
information and processing data.

3.3 Properties

All ANTs support properties, key — value pairs. You can perform all common operations on
this properties. So you can modify access rights on a file system by changing properties or
adding a second name for an object in Hyperwave. With the ANTExplorer you can modify
properties by using a submenu of the context menu or the file menu.

3.4 Communication

ANTs have built in support for synchronous as well as asynchronous communication. In
addition you can invoke any method on the destination object (if allowed). The mechanism is
much like RMI [Sun Microsystems 97] but usage is easier. The ANTSs thus provide all the
means to simply set up collaboration services from simple chat mechanisms over workflow
controlled collaborative work to collaborative work on shared data.

3.5 Services

Each ANT can define its own services. This may be simple services like providing a local
print stream, more special services like property editors or even extended services like server
administration, workflow management, user logon and management and more. Services may
have a visualization, most times they will have one. With the ANTExplorer you will access



Zwantschko B., Freismuth D., Schmaranz K.: Telematic Platform ... 863

sarvices by firg selecting the ant you want the service from and then selecting the gppropriate
submenu in the context menu or in the tools menu.

Providing services is a very powerful and smple means of ANT. To provide services
you smply write a gpecid mounter, eg. a conference submission mounter. Once mounted,
any user can navigate to your submisson folder. There he will be presented some nice
documents and in addition find al your services in the context menu of its ANTExplorer.
Submission of adocument issimply done with drag and drop or by providing an URL.

3.6 Data

One of the mogt important features of ANT is the separation of data on the first sde and
protocols and dructure on the other Side.

ANT Sphere Data Sphere
structure &protocol  JavaBeans Activation Framework

Source Handler Object

AW

Data _ .| Comand
Handler = T Map

Data | |DataContent Eommand

Figure 2

The ANT sphere provides al the handling of different protocols. It is completely
transparent for the user where the data comes from and which protocol is spoken. The ANT
sphere provides a sructure, the virtua address space. The data share is completely separated.
It is based on the mime type of the dataand is not interested in any protocol or sructure. We
use the JavaBeans Activation Framework [Cader 97] of Sun Microsystems (in short JAF).
Using ANTs you smply say getData) setData() to access the data while data-handlers will
do the work for you. So storing afile or publishing a document on a http server ssemsto be
the same. And uploading files to a sarver is amply done with drag and drop in the
ANTExplorer.

The JAF provides commands for each data type. Commands can be editors, viewer and
more. To get a command for a diginct ANT you smply use the context menu of
ANTEXxplorer or thefile menu respectively.

3.7 Security

As mentioned above, security and confidentidity is fundamenta for a telematic-platform for
patient oriented services ANT provides Smple and trangparent means to deal with this
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requirement. The first security mechanism concerns data transfer. Connections between
different ANT systems are done via secure connections (e.g. SSL), thus providing security at
the trangportation layer.

The second mechanism uses a ticket vadidation system for checking and logging eech
request for secure data. Each time a user tries to access protected data, he is requested to
provide a suitable ticket. Thiswill be done by aticket factory, abuilt in service of ANT. The
ticket itsdlf is a multiple encrypted piece of data, containing informetion like signer, date of
issue, vaid period, issuer and more. When cregting a ticket the factory pops up a didog to
inform the user of the type of request he should sign and will possibly ask the user for an
gppropriate combination of login and password. When using smartcards the user will only
have to agree the request by clicking ok. Each issue of ticketsis logged at the issuing server,
0 supervison and later checksare possble

4 Examples using ANT

Although invented as a concept for a tedematic-platform for petient oriented services, the
ANT concept is suitable for much more fidlds. Examples where we currently use ANT are
Hyperwave server data visudization and navigation aids and server adminigtration and
publishing. The badic tool therefore is the mentioned ANTExplorer, so eg. downloading of
even multiple documents to the filesystemn, or any other system, can be done by drag and
drop.

Another example is a controlling tool for digributed organizations. Based on Hyperwave for
storing data and providing the user management specid CHRONOS ANTS provide services
like cregting a project plan, online recording of working time for each projects collaborator
and toolsto create reportsand deviaion anayss.
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