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Abstract: Ciphertext-policy attribute-based encryption (CP-ABE) is an access con-
trol mechanism where a data provider encrypts a secret message and then sends the
ciphertext to the receivers according to the access policy which she/he decides. If the
attributes of the receivers match the access policy, then they can decrypt the ciphertext.
This paper shows a relation between CP-ABE and identity-based encryption (IBE), and
presents a bi-directional conversion between an access structure and identities. By the
proposed conversion, the CP-ABE scheme constructed from an IBE scheme will inherit
the features, such as constant-size ciphertexts and anonymity, from the IBE scheme,
and vice versa. It turns out that the proposed conversion also gives the first CP-ABE
achieving access structures with wildcard and constant-size ciphertexts/private keys.
Finally, we prove the CCA security for confidentiality and anonymity.
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1 Introduction

In an attribute-based encryption (ABE) scheme, if the attributes of users satisfy
the access policy (also called access structure) which is decided by other user-
s, then they can decrypt the ciphertext. The first ABE scheme was proposed
by Sahai and Waters [Sahai and Waters, 2005], which is an extended concept
from identity-based encryption (IBE). In such a scheme, an encryptor can send
the ciphertext to many users by indicating the attributes about the expected
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receivers, and those users who possess the attributes matching the attributes
assigned by the encryptor can successfully decrypt the ciphertext.

ABE has a variety of applications [Li et al., 2019, Yu et al., 2017a, Yu et al.,
2017b, Yu et al., 2018, Xue et al., 2019]. There are two types of ABE, key-policy
attribute-based encryption (KP-ABE) [Attrapadung et al., 2011, Goyal et al.,
2006, Ostrovsky et al., 2007] and ciphertext-policy attribute-based encryption
(CP-ABE) [Bethencournt et al., 2007, Cheung and Newport, 2007, Goyal et al.,
2008, Liang et al., 2009, Waters, 2011]. The difference between these two types
depends on where the access policy is, on the ciphertext or the private key of a
user. In a key-policy ABE scheme, the access policies are associated with users’
private keys and a set of attributes are associated with the ciphertexts. If the
attributes associated with the ciphertext satisfy the access policy of the private
key, the users with such private keys can decrypt the ciphertext. However, in
KP-ABE, the data providers must trust the key generation center (KGC) who
should issue the correct private keys of users with appropriate policies. In other
words, the data providers have no control to determine who can access the data
except the choice of attributes for ciphertexts. On the other hand, in a ciphertext-
policy ABE scheme, the access policies are associated with the ciphertexts and
a set of attributes are associated with users’ private keys. It means that users
can decrypt the ciphertext if and only if the attributes associated with users’
private key satisfy the access policy of the ciphertext. That is, the data providers
can enforce access policies themselves to determine who should or should not
be allowed to decrypt, and the KGC has no control over the access policies.
Compared with KP-ABE, CP-ABE may be more flexible and practical for many
applications, such as cloud computing. This work focuses on CP-ABE.

Nowadays, many works on CP-ABE have been proposed [Balu and Kup-
pusamy, 2010a, Balu and Kuppusamy, 2010b, Chen et al., 2013, Chen et al.,
2011,Emura et al., 2010,Ge et al., 2012, Guo et al., 2014, Herranz et al., 2010, Lai
et al., 2011, Miiller and Katzenbeisser, 2011, Nishide et al., 2008,Padhya and Jin-
wala, 2014, Phuong et al., 2014,Phuong et al., 2016,Rao and Dutta, 2013, Tran et
al., 2012, Wang and He, 2016,Xu and Lang, 2015, Xu et al., 2013, Yadav, 2015, Yu
et al., 2008, Zeng and Xu, 2014, Zhang et al., 2014, Zhang et al., 2016, Zhou and
Huang, 2010, Zhou et al., 2015]. There are two directions in the development
of CP-ABE. One is to improve the performance, such as the length of cipher-
texts/private keys and the computation cost of encryption/decryption. It brings
out large communication cost in data sharing if the length of ciphertext/private
key increases linearly depending on the number of the attributes. It is a good
property if a CP-ABE scheme supports constant-size ciphertexts or private keys.
There have been lots of works [Chen et al., 2013, Chen et al., 2011, Emura et
al., 2010, Ge et al., 2012, Guo et al., 2014, Herranz et al., 2010, Phuong et al.,
2014, Tran et al., 2012, Zhang et al., 2014, Zhang et al., 2016, Zhou and Huang,



184 Tseng Y.-F., Fan C.-L, Lin C.-W.: Provably Secure Ciphertext-Policy ...

2010] dealing with the problems mentioned above. The other direction is to im-
prove receivers’ anonymity. That is, hide the access policies on the ciphertexts,
since the access policies may disclose the receivers’ private information during
transmission. ABE with hidden access policy will achieve receiver anonymity.
In order to avoid the attacks from adversaries, many works have been pro-
posed [Balu and Kuppusamy, 2010a, Balu and Kuppusamy, 2010b, Lai et al.,
2011, Miiller and Katzenbeisser, 2011, Nishide et al., 2008, Padhya and Jinwala,
2014, Phuong et al., 2016, Wang and He, 2016, Xu and Lang, 2015, Xu et al.,
2013, Yadav, 2015, Yu et al., 2008, Zeng and Xu, 2014] in addressing the issue
of hidden access policy. In addition, there are only four CP-ABEs in which the
access structures achieve hidden access policy and constant-size ciphertexts or
private keys simultaneously [Doshi and Jinwal, 2011, Li et al., 2012, Rao and
Dutta, 2013, Zhou et al., 2015].

1.1 Contributions

We discover an interesting relation between CP-ABE and IBE. The discovery
inspires us to present a new generic construction of CP-ABE and IBE. We can
construct a CP-ABE scheme from an IBE scheme by the proposed method, and
vice versa. The main ideal of our method is to convert an AND-gate only ac-
cess structure into an identity, and vice versa. Moreover, we also design two
algorithms for converting an access structure in DNF into a set of identities,
and vice versa. By adopting these two algorithms above, we can construct a
CP-ABE scheme from an identity-based broadcast encryption (IBBE) scheme,
and vice versa. The proposed conversion method would preserve features, such
as constant-size ciphertexts, anonymity, wildcards, etc. Furthermore, our con-
version method gives the first CP-ABE achieving hidden access structures with
wildcard and constant-size ciphertexts/private keys. It may also imply some im-
possibility. For example, we can prove that one can never achieve hidden access
structures and constant-size ciphertexts simultaneously in a CP-ABE supporting
access structures in DNF. Furthermore, we provide the proof of the uniqueness
of our conversion method and prove the CCA security for confidentiality and
anonymity, which demonstrates the security of the proposed conversion.

2 Preliminary

In this section, we first give the definition for two access structures and use them
in our proposed method. Then we provide the definitions and security models
associated with CP-ABE, IBE, and IBBE.

2.1 Access Structures

There are two types of access structures in the proposed method as follows.
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Definition 1. (Generic Access Structure [Beimel, 1996]) Let P = { Py, Ps, ..., P}
be a set of parties. A collection A C 2{P1:P2--Pn} is monotone if VB, C: if B € A
and B C C then C € A. An access structure (respectively, monotone access
structure) is a collection (respectively, monotone collection) A of non-empty
subsets of {Py, Py, ..., P}, i.e., A C 2{P0P20 . Pal\ [} The sets in A are called
the authorized sets, and the sets not in A are called the unauthorized sets. We
can also represent the generic access structure as a disjunction of conjunctive
clauses, i.e. disjunctive normal form (DNF).

In our context, the role of the parties is taken by the attributes. Thus, the
access structure A will contain the authorized sets of attributes.

Definition AND-gate-only Access Structure The universe of attributes is
denoted by U and the size of the universe is |U|. We can use an AND-gate-
only access structure A such as (atty AND ... AND att,, ), where 1 < n < |U].
It also can be written as a set of attributes, e.g. A = {atty,atts,...,att,}. Let
S ={X1,.. X}, where 1 < n < |U|, be an attribute set of a user. We say that
S satisfies the access structure A if and only if att; = X;, for all 1 < i < n,
denoted as S <X A. By the definition of “monotone access” shown in Definition
1, we note that the AND-gate-only access structure is non-monotone.

In our conversion method, we will use another access structure as well, called
“and-gate with wildcard.” It means that there are “don’t care” attributes in an
access structure, denoted by the symbol “x”.

2.2 Definition
2.2.1 Ciphertext-Policy Attribute-Based Encryption

A CP-ABE scheme includes the following four algorithms:

- Setup(1'): The private key generator (PKG) takes a security parameter [ as
an input. Then it outputs a master secret key M K and a public key PK.

- KeyGen(PK, MK,U): The PKG takes the master secret key MK, the at-
tribute set of user U, and the public key PK as inputs. It outputs the private
key SKU

- Encrypt(M, PK,A): The encryptor takes a message M € {0,1}*, the public
key PK, and the access structure A as inputs. It outputs a ciphertext C'Ty.

- Decrypt(CTx, SKy): The decryptor takes the ciphertext CTy and the pri-
vate key SKy as inputs. It outputs a message M.

These algorithms must satisfy the correctness condition, that is, for SKy «+
KeyGen(PK,MK,U) and CTy +Encrypt(M,PK, A), we can decrypt the
ciphertext from Decrypt(CTy, SKy) = M if U < A.
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2.2.2 Identity-Based Broadcast Encryption

We slightly modify the algorithms Encrypt and Decrypt from an traditional
IBBE scheme. The modified IBBE scheme includes the following four algorithm-
s

- Setup(1!): The PKG takes a security parameter [ as an input. Then it out-
puts a master secret key M K and a public key PK.

- KeyGen(PK, MK,ID): The PKG takes the public key PK, the master se-
cret key MK, and the identity ID € {0, 1}! as inputs. It outputs the private key
SK]D.

- Encrypt(M, PK,S): The encryptor takes a message M € {0,1}*, the public
key PK, and a set of identities S = {ID,...ID,} of receivers as inputs. It out-
puts a ciphertext CTg.

- Decrypt(CTs,SK;p): The decryptor takes the ciphertext CTs and the pri-
vate key SK;p as inputs. It outputs the message M.

These algorithms must satisfy the correctness condition, that is, for SK;p +
KeyGen(PK, MK, ID) and CTs +Encrypt(M, PK,S), then we can decrypt
the ciphertext from Decrypt(CTs,SK;p) = M if ID € S.

Note that, in this definition, if we stress that the receiver set only contain one
identity, then we will obtain the definition of Identity-Based Encryption (IBE).

2.3 Security Model

In this section, we provide the CCA security models for a CP-ABE scheme and
a CP-ABE scheme with hidden policy (anonymous CP-ABE). Also, we provide
the CCA security models for an IBBE scheme and an anonymous IBBE scheme.
The models are shown below.

2.3.1 CCA Security Game for CP-ABE/Anonymous CP-ABE

A CP-ABE/anonymous CP-ABE is said to be secure against CCA if no proba-
bilistic polynomial-time adversary has non-negligible advantage in the following
game.

Setup. A challenger takes a security parameter [ as an input, and returns PK
to an adversary and keeps M K secret.

Phase 1. The adversary submits queries ¢, ..., g, to query for the private keys
or the decryptions for the ciphertexts generated by the adversary, where ¢; is
either

- Private Key Query: The adversary sends a set of attributes U; to the chal-
lenger. Then the challenger returns the private key SKy, to the adversary;
or
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- Decryption Query: The adversary sends a ciphertext CT; and an attribute
set U; as inputs. The challenger returns the plaintext M; to the adversary.

Challenge. The adversary submits two challenge messages and policies as (M,
AY) and (M7, AY) to the challenger where if any of the attributes during private
key queries in Phase 1 satisfy the challenge policy, then it should satisfy both
the policies, or none of the queried attributes satisfy the challenge policies. Then
the challenger randomly chooses b e {0,1}, and encrypts M}, under A}, to get
the ciphertext CT™. The ciphertext C'T™ is given to the adversary. Note that if
we stress that Aj = A7, then the security game is for confidentiality; if we stress
that M; = M7, then the game is for anonymity.
Phase 2. The adversary repeats the steps in Phase I except for querying the
sets of attributes which satisfy the two access structures and the ciphertext
corresponding to the challenge.
Guess. The adversary outputs a guess b’ € {0,1} of b and wins the game if
V' =10

The advantage of the adversary in this game is defined as |Pr[b’ = b” -3

2.3.2 CCA Security Game for IBBE/Anonymous IBBE

An IBBE/anonymous IBBE scheme is said to be secure against CCA if no prob-
abilistic polynomial-time adversary has non-negligible advantage in the following
game.

Setup. A challenger takes a security parameter [ as an input, and returns PK
to an adversary and keeps M K to secret.

Phase 1. The adversary submits queries ¢, ..., ¢, to query for the private keys
or the decryptions for the ciphertexts generated by the adversary, where ¢; is
either

- Private Key Query: The adversary sends an identity I D; to the challenger.
The challenger returns the private key SKrp, to the adversary; or

- Decryption Query: The adversary sends a ciphertext CT; and an identity
ID; as inputs. The challenger returns the plaintext M; to the adversary.

Challenge. The adversary submits two challenge messages and sets of identities as
(Mg, Sg) and (M{, ST) to the challenger where ID; & S§ A ST for i =qu,...,qn
(Sg A ST is the symmetric difference for S§, ST). Then the challenger randomly
chooses b € {0,1}, and encrypts M}, under S}, to get the ciphertext C'T™. The
ciphertext C'T™ is given to the adversary. Note that if we stress that S5 = ST,
then the security game is for confidentiality; if we stress that M = M7, then
the game is for anonymity.

Phase 2. The adversary repeats the steps in Phase I except for querying the
identities and the ciphertext corresponding to the challenge.
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Guess. The adversary outputs a guess b’ € {0,1} of b and wins the game if
V=0
The advantage of the adversary in this game is defined as |Pr[b’ = b -3l

3 Our Construction

3.1 The Relationship Between IBE and AND-Gate-Only ABE

In this section, we discuss the relationship between IBE and ABE. Under certain
conditions, IBE and ABE will be equivalent through some transformation. Such
relationship can bring some interesting results. For instance, if we consider an
AND-gate-only ABE, then our transformation gives the first ABE supporting
hidden access policy, constant-size ciphertexts and private keys.

3.1.1 Conversion Between Access Structures and Identities

Consider an ABE supporting AND gates only. Note that, in an AND-gate-only
ABE scheme, an access structure can be viewed as a non-empty set of attributes
for simplicity. Therefore, in the rest of this section, we represent an access struc-
ture A as an attribute set. For such a scheme, we now propose a method to
uniquely relate an access structure A to an identity I Dy, whose length equals to
||, i.e. the size of the universe U. Roughly speaking, given an access structure
A, for i = 1 to ||, if an attribute X; is in A, then set the i-th bit of 1D, as
1; otherwise set it to be 0. For instance, if f = {A, B,C, D} and A = A AND
B AND D = {A, B, D}, then we can use the above method to construct an
identity I D4 = 1101. The transformation mentioned above can be inverted, i.e.,
an identity can also be uniquely converted to an access structure.

Algorithm 1 Algorithm - I
Input: an access structure A = { X7, ..., X, }, where 1 <n < |U{|, a universe U
Output: an identity 1Dy

1: Let ID4[i] be the i-th bit of 1D y4;
2: for i =1 to |U| do

3 if X; € A then

4 IDA[Z] =1;

5: else

6 ID4li] = 0;

7 end if

8: end for

9: Return IDy;
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Algorithm 2 Algorithm - "1

Input: an identity ID 4, a universe U
Output: an access structure A = {X7,..., X,,}, where 1 <n < ||

A R ol

Let ID 4[é] be the i-th bit of ID 4, and A be a null set;
for i =1 to [U| do
if ID4[i] =1 then
end if
end for
Return A;

3.1.2 ABE from IBE

In this section, we discuss about the generic construction of an ABE scheme,

which supports AND gates only, from an IBE scheme. In such an ABE scheme,
the access structure may look like “School: XYZ AND (Position: Student AND
Grade: College).” And as mentioned above, we view an access structure as a set
of attributes, i.e. School: XYZ, Position: Student, Grade: College. Assume that
IBE is an identity-based encryption scheme with the four algorithms: Setup,
KeyGen, Encrypt, and Decrypt. We construct an ABE scheme as follows.

Setup(1'): Taking a security parameter | as an input, this algorithm runs
(IBE.MK,IBE.PK) + IBE.Setup(1'), then sets the master secret key
MK and the public key PK of the system as (MK, PK) = (IBE.MK,
IBE.PK).

It outputs M K and PK.

KeyGen(PK,MK,U): Taking the master secret key MK, a set of at-
tributes U, and the public key PK as inputs, this algorithm converts the set
of attributes U to an identity 1Dy € {0, 1}'”‘ by running the algorithm - I,
and gets the private key as IBE.SKp, + IBE.KeyGen(PK, MK, I'(U)).
It outputs the private key SKy = IBE.SKrp,,.

Encrypt(M, PK,A): Taking a message M, the public key PK, and an
access structure A as inputs, this algorithm converts the access structure
A to an identity 1D, € {0,1}¥ by running the algorithm - I", and gets
the ciphertext as IBE.CT + IBE.Encrypt(M, PK, I'(A)). It outputs the
ciphertext CT = IBE.C'T.

Decrypt(CT, SKy): Taking the ciphertext C'T and the private key SKy
as inputs, this algorithm gets the plaintext by computing
IBE.M <« IBE.Decrypt(CT,SKy). It outputs the message M = IBE.M.
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3.1.3 1IBE from ABE

In this section, we discuss the generic construction of an IBE scheme from an
ABE scheme supporting AND gates only.

Assume that ABE is an attribute-based encryption scheme with the four
algorithms: Setup, KeyGen, Encrypt, and Decrypt. We construct an IBE
scheme from an ABE scheme as follows.

- Setup(1!): Taking a security parameter [ as an input, this algorithm runs
(ABE.MK,ABE.PK) +- ABE.Setup(1!), then sets the master secret key
MK and the public key PK of the system as (MK,PK) = (ABE.MK,
ABE.PK). It outputs MK and PK.

- KeyGen(M K, IDy): Taking the master secret key MK and an identity
IDy € {0,1}! as inputs, this algorithm converts the identity Dy to the
set of attributes U by running the algorithm - I'~!, and gets the private key
ABE.SKy + ABE.KeyGen(PK, MK, '"'(IDy)). It outputs the private
key SKIDU = ABESKU

- Encrypt(M, PK,ID): Taking a message M, the public key PK, and an
identity ID € {0,1}Ul as inputs, this algorithm converts the identity ID to
an access structure A by running the algorithm - I"~!, and gets the ciphertext
ABE.CT + ABE.Encrypt(M,PK,'"'(ID)). It outputs the ciphertext
CT = ABE.CT.

- Decrypt(CT, SK;p, ): Taking the ciphertext CT and the private key SK;p,,
as inputs, this algorithm gets the plaintext by computing
ABE.M <+ ABE.Decrypt(CT,SK|p,). It outputs the message M =
ABE.M.

3.1.4 Discussion

By transforming an AND-gate-only access structure into an identity, and vice
versa, we realize the conversion between ABE and IBE. One can observe that,
the features of the encryption scheme may be inheritable through the conversion.
For instance, if we use an IBE with receiver anonymity to construct an ABE,
then we will have an ABE with hidden access policy. Therefore, we can realize
an AND-gate-only ABE with constant-size ciphertexts/private keys and hidden
access policy from an anonymous IBE [Boyen and Waters, 2006, Gentry, 2006].

3.2 The Relationship Between IBBE and ABE with DNF

In this section, we give a conversion between an IBBE and an ABE with access
structures in DNF. Note that the formal definition of an access structure we use
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here is equivalent to a DNF formula, as mentioned in Definition 1. Since every
clause in a DNF formula contains only AND gates, we can use the algorithm I
to transform each clause into an identity. Thus a DNF formula implies a set of
identities, which can be viewed as the receiver set in an IBBE scheme. Also, the
concept allows us to convert an identity set into an access structure. Following
the concept above, we propose a generic construction of ABE from IBBE. Our
conversion method gives many interesting results. By adopting the conversion,
we can construct the first ABE achieving access structures with wildcard and
constant-size ciphertexts/private keys. Our conversion method may also imply
some impossibilities. For instance, through our method, we can prove that, if an
ABE supports access structures in DNF, then it will never achieve hidden access
structures and constant-size ciphertexts simultaneously.

3.2.1 Conversion Between Access Structures in DNF and a Set of
Identities

Consider an ABE supporting boolean functions in DNF. For such a scheme, we
now propose a method to uniquely relate an access structure A to a set of iden-
tities S = {IDy,...ID,} for some integer n.

Algorithm 3 Algorithm - ¥
Input: an access structure A = {A;, As, ..., A,} C 2“4, where U is the universe
Output: a receiver set S = {IDy,...ID,}

: Let S be a null set;

1

2: fori=1ton do
3 ID; + F(AZ)7
4: S« SU{ID;};
5: end for

6: Return S;

3.2.2 ABE from IBBE

In this section, we discuss the generic construction of an ABE scheme, which
supports access structures in DNF, from an IBBE scheme. Assume that I BBE is
an identity-based broadcast encryption scheme with the four algorithms: Setup,
KeyGen, Encrypt, and Decrypt. We construct an ABE scheme from an IBBE
scheme as follows.
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Algorithm 4 Algorithm - w1

Input: a receiver set {IDy,...ID,}
Output: an access structure A = {A;, Ay, ..., A,} C2¥

AN R e

Let A be a null set;

for i =1 ton do
A; F_I(IDZ');

end for

Return A;

Setup(1'): Taking a security parameter [ as an input, this algorithm runs
(IBBE.MK,IBBE.PK) + IBBE.Setup(1!), then sets the master secret
key M K and the public key PK of the system as (M K, PK) = (IBBE.MK,
IBBE.PK). It outputs MK and PK.

KeyGen(PK, MK,U): Taking the public key PK, the master secret key
MK, and the set of attributes U as inputs, this algorithm converts the set
of attributes U to an identity IDy € {0,1}¥! by running the algorithm - I’
defined in Algorithm 1, and gets the private key as

IBBE.SK|p, + IBBE.KeyGen(PK, MK, I'(U)). It outputs the private
key SKy = IBBE.SK|p, -

Encrypt(M, PK,A): Taking a message M, the public key PK, and an
access structure A as inputs, this algorithm converts the access structure A
to a set of identities S = {IDy,...ID,} of receivers by running the algorithm
- ¥, and gets the ciphertext IBBE.CT + IBBE.Encrypt(M,PK,U(A)).
It outputs the ciphertext CT = IBBE.CT.

Decrypt(CT, SKy): Taking the ciphertext CT and the private key SKy
as inputs, this algorithm gets the plaintext by computing IBBE.M <
IBBE.Decrypt(CT,SKy). It outputs the message M = IBBE.M.

3.2.3 IBBE from ABE

Using the algorithm ¥, we can also give a generic construction of IBBE from
ABE. Assume that ABFE is an attribute-based encryption scheme with the four
algorithms: Setup, KeyGen, Encrypt, and Decrypt. We construct an IBBE
scheme from an ABE scheme as follows.

Setup(1'): Taking a security parameter | as an input, this algorithm runs
(ABE.MK,ABE.PK) + ABE.Setup(1!), then sets the master secret key
MK and the public key PK of the system as (MK, PK) = (ABE.MK,
ABE.PK). It outputs M K and PK.
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- KeyGen(PK, MK, ID;): Taking the public key PK, the master secret key
MK, and the identity IDy € {0,1}“! as inputs, this algorithm convert-
s the identity IDy to the set of attributes U by running the algorith-
m - I'~! defined in Algorithm 2, and gets the private key ABE.SKy <+
ABE KeyGen(PK, MK, '"*(IDy)). It outputs the private key SK;p,, =
ABE.SKy.

- Encrypt(M, PK,S): Taking a message M, the public key PK, and a set of
identities S = {IDy,...ID,} of receivers as inputs, this algorithm converts
the set of identities S to the the access structure A by running the algorithm -
w~1 and gets the ciphertext ABE.CT < ABE.Encrypt(M, PK,¥~1(9)).
It outputs the ciphertext CT = ABE.CT.

- Decrypt(CT, SK;p, ): Taking the ciphertext CT and the private key SK;p,,
as inputs, this algorithm gets the plaintext by computing
ABE.M + ABE.Decrypt(CT,SKrp, ). It outputs the message M =
ABE.M.

3.2.4 Discussion

In this section, we discuss the effect about the transformation between ABE and
IBBE. According to the method for converting an access structure in DNF into a
set of identities, and vice versa, as mentioned above, we can realize a generic con-
struction of an ABE scheme from an IBBE scheme, and vice versa. Furthermore,
this conversion method will bring some interesting results as follows.

- We can obtain an ABE with hidden access policies from an IBBE with
receiver anonymity, and vice versa.

- We can use an IBBE with constant-size ciphertexts/private keys to construct
an ABE with constant-size ciphertexts/private keys, and vice versa.

- We can realize an AND-gate-only ABE with wildcard.
The conversion method is shown below. Consider an AND-gate-only ABE
scheme with wildcard from an IBBE. It means that there are “don’t care”
attributes in an access structure. Let the symbol “%” denote wildcard, e.g.
an attribute a* is a “don’t care” attribute in access structure A. For such a
scheme, given the access structure A, if there is a “don’t care” attribute X
in A, then we will obtain a pair of identities (ID4, IDg) by our converted
method, where the value of the i-th bit in ID 4 is 1 and the value of the i-th
bit in I Dp is 0. For instance, if Y = {a, b, ¢,d} and A = {a,c*,d}, then we can
obtain two different identities, I D4 = 1011 and IDp = 1001, by applying
the above method. And the ciphertext is generated by the encryption algo-
rithm of IBBE with the receiver set S = {ID4, IDg}. Moreover, if we take



194 Tseng Y.-F., Fan C.-L, Lin C.-W.: Provably Secure Ciphertext-Policy ...

advantage of an IBBE with constant-size ciphertexts/private keys [Delera-
blée, 2007, Zhang et al., 2012], we can obtain the first AND-gate-only ABE
with wildcard supporting constant-size ciphertexts/private keys.

- In 2012, Kiayias and Samari [Kiayias and Samari, 2012| have proved that the
size of a ciphertext in an anonymous broadcast encryption is at least of linear
size in the number of receivers. Following their result, we can use our transfor-
mation technique to prove that there is no ABE supporting access structures
in DNF that can achieve hidden access structures and constant-size cipher-
texts simultaneously. This is because that if there exist such schemes, we can
use the proposed method to obtain an anonymous IBBE with constant-size
ciphertexts, which will go against the result of [Kiayias and Samari, 2012].

For the results above, we conclude that if there is an IBE scheme with some
features, then the ABE scheme will inherit those features from the IBE by our
conversion methods.

4 Security Proofs

4.1 The Security Proof for Confidentiality

This section presents the proof of the CCA security for confidentiality of the ABE
scheme from an IBBE scheme, and the IBBE scheme from an ABE scheme.

4.1.1 The ABE Scheme from an IBBE Scheme

Theorem 2. The ABE scheme from an IBBE scheme is CCA secure if the
underlying IBBE scheme is CCA secure.

Proof. The basic concept is to prove by contradiction. Assume that the ABE
scheme is not secure. That is, there exists a polynomial-time adversary A that
can break the ABE scheme with non-negligible advantage. Then we will con-
struct a polynomial-time algorithm that has non-negligible advantage to win
the security game of IBBE (denoted as ©) shown in Section 2.3.2. The chal-
lenger simulates the game for A as follows.

Setup. The challenger interacts with © and is given the public key PK from ©.
Then the challenger sends the public key PK to the adversary A.

Phase 1. The adversary A submits queries ¢, ..., g, to query for the private keys
or the decryptions for the ciphertexts generated by the adversary, where ¢; is
either

- Private Key Query: Upon receiving a set of attributes U; from the adver-
sary A, the challenger uses the algorithm I'(U;) to transform the attribute
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set into an identity ID;, submits the I D; to © for private key query, and is
given the private key SK;p, from 6. Then the challenger returns SK;p, to
adversary A; or

- Decryption Query: Upon receiving a ciphertext C7T; and an attribute
set U; from the adversary A, the challenger submits the ciphertext CT; and
I'(U;) to © and is given the plaintext M from @. Then the challenger returns
the plaintext M to the adversary A.

Challenge. Upon receiving two distinct equal length messages (Mg, M1) and a
challenge access structure A* in DNF from the adversary A, where the access
structure A* cannot satisfy any of the queried attribute sets in Phase 1, the chal-
lenger uses the algorithm ¥(A*) to transform the access structure in DNF into
a set of identities S*. Then the challenger submits (My, M;) and S* to © and is
given the ciphertext CT*. Finally, the challenger returns C'T* to the adversary
A.

Phase 2. The adversary A repeats the steps in Phase 1 except for querying the
sets of attributes which satisfy the access structure and the ciphertext corre-
sponding to the challenge.

Guess. The adversary A outputs a guess b € {0,1}.

Finally, the challenger outputs b to © as the guess. Thus we have that the
challenger wins the underlying IBBE security game with the same advantage as
that of A winning the ABE security game. Therefore, we conclude that the ABE
scheme is CCA secure if the IBBE scheme is CCA secure.

4.1.2 The IBBE Scheme from an ABE Scheme

Theorem 3. The IBBE scheme from an ABE scheme is CCA secure if the
underlying ABE scheme is CCA secure.

Proof. Assume that the IBBE scheme from an ABE scheme is not secure. That is,
there exists a polynomial-time adversary A that can break the IBBE scheme with
non-negligible advantage. Then we will construct a polynomial-time algorithm
that has non-negligible advantage to win the security game of ABE (denoted as
{2) shown in Section 2.3.1. The challenger simulates the game for A below.

Setup. The challenger interacts with underlying {2 and is given the public key
PK from (2. The challenger then sends the public key PK to the adversary A.
Phase 1. The adversary A submits queries ¢, ..., g, to query for the private keys
or decryptions for the ciphertexts generated by the adversary, where g; is either

- Private Key Query: Upon receiving an identity ID; from the adversary
A, the challenger uses the algorithm I'~!(ID;) to transform the identity ID;
into a set of attributes U;, submits the U; to {2 for private key query, and
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is given the private key SKy, from 2. Then the challenger returns SKy, to
adversary A; or

- Decryption Query: Upon receiving a ciphertext CT; and an identity I1D;
from the adversary A, the challenger submits CT; and I'~!(ID;) to 2 and
is given the plaintext M from 2. Then the challenger returns the plaintext
M to the adversary A.

Challenge. Upon receiving two distinct equal length messages (Mg, M1) and a
challenge set of identities (ID7,...,ID}) from the adversary A, where ID} for
i = 1,...,n cannot be any of the queried identities in Phase 1, the challenger
uses the algorithm W=1(IDj, ..., ID}) to transform the set of identities into the
access structure A* in DNF. Then the challenger submits (M, M;) and A* to
2 and is given the ciphertext CT*. Finally, the challenger returns CT™* to the
adversary A.

Phase 2. The adversary A repeats the steps in Phase 1 except for querying the
identities and the ciphertext corresponding to the challenge.

Guess. The adversary A outputs a guess b e {0,1}.

Finally, the challenger outputs b to £2 as the guess. Thus, we have that the
challenger wins the underlying ABE security game with the same advantage as
that of A winning the IBBE security game. It turns out that the IBBE scheme
is CCA secure if the ABE scheme is CCA secure.

The proofs of confidentiality of the constructions in Section 3.1.2 and Section
3.1.3 are similar to the above. Actually, these two constructions can be regard-
ed as the special cases of the constructions in Section 3.2.2 and Section 3.2.3,
resprectively.

4.2 The Security Proof for Anonymity

In this section, we show the proof of the CCA security for the anonymity of the
ABE scheme with hidden access policies from an anonymous IBBE scheme, and
the anonymous IBBE scheme from an ABE scheme with hidden access policies.
The following proofs can be also applied to the special case - the transformation
between an AND-gate-only ABE scheme with hidden access policies and an
anonymous IBE scheme.

4.2.1 The ABE Scheme with Hidden Access Policy from an Anony-
mous IBBE Scheme

Theorem 4. The ABE scheme with hidden access policies from an anonymous
IBBE scheme is CCA secure if the underlying anonymous IBBE scheme is CCA
secure.
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Proof. Assume that the ABE scheme with hidden access policies is not secure.
That is, there exists a polynomial-time adversary A that can break the ABE
scheme with hidden access policies with non-negligible advantage. Then we will
construct a polynomial-time algorithm that has non-negligible advantage to win
the security game of anonymous IBBE (denoted as @) shown in Section 2.3.2.
The challenger simulates the game for A as follows.

Setup. The challenger interacts with @ and is given the public key PK from
©'. The challenger then sends the public key PK to A.

Phase 1. A submits queries ¢, ..., g, to query for the private keys or decryptions
for the ciphertexts generated by the adversary, where ¢; is either

- Private Key Query: Upon receiving a set of attributes U; from A, the
challenger performs the algorithm I'(U;) to transform the attribute set into
an identity ID;, submits the ID; to O for private key query, and is given
the private key SKp, from ©'. The challenger returns SKrp, to A; or

- Decryption Query: Upon receiving a ciphertext C'T; and an attribute set
U; from A, the challenger submits the ciphertext CT; and I'(U;) to O and
is given the plaintext M from ©'. The challenger returns the plaintext M to
A.

Challenge. Upon receiving two messages and policies as (Mg, A§) and (M7, A7)
from A with the restriction that if any of the attributes during private key
queries in Phase 1 satisfies the challenge policy then it satisfies both the policies
(A}, A7) and M = M7, or none of the queried attributes satisfies the challenge
policies (A{, A7), the challenger executes the algorithm ¥ to transform the two
access structures in DNF into two sets of identities (S, ST), respectively. Then,
the challenger submits (Mg, S3) and (M7, SF) to © and is given the ciphertext
CT*. Finally, the challenger returns CT* to A.

Phase 2. The adversary A repeats the steps in Phase 1 except for querying the
sets of attributes which satisfy the access structure and the ciphertext corre-
sponding to the challenge.

Guess. Finally, the adversary A outputs a guess b € {0,1}.

Remark. According to the restriction in Challenge, we have that, for each U;
queried in Phase 1, U; ¢ (A§ A AY), if we view Aj, AT as two sets of “set of
attributes” (Definition 1), by our proposed conversion method - I and ¥, we
can obtain that ID; ¢ (S§ A S7) for every ID; that the challenger queries with.
Finally, the challenger outputs b to @ as the guess. Thus we have that the
challenger wins the underlying anonymous IBBE security game with the same
advantage as that of A winning the security game of ABE with hidden access
policies. Therefore, the ABE scheme with hidden access policies is CCA secure
if the anonymous IBBE scheme is CCA secure.
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4.2.2 The Anonymous IBBE Scheme from an ABE Scheme with Hid-
den Access Policy

Theorem 5. The anonymous IBBE scheme from an ABE scheme with hidden
access policies is CCA secure if the underlying ABE scheme with hidden access
policies is CCA secure.

Proof. Assume that the IBBE scheme from an ABE scheme is not secure. That is,
there exists a polynomial-time adversary A that can break the IBBE scheme with
non-negligible advantage. Then, we will construct a polynomial-time algorithm
that has non-negligible advantage to win the security game of ABE with hidden
access policies (denoted as Q,) shown in Section 2.3.1. The challenger simulates
the game for A as follows.

Setup. The challenger interacts with 2 and is given the public key PK from
2. Then the challenger sends the public key PK to A.

Phase 1. The adversary A submits queries ¢, ..., g, to query for the private keys
or decryptions for the ciphertexts generated by the adversary, where g; is either

- Private Key Query: Upon receiving an identity I D; from A, the challenger
runs the algorithm I'"'(ID;) to transform the identity ID; into a set of
attributes U;, submits the U; to £2° for private key query, and is given the
private key SKy, from Q. Then, the challenger returns SKy, to A; or

- Decryption Query: Upon receiving a ciphertext CT; and an identity ID;
from A, the challenger submits C'T; and I'"*(ID;) to £’ and is given the
plaintext M from €. Then the challenger returns the plaintext M to A.

Challenge. Upon receiving two challenge messages and sets of identities as (M,
Sg) and (M7, ST) from A with restriction that if any of identities during private
key queries in Phase 1 exists in the challenge set of identities then it must exist
in both the sets of identities and Mg = M7, or none of the queried identities
exists in the challenge sets of identities, the challenger performs the algorithm
! to transform the two sets of identities into two access structures (Ay, AT)
in DNF, respectively. Then the challenger submits (Mg, A%) and (M}, A?) to €2
and is given the ciphertext C'T*. Finally, the challenger returns CT* to A.
Phase 2. The adversary A repeats the steps in Phase 1 except for querying the
identities and the ciphertext corresponding to the challenge.

Guess. Finally, the adversary A outputs a guess b e {0,1}.

Remark. 1t is similar to the proof in Section 4.2.1 except that the conversion
methods are replaced with "~ and ¥~ 1.

Finally, the challenger outputs b to 2 as the guess. Thus, the challenger wins
the security game of ABE with hidden access policies with the same advantage
as that of A winning the anonymous IBBE security game. Hence, the anonymous
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IBBE scheme is CCA secure if the ABE scheme with hidden access policies is
CCA secure.

The proofs of the anonymity for the constructions in Section 3.1.2 and Section
3.1.3 are similar to the above. Actually, these two constructions can be regard-
ed as the special cases of the constructions in Section 3.2.2 and Section 3.2.3,
respectively.

5 Conclusion

In this paper, we have proposed the algorithms for the transformation between
access structures and identities. Generic constructions of CP-ABE and IBE are
given in the paper as well. Our conversion methods bring some interesting results
in constant-size ciphertexts, anonymity, wildcards, etc. The CP-ABE scheme will
inherit from the properties of the underlying IBE/IBBE scheme, and vice versa.
Furthermore, we provided the proofs for the uniqueness of the proposed conver-
sion methods and the CCA security proofs for confidentiality and anonymity to
demonstrate the security of the proposed conversion methods.
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